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/ logical device (Bay)
EC 61850-7-2 Vil World)
Services :

Hides/encap

SCSM

IEC B81850-8-1
Real devices

in any
substation

IEC 61850-74
data (Position)

I I IEC 618507-3

|E'§: 61 E_SD'ET J Common data
configuration file classes IEC 1404/11
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Table A.4.1 ACSI services per conformance block for IEC 61850-8-1 Client systems

Conformance Block

Mandatory

Conditional
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1 Basic Exchange

Associate
Abort and/or Release

GetAllDataValues
SetDataValues

GetServerDirectory
GetlogicalDeviceDirectory(LD)

GetlLogicalNodeDirectory(DATA)
GetDataDirectory
GetDataDefinition
GetDataValues

2: Data Set

GetDataSetValues
SetDataSetValues

GetlogicalNodeDirectory(DATA-
SET)

GetDataSetDirectory

9: GOOSE Control GetlogicalNodeDirectory(GOCB)
Block GetGoCBValues
SetGoCBValues
12a:  Direct Control Operate TimeActivatedOperate
12bh:  SBO Control Select, Operate Cancel, TimeActivatedOperate
12¢: Enhanced Operate TimeActivatedOperate
Direct Receive CommandTermination
Control
12d:  Enhanced SBO SelectWithValue, Operate Cancel, TimeActivatedOperate
Control Receive CommandTermination
13: Time Sync TimeSynchronization
14: File Transfer GetServerDirectory(FILE) GetFileAttributeValues
GetFile SetFile
DeleteFile
15: Service Receive Report
Tracking

2+: Data Set CreateDataSet

Definition DeleteDataSet

Substitution SetDataValues GetlLogicalNodeDirectory(SGCB)
4. Setting Group SelectActiveSG GetSGCBValues

Selection

4+ Setting Group

SelectEditSG,

GetEditSGValue

QueryLogByTime and/or
QueryLogAfter
GetlLogStatusValues

Definition SetEditSGValue
ConfirmEditSGValues
5: Unbuffered Receive Report GetlogicalNodeDirectory(URCB)
Reporting GetURCBValues
SetURCBValues
6: Buffered Receive Report GetlogicalNodeDirectory(BRCB)
Reporting GetBRCBValues
SetBRCBValues
7: Logging GetLCBValues GetlogicalNodeDirectory(LCB)

GetlogicalNodeDirectory (LOG)
SetLCBValues
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> |EC 61850-10 (# & )
v Server
&) % 3 £ % (Intelligent Electronic Device, IED)
F I & 3x+4] F (Bay Controller) ~ %3 € #(Relay Protection) -
%78 % (Circuit Breaker) ~ 3 FR 2 3% # (RTU) ~
€ 3+ (meter) ~ R i B (Gateway)
v Client
FAT & 2 E $5 4 3L(SCADA)
A # A & (Human Machine Interface, HMI)
Mg ¥ (Gateway) ~ B TR A B3R & (RTU)
v GOOSE Performance
v Sample Values
£ & 8 = (Merging Unit, MU)
v SCL Tool
> |EC TR 61850-90-4 (4§ % &
v T % R 2 3 48(Ethernet Switch)
> |EC 61850-3 (% & & F ~ EMC/EMI)
v T xR 2 348 (Ethernet Switch)
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TR & £ ¥ % 3(SCADA) ~ £ # 4 & (Human Machine Interface, HMI) -
Wi B (Gateway) ~ B FR A& & (RTU)

HMI (integrated in DUT or
protocol simulator)

Client Device Under Test (DUT) TIME SERVER

Ethernet Hub or Managed Switch with mirror port

SERVER SIMULATOR 1 SERVER SIMULATOR N ANALYZER
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B 1% 34| B (Bay Controller) ~ 3% % i%# % % (Relay Protection) ~ %78 2 (Circuit
Breaker) ~ ¥ F R %K % (RTU) ~ & 3+ (meter) ~ F i F(Gateway)

CLIENT SIMULATOR

Ethernet Switch

Device Under

Test (DUT)
T r

ANALYZER TIME MASTER

EQUIPMENT SIMULATOR
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> B2
. PICS(Protocol Implementation Conformance Statement)
. MICS(Model Implementation Conformance Statement)
. PIXIT(Protocol Implementation eXtra Information for Testing)

. TICS(TISSUES Implementation Conformance Statement)

. ICD File
> 2 #2 AP E e
. > {3 % 3

. B ASCL#E:
e POGERREEEDR o AR

e -

Did the device

implement everything
correctly?

UCATestProceduresClient61850-8-1 Ed2Amd1_Version 1.0 i

UCATestProceduresServer61850-8-1 Ed2Amd1l_Revi1p2 &»
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UCAIlug 327 R % %

VEREE

Tester Level Ed2.0 Server | Ed2.1 Server Ed2.0 Client Ed2.1 Client |Ed2.1 SCL Tool
AMA-CERT-Lab GmbH A Y

Central Power Research Institute India A Y Y

DNV Netherlands (formerly KEMA, DNV-KEMA) A Y Y Y Y Y
Taiwan '_I'esting f_:md Certificatiqn Center (formerly A v v

Electronics Testing Center, Taiwan)

Korea Electrotechnology Research Institute A Y Y

Xuchang KETOP Testing Research Institute Co., Ltd A Y

Korea Testing Laboratory A Y Y Y Y

State Grid Electric Power Research Institute A Y

Tecnalia A Y

TUV SUD China Ltd A Y Y Y

UL, Korea, Ltd A Y

Electrical Research & Development Association A Y

CESI S.p.A. — KEMA Labs A Y Y
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BEHIAR : https://www.researchgate.net/figure/Architecture-of-IEC-61850-Substation-Automation-
System-with-Station-Bus-and-Process-Bus_fig3_325069210
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* VLAN handling test

« Multicast handling test

* Priority tagging test

« RSTP recovery test

 PRP test

« HSR test

« |EC/IEEE 61850-9-3 (PTP) test
« PTP TC test

« PTP BC test
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