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> 7 BTV EEIR(DER) T EiZ BEEInternetiF 4

> BEEXEMZE(Plug-Play) K E %[ =8
> A SR ESIFERAZTERARKRERE
> IOTH: i HBU#KIEC 61850/6274612 240 ABYZE E R

> IEC 61850-8-2/IEC 61850-80-3 XMPPi&E:H 17 E
DERFEH ZEE{FiElE 2 —

» XMPP - eXtensible Messaging and Presence
Protocol - An IOT open standard for instant
messaging
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Smart Grid / Market Use Cases

Station Automation
1.000 — 10.000.000 devices in

Requirements
N;ml?er = Up to 100 devices per substation
evices systems
Number of > 1000 DP per device Ca. 10-100 DP per device
data points
Engineering Static, seldom changes Dynamic system management
Real time - .
In miliseconds In seconds / minutes
Performance
Communication Local, homogeneous (LAN, Heterogeneous
Structures Ethernet) (FAN, NAN, WAN)
Networks Private Private and public
communication networks communication networks
Role based access control End-to-End Authentication and
Security Confidentiality, RBAC, no open
(RBAC) . )
interface ports at device
TPRI
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IEC 61850-8-2(XMPP) standard for DER are expected

o
From DNP / IEC 61850-8-2 Mapping to XMPP
IEC 61850-8-2is going
TC 57 Power sy 1t and information exchange £ 8 =
Modbus to (scom. e L fo'be published
Distributed Project: [EC 61850-8-2 Ed. 1.0 EE
S > Project: -8-2 Ed. 1. 8 Login T
Metwwork XMPP :
Committee Working Groups Project Leader (s::;'lr::‘ FD:‘:! Pub ;t::llty IEC 61850-8-2 Ed. 1.0
@ Communlcatlon networks and systems for
TC 57 WG 17 B. Bony cov 2017-04 power utility at tion - Part 8-2: Specifi
communication service mappmg (SCSM) -
Mapping to Extensible Messaging Presence
Protocol (XMPP)
Remark:
Stage Document Downloads Decision Date Target Date - SMB/5347/DL: CDV 2015-04 - Project plan: CDV 2012-09
FDIS 2013-09 - [ECs 61400-25, all pans omaso 62351
— B R 62357, 61970-451, 61968-100 to be -Lia
SINEINE ol 2ot OASIS - OPC foundation - Coord with: TC57A '\G 10,13, 14
5711221RVN Koazke 2012-03-09 20120229 15, 15,1%,7000, SR0RC, SOBSE, 7009, 7084
57/1583/CD Kso19ke 2015-06-05 20150228 g:&"ﬁ;g}é‘f"c“"’e““:
57/1642/CC Matgke 2015-11-06 2015-10-15
SMB 525601

2015-12-31

IEC 61850-8- 2B S M A B G MBS I tE Suesa4TL
ENEERFERME - Et”Bﬁ(Part)’f‘ﬁiﬁIfﬁ 57|ssmrk
H?ﬂ][]@ﬁigbﬁﬁiﬁ,ﬂﬁgﬁﬁiﬁt@ﬁm%“ﬁﬂﬁé’- 57/15851NF
#EERAZER - e

DNP / Modbus /OPC are the main Protocols used in Taipower now.

We are considering replaced these legacy ones by XMPP due to the Scalability , Security,
Compatibility, etc. problems

We would like to use IEC 61850 - 8 - 2(XMPP) as the future standard communication
protocol for distributed energy resources.

)23 T h w3 TPRI



Generation \
Transmission‘\;

Distribution

BEWAIEC %n x*F == LY \ b A 4=
ses  EOS B AIZIOMTE L ANIOT B2l
|[EC 62351 CIM (IEC 61968, IEC 61970, IEC 62325)
, Energy Management Systems
Distribution Management IEC 62746
; Egﬁ%ﬁﬁ@ Market Communication /OpenADR/
IEC 61850 2 — * XMPP
> EREREE/ - T &
SEFEIHIE vu K=Y
SN
kBRIt EC 62746
AT EER | L Market
KNER 1 > BBRERME =
BB bi Enterprise 'y //
[ . | Operation “ .~
‘\A ‘ Ay f] Station s

Zones
(Hierarchy)

Field

Process
DER

Domains

(Home, Building,
Industry, EV, Mobility)

23T hmwd
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s=n JOT % filf B A1 2 #XIEC 61850/62746/623511F 240 A

- 62746 Ed.1: Systems Interface between Customer Energy
Management System and the Power Management System

62746-1 Overview (include Glossary)
TR 62746-2 Use Cases and Requirements
TS 62746-3 Architecture
62746-4 Data Model
62746-5 Service interface to customer system
62746-10 Mapping
62746-10-1 PAS OpenADR 2.0b
62746-10-2 CIM compliant Mapping to XMPP
Message content and exchange patterns
Message transport and services
Security
Availability, redundancy
Profiles, Interoperability
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aan - [OTH:iT B RIS #RIEC 61850/62746/62351 2440 A

IEC TC57 Communication Standards IEC 62351 Security Standards
IEC 62351-1: Introduction

IEC 62351-2: Glossary
IEC 60870-6 TASE.2 (ICCP)
IEC 62351-3: Profiles
IEC 60870-5-104 & DNP3 including TCP/IP
| . - -
.5. i 2 o+ < Q
IEC 508700?“;%1 & Serial IEC 62351-4: Profiles > = 1R EE: -
including MMS ool |8 ﬁ o] |5 &
0 = oy 7 k= - 0
e IEC 62351-5: IEC 608705 =5l 1°sl 125|188
and Derivates & E N %9 o 5
IEC 61850 over MMS a2l 159 |g=
IEC 62351-6: IEC 61850 c=l laz| |yl 3
IEC 61850-8-2 MMS over Profiles O o8l 1S58 X
XMPP o] — w=| o<
IEC 61970 & IEC 61968 CIM >

IEC 62351-10: Security architecture guidelines for TC 57 systems
IEC 62351-12: : Resilience and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications

D eET DI TPRI
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% [EC 61850 DERMARIIZE%

IEC 61850-7-420 Basic communication structure — DER logical
Nodes

IEC 61850-90-6 Using IEC 61850 for DAS

IEC 61850-90-7 Object models for inverter based
applications

IEC 61850-90-8 Object model for electric mobility

IEC 61850-90-9 Object models for electrical energy
storage systems

IEC 61850-90-10 Modeling of schedules in IEC 61850
IEC 61850-90-15 DER Grid Integration using IEC 61850

IEC 61850-80-3 Requirement analysis for mapping to
Web Protocols

IEC 61850-8-2 SCSM mappings to XMPP
SETDIPwI TPRI
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H" EATIEC 61850-80-3 (TR)E A%
IEC TR 61850-80-3

TECHNICAL
REPORT

IEC/TR 61850-80-381 /%
FHFYIEC 61850-8-23F i M
o e S S A

LU

VI StanmuanaiZamon CoTe 770

7 SCSM technical description ... 19
7.1 Technology assessment and choiCe ... 19
T2 XMPP QVEIVIBW....oo.ooooooeoe e 20

T2 PINCIPIES oo 20
722 Address SChEME ..o 21
723 Scalability and redundancy. ... 21
724 Server federation..............occcoovvcormioinicrnsiini s O e 22
725  Stanzaexample.............oo e 22
726  Presence monitoring ... 23
7.3 Communication stack OVEIVIEW ... 29
7.4 Definition of the XML payload ............coooooooor 25
7.5 Transport of XML payloads over XMPP ... 28
751 Mapping over XMPP OVEIVIEW .........covmveecveseee s nnees 28

Edition 1.0 2015-11

Communication networks and systems for power utility automation —

Part 80-3: Mapping to web protocols — Requirements and technical choices

2ETDPwID
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H%  [EC 61850-80-3fR IR

> XMPP

> IEC 62541 (OPC UA)

> [EC 61400-25-4 Annex A
> XML over WebSocket

> DPWS

> REST

> ACSI XML

eExbwd TPRI
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=" |EC 61850-8-2 (1S)i% 2

TC 57 Power systems management and associated information exchange

= Project: IEC 61850-8-2 Ed. 1.0 (8 Login |

Current Frcst Pub Stability
Status Date Date IEC 61850-8-2 Ed. 1.0
Communication networks and systems for
TC 57 weT B. Bony ACDV 2017-04 power utility automation - Part 8-2: Specific
communication service mapping (SCSM) -

Mapping to Extensible Messaging Presence

Remark:

Stage Document Downloads Decision Date Target Date - SMB/S347/DL: CDV 2015-04 - Project plan: CDV 2012-09
FDIS 2013-08 - [ECs 61400-25, all parts of 61850, 62351,
G2357, 61970-451, 61968-100 to be considered - Liaison arg:

Committee Working Groups Project Leader

P PTIBINE #1434 k8 2011-10-07 OASIS - OPC foundation - Coord. with: TC57/WGs: 10, 13, 14,
o S 533 kB 5012.03.08 5012.02.28 15, 18, 19: TC65, SC65C, SCE5E, TCHI, TCAS
, - e oy Associated Documents:
1CD 57/1583/CD 5019 kB 2015-06-05 2015-02-28 Assocated D
ACDV 571642/CC K319km 2015-11-06 2015-10-15 348 kB
SMEB/5256/DL
ccov pr 2015-12-31 2186 kB
IEC 61850-8- 2B IR BERENEZIERE SMES3471L
220 kB

ENEENREERMLE - lttﬁBﬁ(Part)?“'—“Z%ikié ' STHSB4DTR
EMEBEARERNESEHERNESERR oo
4% R B3R - s

eExbwd TPRI
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IEC 61850 Server

Application

XMPP

TCP

28% D w3

XMPP EZ%

\EE

M

I8

E2E

TLS SASL
XMPP Server
XMPP

|IEC 61850 Client

Application

XMPP

TCP
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="  XMPP-HADDOOP/Big Data

NCAP ISO/IEC/IEEE P21451-1-4

NCAP XMPP
XMPP (Big Data SOA)
| 7. HADOOP
4, MCAP would passes semantic
contain directory control to clients BD NCAP
services and other 6. MCAP bridge Hﬁgggp
capabilities public and private
clouds \,
XMPP
MCAP MCAP
(Public) (Private)
e 30 NoAP
XMPP
1. All Public MCAP HADOOP
are federated
serviers which have

NCAP capacity to register BD NCAP 2. Local Intranet
XMPP devices and share 3. MCAP and XMPP looks the same as

without private  |caAP’s control HADOOP Internet

MCAPs  which devices can _
NCAP communicate to - ! 5. All devices can
XMPP each other be mgllf'% ngse of

D eET DI TPRI
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Web services and business apps

Server-to-server (S25)

>1s

7o server
[nzs}

I0msto1s

.

Timelines of response

Device-to-device

10 ps to 10 ms
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S XMPP 2 BrilE—E# 4 AIEC 61850/62746/623511R2Z10T

IOT Protocol Overview

- MQTT: a protocol for collecting device data and
communicating it to servers (D2S)

- XMPP: a protocol best for connecting devices to
people, a special case of the D2S pattern, since
people are connected to the servers

- DDS: a fast bus for integrating intelligent
machines (D2D)

- AMQP: a queuing system designed to connect
servers to each other (S25)

eExbwd TPRI



aiw  XMPP — Siemens & 3 51

SIEMENS

SIEMENS

<message>Hello Saral</message>

i

'3'* Akteur 3 Technische Systeme

sarah@serverl?

0§ e Customer Customer Energy Management System (CEMS)
Sarah

_‘ Gl Eneroy Retaller Tarif Server
@ orie
\,.:‘\‘ im
\ Energy Pool Manager .
agregaly Decentralized Energy Management System (DEMS)
XMPP: eXtendable Messaging and Presence Protocol hil
ang B Operr Flexioilty Operator (FlexOp)

Smart Low Vottage Grid Controller (SLVG-C)

® Siemens AG Qsterreich 2014
Seited Mike Pichler -
Mike Pichler

TPRI
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XMPP — SiemensF&FR 5l

Overview of the Configuration in the
Smart Grid Architecture Model (SGAM)

Tl IV W

SIEMENS

[ Market ] Market

Enterprise

TSO

Operation

Smart Grid / Smart Market

Btation

Communication based on IEC

‘DER System R System

sl (Generation, | KgReration,

Substation and
61 850-8-2 and XM PP LR o g:it;:z:::gn C:r:(tjrroalclJaetlule Corgr agael‘JIe eld
Smart Grid FORUM, Hannover Fair 2015 V% 5

Process

Transmission Distribution

Restricted® Siemens AG 2015 All rights reserved.
Page8 2015-04-14 Dawidczak/ EMEAPROD
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Security Relations of DER Integration

IEC 61850 Clienj,
XMPP Client

Operation
level

—

iEc 61850 & £.Y IEC 61850
Servey Client
“" XMPP Client

C
r -

Loads,
Generators |

5
IEC 61850 Server

XMPP Client
i j} 4
- __"I‘ L ‘-.{

P . '

[‘[l

Page 10 2015-04-14

LEZF Pws

|EC 61850 Server
XMPP Client

ﬁf

IEC 61850 Server
XMPP Client

=Bl

SIEMENS

Trust relations

DER resource (XMPF client on
IECE61850 server) belongs to DER
owner

DER control (XMPFP client on IEC
61850 client/server) incl. control center
belongs to DNO

XMPF server may belong to DNO or
3rd party service provider

Resulting requirements

Authentication

End-to-middle between XMPP client
and server or between XMPP servers

End-to-end authentication between
IEC 61850 client and server instances

Integrity protection between all
instances

Confidentiality protection between
IEC 61850 client and server instances

<= > Hop-to-Hop
<> End-to-End unicast
<> End-to-End multicast

Dawidczak/ EM EA PRO D
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Szonario®'|

Typical Set-Up for DER
Prosumer connecting resources
and loads to the electrical grid
via public or private network
Usage of IEC 60870-5-104 for
communication

Security is often provided by
using IPSec based VPNs
connecting the network
domains

Page 14 2014-10-30

) eET P

£ A

Integration of Distributed Energy Resources (DER)

SIEMENS

SCADA Virtual Power Plant

Demand Response

DER

IEC 60870-5-104

Public or Private Network

IEC 60870-5-104 —‘

DER

Dr. Volker Distelrath, Siemens AG

TPRI
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5?onario®|

Application of IEC 62351 on

T E A

SIEMENS

Integration of Distributed Energy Resources (DER)

Future Set-Up for DER
XMPP (RFC 6120) is a
middleware messaging and
presence protocol supporting
decentralized architectures
Usage of IEC 61850-8-2 MMS
over XMPP

End-to-end authentication and
integrity can be achieved by
applying the |IEC 62351-4 ed.2
MMS secure session concept

Page 15 2014-10-30

SEF D w3

SCADA L Virtual Power Plant || Demand Response

xmpp client xmpp client xmpp client
]

Device Registry

Xmpp server
|

o

Public or Private Network

xmpp client T

™~

DER

xmpp client T xmpp client
o 3 .
DER DER

Dr. Volker Distelrath, Siemens AG

TPRI
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XMPP Smart Grid Applications

Demand Response

— Traditional Commercial DR
— Residential DR / DSM

— OpenADR

Renewable Energy

— Solar

Building Energy Management (BEM)
EV Charging
®Etc.

Bl O

SDET D w3

245]- Echelon

A Few XMPP Applications

Instant messaging

Group chat

Social networking

Multi-user gaming

System control, alerts, and notifications
Machine-to-machine communication
Geolocation

Middleware and cloud computing
Intelligent workflows

Real-time collaboration

Data syndication

Voice over IP

Identity services

A @lowc

TPRI
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DERFEFRAXMPP Zl-KONCAR
IEC 61850-8-2- SCSM mappings to XMPP

Control Center - DSO
Control Center - TSO (SCADA/DMS/OMS/GIS)

Secure DER integration  scaoazmsmms)
E— — . . -
I = : I == " ERPIEAWAMICIS)

Authentication & e ——

IEC 61850 Server /

I nteg r|ty XMPP Client

|EC 61850 Server / E
XMPP Client

IEC 61850 Server /
XMPP Client

Confidentiality
Mandatory TLS support
IEC 62351 ed2 IEC 61850 Server /

XMPP Client

IEC 61850 Server /
XMPP Client

IEC 61850 Server /
XMPP Client

Virtual Power Plants

F® D w3 TPRI
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Forschungsgemeinschaft fur

Elektrische Anlagen und Stromwirtschaft e.V.

Hamburg University of Applied Science

Hypertech IT Solutions

It4power

KONCAR-Power Plant and Electric Traction Engineering
Ine.

Stedin

Fundacion Tecnalia Research and Innovation

The Netherlands Organisation for Applied Scientific

Research

T-Systems Multimedia Solutions GmbH

28T D w3

FGHe.V.

HUAS

Hypertech

T4

KONCAR

STEDIN

Tecnalia

TNO

T-Systems MMS

OS4ES -Project partners

=Z
Q
=
o
=)
=
q

WA

LI HTHE]

TPRI



EXEXMPP

[PDXE &
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IEEE 1451.1.4

ISONEC/IEEE

21451-1-4 ‘:’%5:3 .
XMPP SRV

SERVICE

SENSOR SERVICE BUS

LEGACY
DEVICE FIREWALL _
ADAPTER \

IPDX for Android

IPDX is the first to offer capabilities based upon the use

of XMPP to offer an event driven messaging system for ' bl‘ll‘lgs XM PP power
enterprise integration of large scale heterogeneous .

sensor networks. IPDX offers a distributed decentralized : , for mOb'le M2M
client-server architecture which includes registration, sensor networks

policy administration and management including
directory services, data sharing, and security. IPDX
provides a reference implementation for the ISO/IEC/IEEE
21451-1-4 standard.

i H : MaCT USA

eExbwd TPRI



EZEXMPP

o &2 EMXMPP, ISO IECIEEE 21451.1

PORT 80

MODBUS

DNP3
IEEE 1815.1

% H: MaCT USA

MODBUD
TCP

et

PORT 5222
PORT 5223

DeEThrhwsd

IEC
—- PORT 80
IEC 61850

>HKXViIPP

IEC 61850
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wx BB MIPDX CLOUDIER

IPDN

28%F D w3

‘ < xmpp

€

!Q[ﬂ

Freelab XMPP Messen..
Freelab initiative
40%

"&

yaxim - XMPP/Jabber..

Georg Lukas
4.1%

"

AstraChat - Direct XMP..
Rockliffe
3.8%

S

Simple XMPP Client
PabstIT
3.5%

3

XMPP Server
Ice Cold Apps
4.3%

3
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WCROGRID AMD SURSTATIONS

LARGE SCALE RENFWARBLE ENIRGY

& xurs TERPRE SoRCT WS B
Microgrid Automation
Broadband over Power Lines (BFPL) S, Sedar Mbadiuion
1IFDN 1‘ & ——— : \‘-::'v::x:ﬂ 1IFDX
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m P21451 Family of Standards

< User Network

P21451 Family

ISO/IEC/IEEE p21451-1-1 (TCP/UDP Interface) of Standards
ISO/IEC/IEEE p21451-1-2 (HTTP Interface)

ISO/IEC/IEEE p21451-1-3 (Web Interface)

ISO/IEC/IEEE p21451-1-4 (XMPP Interface)

t =t=
/ISOIIECIIEEE é ISOIIECIIEEE\ ISO/IEC/IEEE ISO/IEC/IEEE ISOIIECIIEEE\ \ Network
p21451-1-1

Network
Interface

p21451-1-2 P21451-1-3 p21451-1-4 pP21451-1-x Node
TCP/UDP HTTP Web XMPP SNMP
\[ Services ] L Services l [ Services ] [ Services Services Network
ISO/TEC/IEEE p21451-1C Net k S i h Capable
_ ) \p - ommon Network Services Application
Discovery Transducer TEDS Event Transducer
Services Access Access Notification Management PI’OCESSOI’
L \__Services i i Services (NCAP)
[ ISO/IEC/IEEE 214510 Transducer Services ]
[ ISO/IEC/IEEE 21451-2 or ISO/IEC/IEEE 21451-5 Module Communication y
Transducer - ISO/IEC/IEEE 21451-2 (Serial Interface)
Interface - ISO/IEC/IEEE21451-5 (Wireless Interface) Sensor
Node -
/[ ISO/IEC/IEEE 21451-2 or ISO/IECIEEE 21451-5 Module Communication ]\ Transducer
| ISO/IEC/IEEE | [ ISO/IEC/IEEE 214510 || ISO/IEC/IEEE 21451-2 or I <« Interface
T i -
= Module
[ ISO/IEC/IEEE p21451-001 Signal Treatment Services (Optional) I (TlM)
Signal Conditioning and Data Conversion ]
Mixed Mode 1/[ j [ RF
Interface Interface
[ ISO/IEC/IEEE 21451-4 aj Transducers ] [ ISO/IEC/IEEE 21451 -7]
Transducer (Sensors & Actuators) Transducer /

Project to be proposed
In the future
Standard being

developed

AT DI TPRI

William J. Miller, mact-usa@att.net 15
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OpenFMB™: Logical Reference Architecture Sgip»

SniB

Layered Security Approaches

Appﬁcaﬁnng

Adapters
: Field Applications
Layer

(Modbus, DNP3, IEC 61850 GOOSE/MMS,
ANSI C12, CoAP, XMPP, Others)

Interface OpenFMB™ Interface Layer

Layer (Data Models and Profiles, Configurations, Interaction Patterns, Security)

Pub/Sub

Other Pub/Sub
Layer

Middleware

Copyright © 2016 MAESB. All rights reserved.

Copyright © SGIP, Inc. 2016.

CONFIDENTIAL. ALL RIGHTS RESERVED
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OpenFMB Framework

End Points Lower Tiers Nodes Middle Tier Nodes _Highe_rTieﬁode_ =S
Devices (e.g. grid) (e.g. substation) I Central Office

- I - - - - - - - - - - (Utility Datacenter)

Smart I Breaker ~ Battery
Meter M ‘_ RQ'ay Inverter MDM Gis owms | | oms
Legacy Protocol [ﬁ e N
=
(=]
a
=
=
w

Adapter \ \ /
Line
Sensor DNP Common Data "

Model Profile(s)

\ 33009 el

OpenFMB Head
\ protocol ‘ Ends SCADA
"" : .‘ UdpPle s
£ §
Common Data 'e) Q
Model Profile(s)

Capacitor " DNP

Bank /T\'I‘ Legacy Protocol

Adapter

OpenFMB
\ protocol /
9
Q’i....

..
-
»
-
-t

Legend

Solar PV v I s “0.“ l @ Legacy Protocol Translation
Inverter We openrn ) I Q‘\" | @ Common Semantic Model
I protocol poS, W @ Open FMB loT Protocol

l <+— Client/Server Polling
V ----- » Pub/Sub Messaging /

Virtual Firewall
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il
Protocols — Four Known Encodings

SR B
IEC 61850 =fi &4l pur———_ Updated
4™ Edition
published in
61850-7-520 EPRI Y 2016

61850-7-420 3002008217
Distributed ': =
SUHSPEC Network

ILLIAMNCE Protocol .EEE
Modbus RTU and TCP AN 2013-001 IEEE 2030.5 61850 MMS
'\ A New Activity, Adding DER
{%_j;” Open . LRHR” Support, Driven by Japan
b & 2017 BEeciric Power Reseanch Instiute, Inc. Al rights resarved. EPEI | :eltrt.-!'::llir:fr:zzlal-llr
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> BRI (Information Models)

> E i3l U FH & R (information Services)

> E B EiEEE
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(Communication Protocols)
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