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loT Security for Critical Infrastructures
Agenda

« Governments and Critical Infrastructures
« Security Incidents and Cost of Breach

* 10T devices for Infrastructures
 Vulnerability, Exploit, and Attack

« Keysight can Help
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Across the World
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= UK: additional £2.6B in cyber and legacy IT

H Singapore: additional $1B to uplift cyber security

Australia: additional $10B toward cyber security

26.2B
US: >$228 for federal cyber security budget

$175M-for-privatety-owned-infrastructure
wievsarr D24DM for the cybersecurity and resilience of the energy sector




Crrtrcal Infrastructure Sectors

Communication Crltlcal Manvut’aeturrng
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Many recent security incidents in critical infrastructure
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IJBS° Ctyber :‘ttaCkl,hltS world's European Medicines Agency cyber-attack:
Ngljges e Coronavirus vaccine documents ‘unlawfully
accessed’, claim Pfizer and BioNTech
YOERsM
EU healthcare body assures pharma giants that attack ‘will have no impact’ on vaccine authorization timeline
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Cybersecurity

Hackers Breached Colonial Pipeline

GETTY IMAGES

How a ransomware attack cost one
firm £45m

Ransomware hits Johannesburg
. . . . electricity supply
Some operations at INA Group, Croatia’s biggest oil

company, and its largest petrol station chain were

disrupted by a cyber attack.

A ransomware attack has disrupted operations at INA Group, Croatia’s biggest oil company, and its

largest petrol station chain.




Avg. cost of breach by sector

Cost of a data breach report
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Healthcare

Financial $5.97

$5.72
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$4.70

Pharmaceuticals

Technology

Energy

Services

#1US

Most expensive country

$4.3m

av. cost of a data-breach

$4.65 $9.44 million across all (17) countries
Industrial e — 1 2 average cost of and all (17) industries
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Media . 17 Healthcare was highest days, average time to
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.w KEYSIGHT 1 Source: Cost of Data Breach Report, IBM and Ponemon Institute 2022




Security assessment guidelines for loT-enabled field application

STRIDE model
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« Spoofing ldentity

* Tampering with Data

Repudiation
nformation Disclosure

Denlal of Service

* Elevation of Privilege



Top Ten Web Security Risks (2017/2021)

C

WASP

 Globally recognized by developers as the first step towards more secure coding

2017
AD1:2017-Injection
AD2:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
AD4:2017-XML External Entities (XXE)
AD5:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XS5)
A08:2017-Insecure Deserialization
AD9:2017-Using Components with Known Vulnerabilities
A10:2017-Insufficient Logging & Monitoring
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2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures

2,A03:2021-Injection

(New) A04:2021-Insecure Design

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components

=+ AQ07:2021-ldentification and Authentication Failures

{N:-.vJE A08:2021-Software and Data Integrity Failures

> A09:2021-Security Logging and Monitoring Failures*

(New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey



Zero-Day Vulnerability, Exploit and Attack

Most Severe Security Threat

‘Zero-Day’ Defined

1

A zero-day vulnerability is a

SECUTity: SRITWATEIwtIaEs Fuzzing is the most effective mining
unknown to someone interested .
in mitigating the flaw. tool for discover Zero-Day
E [ vulnerabilities
-
A zero-day attack is when A zero-day exploit is when
hackers leverage their hackers take advantage of a

zero-day exploit to commit zero-day vulnerability for

a cyberattack. malicious reasons.
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Vulnerabilities detected using fuzzing

Found vulnerabilities using fuzzing

1. Exposure of Sensitive Information in Microsoft

Windows 3. Exposure to Sensitive Information in OpenSSL

Reference: CVE-2015-0061 Reference: CVE-2017-3732

Risk: Medium ) .
Risk: Medium

Fuzzing tool: American Fuzzy Loop (AFL)

Fuzzing tool: OSS-Fuzz / libFuzzer

The vulnerability was reported by Michal Zalewski, director of Inform

Engineering at Google. Several Windows Servers This issue was reported to OpenSSL by the Google OSS-Fuzz team. Carry propagation bugs

mean that the developer failed to add every possible carry bit during a large integer addition or

2. OUt-Uf-BOUHdS Read in Intrusion Detection System multiplication, which turns into an incorrect result. This vulnerability only appears in rare edge

. cases and therefore remains mostly unnoticed for a long time. A successful attack relying on
Suricata —

this propagation bug can allow an attacker to recover encryption keys.
Reference: CVE-2019-16411

Risk: Medium / High

Fuzzing tool: Cl Fuzz

AN KEYSIGHT



What if you have below connected devices in your critical infrastructure

You have some security holes

ICSA-22-172-03
Could allow an
attacker to execute
malicious code on
the device.

AN KEYSIGHT

ICSA-20-063-01

Could grant access
control to a thief by
means of remote
execution.

CVE-2021-39238

Enables remote
code execution,
can spread across
network.

CVE-2021-28372

CVE-2021-33883

Allows hackers to
watch and listen to
live feeds.

Allows altered doses
of medication to be
delivered to patients
without any checks.


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-28372

Keysight Security Testing Capabilities

Protocol and Application Layer

Core
Features
» Monthly updates

* Test presets
* Intuitive Ul

* Automation
framework

 Summary &
detailed
Reporting

* Crash PCAPs

AN KEYSIGHT

Bluetooth

» Accelerated
fuzzing

» Compliance
* Denial of

Service

WiFi
» Accelerated
fuzzing

» Key capture
attacks

» Weak password
cracks

* Known CVE
discovery

WIFI/TLS

» Deprecated
cipher check

* Certificate
validity

« HTTPS scanner

Android-
specific
 ADB scan

* Root access
check

* File execution

TCP/IP/UDP

» Accelerated
fuzzing

* Vulnerability
assessment

* Service/Port
Discovery

* Known CVE
discovery
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Keysight IoT Security Testing Is
proven.

« Covers 9/10 of OWASP 10T Top 10
(all but physical security)

« Used in discovery & validation of
significant vulnerability classes:

« Sweyntooth — causes crash/reboots in
healthcare, industrial, and consumer
devices

» Braktooth — impacts over 1 billion
deployed 10T devices

 Finds both known (vulnerability
scanning) and unknown (protocol
fuzzing) security flaws

AN KEYSIGHT

Used to find/validate 40+ CVEs such as:

CVE-2021-28139
CVE-2021-34144
CVE-2021-28136
CVE-2021-28135
CVE-2021-28155
CVE-2021-31609
CVE-2021-31612
CVE-2021-34150
CVE-2021-31613
CVE-2021-31611
CVE-2021-31785
CVE-2021-31786
CVE-2021-31610
CVE-2021-34149
CVE-2021-34146

CVE-2019-12586
CVE-2019-12587
CVE-2019-12588
CVE-2019-16336
CVE-2019-17519
CVE-2019-17517
CVE-2019-1/518
CVE-2019-17520
CVE-2019-19195
CVE-2019-19196
CVE-2019-17061
CVE-2019-17060
CVE-2019-19192
CVE-2019-19193
CVE-2019-19194



Supply Chain Impacts Device Security

Critical Flaws Found in Medical Devices

« Most manufacturers use off-the-shelf
communication chipsets from established
vendors

» Those chipsets may not be fully tested or
have latest firmware

* When critical vulnerabilities are discovered,
device manufacturers must scramble to
address flaws and rush updates

* Brand damage, expensive recalls,
compliance risk

* Result of inadequate full-stack testing

AN KEYSIGHT

Y U.S. FOOD & DRUG
ADMINISTRATION

SweynTooth Cybersecurity Vulnerabilities May
Affect Certain Medical Devices: FDA Safety
Communication

The U.S. Food and Drug Administration (FDA) is informing patients, health care
providers, and manufacturers about the SweynTooth family of cybersecurity
vulnerabilities, which may introduce risks for certain medical devices. The FDA is not
aware of any confirmed adverse events related to these vulnerabilities. Software to exploit
these vulnerabilities in certain situations is already publicly available.

The potential impacts of the SweynTooth vulnerabilities fall into three categories. An
unauthorized user can wirelessly exploit these vulnerabilities to:

» Crash the device. The device may stop communicating or stop working.

» Deadlock the device. The device may freeze and stop working correctly.

» Bypass security to access device functions normally available only to an authorized

is currently aware of several system-on-a-chip (SoC) manufacturers that are
these vulnerabilities:

¢ Texas Instruments \

* NXP

e Cypress
 Dialog Semiconductors
» Microchip

e STMicroelectronics

\ e Telink Semiconductor l
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