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IEC 61850-8-2 XMPP(2/4)

L]

XMPP Client -1

XMPP Server

I A
Ci
|

TCP Connection i

=) Established Negotiate TLS Negotiate TLS
o —
i |

] Enable XML Stream IEC 61850 Server
IEC 61850 Client —
Exchange | Exchange Bidirectional XML
el e e e e o StTEBM Negotiated

IEC 61850

Request XER Requen

IEC 61850
Response

XER Respo nse

IEC 61850
Respanse

&Z5E(E

| End-to-Middle Security | End-to-Middle Security |
[ sAsL Authentication | SASL Authentication |
XMPP Client to Server XMPP Client to Server

IEC 61850 XMPP TLS channel XMPP | IEC 61850
Client Client + Client Server
Encrypted Encrypted
payload payload

End-to-End Security

e E2ESecProtocol between IEC 61850 Client and Server >

E R IEC 61850 Modeling of DSTATCOM and XMPP
Communication for Reactive Power Management in
Microgrids, 2018, /EEE Systems Journal.
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Application ASN1 Application
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Modbus r&l ) Modbus ---
Address Tt~
0x0148 Generator Current | Uint32 el R
Line 1 el
0x004C Grid Voliage uint32 | P t I C - Tt~ -
rotocotLonversion - IEC 61850 Information Model
0x00E8 GRID Output wntd2 | -7 -
i - - - (9 TEC61850Server X |(@][EC51550
Energy This Hour | | __-- T X @b e
—————— _- - Name Device | ltem | PI/N1... | P2/NZ.. [ P3/N3...| P4/N4...| Siz.. | Scan| Read? | Wiite? | Scale? | Min.EU| Max EU EU[ Min. /0] Max. /O
- - - =) & [EC618508erver o 0 0
———————— e -
(2) DNP 3 -~ (3) OPC
=) [ PhyHealth
o stval o [} [} w0 O [m} [} 1000 1000
=S -
Point o ObjectType Name SR L
T Name / Description . JJT‘;&A (e ,Dwmsx Properties Uk | Source
OPCDHVGI’ =] DZ”VM G v ::me . = |[EC61850. TEMPLATE. TEMPLATEBase DataSets, [LLNOSDataSet 1], [GGIO1$STSInd 1]. stval.Value =
= bc G =¥ AdviseType
=] MdulCnt Gal ¥ Pl AllowRe:
8 Inverter active power output - Present real OPCGroup  OPCGroupl . q;;:{ . cnrmy i o o
power output level (negative = charging) OPCTag OPCGroupl.Ambient_Temp P coevy 1|5 i
=3 1 ¥l 8itd2
9 Inverter reactive output - Present reactive OPCTag OPCGroupl.Module_Temp B2 cetevenon G CET
power output level (negative = absorbing) OPCFolder OPCGroupl.Inverter - L o ous
10 Frequency at the connection point aE—— L
: : ) OPCTag OPCGroupl.Inverter.ac_output_power = i oc v aios
11 Active power at the connection point o m e m s
12 | Reactive power at connection point OPCTag OPCGroupl.Inverter.input_power a 858 tasets n i
13 | Power factor at the connection point OPCTag OPCGroupl.Inverter.input_power_b " s
14 Phase A Volts at connection point OPCFolder  OPCGroupl.MP960 o
15 | Phase A Volts angle OPCTag OPCGroupl.MP960.Current :
OPCTag OPCGroupl.MP960.Freq
16 Phase B Volts at connection point OPCTag OPCGroupl.MP96O.ImpﬁkWH7Hi
17 |Phase B Volts angle OPCTag OPCGroup1.MP960.Imp_kWH_Low
18 Phase C Volts at connection point OPCTag OPCGroupl.MP960.Imp_kWH_Mid
19 |Phase C Volts angle OPCTag OPCGroupl.MP960.kW
20 DC Inverter input power OPCTag OPCGrOLlpl.MP960.PF
21 DC current level available to inverter 8§galgd 8gggroup}lg/ﬂ;96%‘/§1tage.
22 DC voltage between PV system and inverter rmnmo et mnﬁﬂrouP1 '001 ar_ha 1}Ona?0n s
urcldyg UrcUioup1.o0dl — NdUIOIIAUUIL TV

PRI
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Packet evaluation RATE. 5
of XMPP protocol. o

Packets/1 sec

The maximum packet | ]l
IS 43 per second. 1L

I 1 (R0 PRI “J\ll

200 400 600

Time (s)
No packets in interval (R15).
° Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period
The average bandwidth i B we e
O TCP Errors tep.analysisflags I} Bar Packets None
IS 26 KbpSo - & ® Mouse @) drags (O zooms Interval 1sec [] Time of day [[] Log scale Reset

BXTE IR SR X KX
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@D “R(2/3)

M xmpp.pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmA® RE Qe=m=F = Q| If
[l |App1y a display filter ==+ <Ctel /> = '] +
Packet list ~ Warrow & Wide K Case sensitive Display filter o |xmpp ‘ | Find | Cancel
o, Time Source Destination Protocol Length  Info ~
29206 9.810305 192.168.31.122 192.168.31.123 TDS 117 Response
29207 9.810633 192.168.31.123 192.168.31.122 TDS 748 SQL batch —
29208 9.810948 192.168.31.123 192.168.31.122 TDS 748 sQL batch
29209 9.811068 192.168.31.122 192.168.31.123 TDS 117 Response
29218 9.811230@ 192.168.31.123 192.168.31.122 TDS 748 SQL batch
29211 9.811301 192.168.31.124 60.248,158.251 1588 UNKNOWN PACKET |
29212 9.811382 192.168.31.122 192.168.31.123 TDS 117 Response
29213 9.811492 192.168.31.124 60.,248,158.251 TCP 588 57226 -+ 5222 [PSH, ACK] Seq=535 Ack=2483 Win=2@853 Len=534 [TCP segment of a reassembled PDU] ]
29214 9.811575 192.168.31.122 192.168.31.123 TDS 117 Response
29215 9.811575 192.168.31.123 192.168.31.122 TDS 748 SQL batch
29216 9.811833 192.168.31.123 192.168.31.122 TDS 748 sQL batch i

> [9 Reassembled TCP Segments (4806 bytes): #1622(534), #5828(534), #10302(534), #12634(534), #15268(534), #15585(534), #18276(534), #19639(534), #29211(534)]

> Flags: exe18
Window: 2049

(PSH, ACK)

[calculated window size: 2849]
[Window size scaling factor: -1 (unknown)]
Checksum: @xbe48 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

v owv

[Timestamps]

[SEQ/ACK analysis]

TCP payload (534 bytes)
TCP segment data (534 bytes)

> IXMPP Protocol

o000 e@ 23 ff 3a 28 da @@ ec 29 91 49 26 @8 @0 45 °e e+ )-1&-E- ~
09012 @2 3e 1e fd 40 @0 30 66 @0 PR c@ a8 1f 7c 3c f3 R |<-
o026 9e fb df 1c 14 66 20 1b ac ca bc 2a 87 46 50 18 - -«-- f « «.F.FP-
0030 8 01 be 48 LENCEE 17 83 93 22 11 00 00 @0 00 o0 ---H.-- --------
0010 @@ @5 7@ 9f ec 8f 5d a5 f7 af 64 6a €9 e5 27 14 sepree] djeet
0050 a4 cf 34 39 28 c2 97 @1 a8 4b e3 e7 76 b1l f5 63 ~49( - K- w--C
0060 96 b8 32 cd ef 4a 11 3¢ bl a3 54 47 82 el 85 49 2::7-< --TG I
oo/o 7f f9 @3 56 do @ec f9 78 65 @3 75 66 72 43 ¢6 bb “Veeex e-ufrc--
9020 1c 88 a8 14 51 8@ 67 af b3 59 56 44 6d 35 ae 63 creeQege cYVDmM5S - C
o0oe  af 58 f1 o1 1f 5 44 36 b4 ec bf a6 ab 13 ed 85 “‘P----DB -
o020 82 a2 6d a2 aa 64 ba 62 36 8f ad ef ec 78 6b 25 m--d-b 6 - xk%
oobo  7e a7 99 be @6 e7 77 bb 1a 97 c4 ¢7 76 ¢l bb 63 e W BYERY
aoce 22 bs 2b 8f 2f 21 67 19 @4 38 c¢7 dd 16 31 5@ 69 et /g 8- --1Pi
a0de 14 @@ 7e of 9c fc 10 88 6c eb 40 c1 eod d4 5a 6f s e 1@ --7Zo -
=k 9= >
= — 2 =
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