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Chung Yuan Christian University

End-to-End Communication

QO The Key to Smart Grid Architecture

[ Communications Network Security Layer ]
[ Communications Network Management Layer ]
Utility Local .
Area Network Public Internet
(LAN)
r
Backbone/Core Mzegion.?ll Cust
tropolitan ustomer
Networks Area Networks Backhaul Last Mile Premises
(MAN)

HAN: Home Area
Network

BAN: Business/Building
Area Network

IAN: Industrial Area

uistriputuon
Substation Substation Network
Network “hot spots”

Wide Area Networks (WAN) NAN/AMI: Neighborhood
Area Nelwork/Advanced
Metering Infrastructure

1
1
1
Backhaul | EAN/AMI: Extended Area Network
' Network/Advanced
1 Metering Infrastructure
1+ FAN: Ficld Arca Nctwork
Bulk ! Smart
Generation Transmission Distribution Meter Customer
Non-Renewable g i 2% Bofe it .\,/ _ HAN -
: : m— S & . =
1 - e . 5 ok o ~ - & 1 - [E
5 . g -3 -~ = BAN
- 24 _2‘:\ ' }‘Q e 45 "}: ’9‘8'
; . 3 74 i |
-/ ‘ Substation : T ® ¥ - g & —= IAN
Renewable - ‘ — | 171 Renewable/
Distributed Generation/Microgrids — Microgrids

rd

CNSRL Originated from IEEE 2030-2011 G WEA T A
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Smart Grid Building Blocks

Consumer Applications

Transmission/Distribution Applications Applications Layer

IT Infrastructure

WAN HAN, BAN, IAN Communications
Core/Metro, Backhaul Networks Layer

Control
Layer

Layer

g4 R &

Power Control Network, Elements & System (SCADA, sensors, etc)

CNSRL sonomainnovation.com
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=G ey

QF % 22 mik
%%+ (Confidentiality) »
= B (Integrity) -
KR ral/ 72 ¥ &34
(Authenticity/Non-repudiation)
¥ * 4 (Availability)
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O “Do not rely on proprietary protocols to protect your system”

“21 Steps to Improve Cyber Security of SCADA Network™, U.S. Department of Energy
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g & Chung Yuan Christian University

R N B R

O Threat of Denial-of-Service

Dispatcher accessing power
substation control

Customer accessing his bank
account

I
juiy

it B EK

Business/IT Cybersecurity Solutions Can

Break Control sttems

Different  Priorities

‘ Control Systems ‘ = ‘ Business/IT Systems ‘

Power systems operate 24/7, no down time for
patching/upgrades

Components limited computing resources

May not handle addition of cybersecurity capabilities
Real-time operations imperative, latency unacceptable
Real-time emergency response capability mandatory

Power system components widely-distributed across large
geographic regions, publically accessible

6 SGIP Summer Face-to-Face Meeting, July 12-14,2011 Summer 2011

SGip
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Bl ZER B RGEERT

O Limited Resources
Narrowband communication
Not enough computation power
O Geographical location
Wide-spread, remote sites
Difficult to conduct /implement security measures
v'Key managements, certificate revocation
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SGIP Summer Meeting 2011
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Chung Yuan Christian University

PHET
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O How often does a given customer eat microwave

dinners as opposed to cooking three-pot meals?
2 How many hours of TV does a resident watch?

What kind of TV is it?
O When does a resident normally shower ?

& Jlok heaters |
; Dven preheati
oven cyeling
7 x=T.18
nos 0.42
ily load
SEgY cons
L] !
3 l Toaster
4t
g‘ ; Washin
g ‘ machins Fettle
¢ 3 *» Kattle —
By
7 -
Refrig .
|
A :‘\ L oo [y
o A ; - e
[\ 2 4 [ B 14 16 I N 2

12
Time of day, h
Household Electricity Demand Profile Recorded on a One-minute Time Base™*



/\l

E‘E‘F s AP % 2 EE s R L ART R RS

RS det 553 Hfeif
FeFEIAT L P

T ATHALAD M g 2R

T kAU 33 iRk



TEXE

Chung Yuan Christian University

CNSPL F WAL G A



@) 5 K B

M

.\@4. Chung Yuan Chrlstlan University

OO0 00000000

B R BN e A ] e

ANSI - American National Standards Institute

CIGRE- International Council on Large Energy Systems
FERC— Federal Energy Regulatory Commission

IEEE— Institute of Electrical and Electronics Engineers
IEC— International Electro-technical Commission

IETF - Internet Engineering Task Force

ISA — International Society of Automation

ISO - International Organization for Standardization
NERC - North American Electric Reliability Corporation
NIST — National Institute of Standards and Technology
PSRC—-Power Systems Reliability Committee
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ﬁ%iﬁgmm 7 BT H AR A AT R L Ry
B

¢ 773 EHferape ks (Supervisor Control And Data
Acquisition, SCADA) -

Bb/})%l?;m % qu‘
IR CRUIC TIPSR S Bt B G e
O Hprt ﬁ gTC b7 %K’ﬁ $B1LiE ) e & f]},jgp_,gv\gjé’-?-ﬂgp'iém

N A

WG 3 jeiiradnilniite Sraey =0 IEC 60870-5

WG 10)=0) ek =gt il IEC 61850

WG 13[:3:GuENas el 5ot IEC 61970

M%QEE@E%@E-%M?@ IEC 61968

WG 15l ey b IEC 62351

WG 163Ut s bkl ol IEC 62325

WG 175585290 S Eap i XA IEC 61850-7-420

WG 18Y WAL ik e IEC 61850-7-410

IEC]EHITC 57 e A Bl #24CIM fl SCLivfEE

WG 202NNk | IEC 60495, IEC 60663
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National Institute of Standards and Technology
(NIST)

O RS AP 23R8 R
SHEFENT RN EE DL £ 20 B
o 2009/4
DL BT EANT R A FEE D678 R
Eéii TFEFPOFULEX 2{rhA TR
WEAT eApMIERES=Z PR R
v Phase 1 Roadmap and Smart Grid Release 1
v Phase 2 Public-Private Partnership for Longer-Evolution
v Phase 3 Testing and Certification Framework
SR E (April May, August)
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Q 2014#4* Open for Comments

Draft " NIST Smart Grid Interoperability Standard
Release 3.0 |

v The number of implemented standards has increased from
37t074

0 2012#27 3 FAAET eI FiviFg T
NIST Smart Grid Interoperability Standard Release 2.0 |
FNERFTETRAHSKTL R RFARE
FE T H mp W E ot FE )
WERTREFE2Z RIp2 pRE >EEH] 22 &R
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Critical Infrastructure

O SGIP Smart Grid Cybersecurity Committee
QFEX2EAER | B
Cyber Security Coordination Task Group

(CSCTG)
ﬁf/‘T’J‘—J’IB_,)a 2 ;;lb“ X Lﬁaﬁ’
6 E R R R E A (NIST)
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NIST

CYBER SECURITY WORKING GROUP

O SMART GRID COLLABORATION WIKI

P T T S

DEWGs
SG Architecture Committee (SGAC)
SG Implementation Methods Committee (SGIMC)
SG Testing and Certification Committee (SGTCC)
AMI Security Group

Electromagnetic Issue| Architecture Group
Gas Technologies WG| Common Terms
GB Working Groups | CSWG Briefings
Templates and Tools | CSWG Roadmap

v

Design Principles
ives:

SGIP-CSWG Meeting & Memt
Draft NISTIR 7628 Rev. 1
MISTIR 7628 v1.0 and Relatedjilelli{g==1- 183 {=1g ]
SGIP-CSWG Standing Sub-grofisif\VE T Re] £ 11]]

SGIP-CSWG Dormant Sub-gro
Meeting Information, Minute:
Draft NISTIR Working Area

Smart Grid Interoperability P2

High-Level Requirements

Liaison Information

Standards Group

Testing & Certification

Working Group Info.

L > CyberSecurityCTG (2013-03-19, Tany

\WarkinG (GROUP

TGN GITSEeY  Priority Action Plans»  Knowledge Center (IKB)» News & Even
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B Special Publication (SP) 800-39, DRAFT Managing Risk from Information Systems: An Organizational
Perspective, NIST, April 2008;

B FIPS 200, Minimum Security Requirements for Federal Information and Information Systems, NIST, March
2006;

B FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, NIST,
February 2004;

B Security Guidelines for the Electricity Sector: Vulnerability and Risk Assessment, North American Electric
Reliability Corporation (NERC), 2002,

B The National Infrastructure Protection Plan, Partnering to Enhance Protection and Resiliency, Department of
Homeland Security, 2009;

B The IT, Telecommunications, and Energy Sectors Sector-Specific Plans (SSPs), Initially Published in 2007 and
Updated Annually;

B ANSI/ISA-99.00.01-2007, Security for Industrial Automation and Control Systems: Concepts, Terminology and
Models, International Society of Automation (ISA), 2007

B ANSI/ISA-99.02.01-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial an
Industrial Automation and Control Systems Security Program

B NISTIR 7628 Guidelines for Smart Grid Cyber Security

B |[ETF RFC 6272 Internet Protocols for the Smart Grid
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Chung Yuan Christian University

o000 000000000000 OO

Access Control

Awareness and Training

Audit and Accountability

Security Assessment and Authorization
Configuration Management
Contingency Planning

Identification and Authentication
Incident Response

Maintenance

Media Protection

Physical and Environmental Protection
Planning

Personnel Security

Risk Assessment

System and Service Acquisition
System and Communication Protection
System and Information Integrity
Program Management
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NISTIR 7628

0 NIST #1207 = 4§ el
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NISTIR 7628

Guidelines for

Smart Grid Cyber Security:
Vol. I, Smart Grid Cyber
Security Strategy, Architecture,
and High-Level Requirements

The Smart Grid Interoperability Panel~Cyber Securlty Working Group

August 2010
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%%cﬁj

U. 5. Depantment of Commerce
Crary Lozke, Secresry

Natiomal Institute af Standards a agy
Patrick D. Gallagher, Direcior
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NIST SP 800-53

NIST Special Publication 800-53
Revision 3

NST

National Institute of
Standards and Technology

U.S. Department of Commerce

INFORMATION S ECURITY

Recommended Security Controls
for Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

G WAL B A



Chung Yuan Christian University

NIST SP 800-53

QO * WFRTH AR ET PR G EERE
O FRMMTARE2ERE SR
(Federal Information Security Management Act, FISMA)
Tk SR e E IR AR
(Risk Management Framework) o
AR i ’g‘"ﬁﬁ%ﬁ,@?,igd A B T A

T RRE R DM o

v BE ‘U(Categorlze) % > F1E # (Select) »
v aﬁ?iﬁ(lmplement) % >4 F](Assess) -
VT Ik «u(Authorlze)ﬁ?j‘; 17 % *e(Monitor) °
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RFC 6272

0 ¥ AR RFE iR
=0 el 2 (Internet Protocol Suite, IPS) =
FEL RN AR B9 - BARE

VPR AR fe R 8 O S AR R Y iR
RFC 6272 ArET I v L | ¢ > 2050 R 2 ¥
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IEC 61850

a A popular standard for communication in
Energy/Substation automation

O The successor of
IEC60870-4-104
DNP3

O Addressing
Standardized data format/model

Interoperability of devices from different
manufacturers
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IEC 62351

AHEUT S RA TR

?_, 4 % .‘»um"g =

Bp BRI E
WE >
0 TEC 623514 & &_
[EC 61850 ~ DNP3. 0 ~ IEC 60870-5 ~ IEC 60870-6
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Design Details

Energy
m— Industrial Autom.

_IT

Technical
Aspects
NIST 800-53
Details of Relevance
Operation for Manufacturers

Management
ISO 27000 Aspects
Operator Relative Security Coverage Manufacturer
0 IEC 62351 QO NERC-CIP
addresses the substation generally for energy operators
automation systems a ISO 27000, NIST 800-53
O ISA 99, IEEE P1686 mainly targeted to IT
directly address industrial environments
automation systems. O NIST SP800-82, NIST
SP800-53
explicitly for industrial control
systems

CNSRKL g 45 k
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Chung Yuan Christian University

TR B\ A

0 NIST 7628

T AME > R g T AT B
a IS0-27001

PR e g e &

v k%3 (Risk Assessment) ~

v & *% & +7(Risk Analysis) -

Viewn @ s iy @ o

B R R o
O NERC CIP
FAXX2ERLE L £
T4 T RN P g AR
e AR

S

A

~

= Enargy
= Industrial Autom.

— T

Design Details

NIST 800-53

Details of

IEC 62351

Technical
Aspects

Relevance

Opera‘tﬁ mracturers
o
o
E Management
= ISO 27000 Aspects
Operator Relative Security Coverage Manufacturer
1.1
EENTTEN 2. b A
SIHTRERE o  ZAENH
. H® -
BTk
SRR
Bl
3. S B KR (Ex:CIP ~ IEEE ~
IEC, etc)
da. LR HHE Ab BFERT AL
5.5F4i K ihnh
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IEC 62351 Scope

O Developed for different
profiles of the three
communication protocols:

IEC 60870-6 (ICCP, TASE.2)

IEC 61850.

IEC 60870-5 and its
derivatives

a Security through network
and system management

O One of the main focus areas
of the IEC 62351 series is
authentication

O The key to three of the four
primary security threats:

confidentiality, integrity, and

non-repudiation.

Distributed Enes
|_Resources (DER) |

Electric Vehicle
DER Generator
' i B

(TEC 61850-90-7, 8,
a0

Inm Systen* Back Office |
A X

_l Control Center A N
EMS DMS [ g | | 3 |
L_Apes. | Aovell| | g/ | 8 |

(Eceio70) (IECEmEE) '\
) S X

Communication Bus

2
5
]
-

e

)
"“'. \
H
=
w |

\ o |

\ )/

Turbine and
electric systems
L - J

(IECE1850 )

. i B
Hydro systems

Hydroelectric/ Gas
Turbine Power Plants

I (IEC 61970 ) 1
— - )
) | . I
T IEC 608706 |
S \_Taseancce ) { U
o =
—T IEC 62351
/.\_ l _/.‘\_ _/l\ Cybersecurity /|
f =\ [ Z ) | \ - -
J | &
|
1 II §
k '\:/'

[ _\ IEC 6087 0-5-102

— — —
(IEC 60870-5-103 ) (_IEC 61850 )
Protection, Cumml,.mring __\ IEC & ssg'.ﬂ
/ GooSE, sv
\_IECE1850
=

Switchgear, Transformers,
Instrumental Transformers

g 2

Wy

i WA



TEXE

Chung Yuan Christian University

Mapping of IEC TC 57
Communication Standards to
IEC 62351 Parts 7-11

IEC 62351-1: Introduction

IEC 60870-6 TASE.2 (ICCP)
IEC 62351-2: Glossary
IEC 61850 over MMS -
IEC 62351-3: Profiles including TCP/IP o %’
s | |8
IEC 61850 GOOSE and SV E o -
IEC 62351-4: Profiles including MMS B o '§ o .5
: s j ! @ E
o -
IEC 60870-5-104 and DNP3 HAREIARE &
IEC 62351-5: IEC 60870-5 and derivates a8 0 = =
g |2z |28
) A g % S W
IEC 60870-5-101 and Serial DNP3 - -8 2
IEC 62351-6: IEC 61850 profiles 0 -
oJ ™
o w
IEC 61970 and IEC 61968 CIM g 0
an . IEC 62351-11: Security for XML files w =

C

NS

/.

~

K.
L)
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Chung Yuan Christian University

Status of IEC 62351

(as of 2014-01-24)

IEC 62351 Part Released | Activities (by November 2013) Planned Release
IEC/TS 62351-1: Introduction to security 2007
IS5UBS
IEC/TS 82351-2: Glossary of terms 2008 Review Report pending Pending
IEC/TS 62351-3: Security for profiles 2007 Responses to Comments on COV Submitted as COV by Dec
including TCP/IP being developed 2012, 15 Ed. 2 by lune 2014
IEC/TS 62351-4: Security for profiles 2007 Corrigenda submitted to IEC as an Resent Sept 2013 Waiting for
including MRS IEC Question to be sent to NCs response
IEC/TS 62351-5: Security for |EC 60870-5 and 2009 TS as Ed. 2 Released April 2013
derivatives
IEC/TS 62351-6: Security for IEC 61850 2007 Updates underway, based on Update to Goose and 5V as
profiles security requirements in IEC 61850~ addendum by Dec 2013
90-5
IEC/TS 62351-7: Objects for Netwaork 2010 An RR is being issued for Wait for updates to be
Management developing Edition 2 as an 15 submitted to WGE15
IEC/TS 62351-8: Role-Based Access Control 2011 Discussions on developing Planning 15 in 2014/15
categories of roles
IEC/TS 82351-9: Key Management Pending | CD issued August 2013; comments CDV in 2014 and I5 in 2015
being reviewed
IEC/TR 62351-10: Security Architecture 2012 DTS sent to |EC TR published Oct 2012
IEC/TS 82351-11: Security for XML Files Pending | NWIP — initially rejected due to lack CD 972013, COV 3/2014,
of sufficient NC support, but FDIS 32015, 15 7/2015
additional NCs have joined
PWI: Resiliency and Security for DER MNWIP
Pending
PWI: Conformance Testing for IEC 62351 MWWIP
Pending
112412014 IEC TC57 WG15 November 2013 Stabus 7
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IEC 62351-3
Profiles including TCP/IP

O The purpose of IEC 62351-3 is to provide end-to-end
transport security for the communications between
software applications.

O Security profiles including TCP/IP on the following
standards:

IEC 60870-6 (TASE.2 / ICCP)
IEC 60870-5 Part 104

IEEE 1815 (DNP 3) over TCP/IP
IEC 61850 over TCP/IP

g4 R &
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W) i iy TEC 62351-3
Mandatory Requirements

(excerpt)

O 5.1 Deprecation of non-encrypting cipher suites

Any cipher suite that specifies NULL for encryption shall not
be used.

O 5.2 Negotiation of versions

Only TLS 1.0 corresponding to SSL version 3.1 (or higher)
shall be allowable.

O 5.5.4.6 Key exchange

The key exchange algorithms shall support a maximum size
of at least 1024 bits for the key.

Both RSA and Diffe-Hellman mechanisms shall be supported.

g4 R &
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hung Yuan Christian University I EC_5 235 1_4
Security for profiles that include MMS

O Manufacturing Message Specification (MMS),
including

IEC 60870-6 TASE.2 (ICCP) and
IEC 61850.

Application
Data Model (Objects,Services)
B I W | ;
- I» DERDev - I3 DERDer | Client Server Sampled
# ) eMmun ({0} 1(33.0) = T Fa GOOSE*
. HESD [40{35.0% 0.1 . e ilo) I Communication Values
+ [ oRCT0 (1(0.-0.0.0,0, < Qoc T 1 b } }
o [ ORGND (401400 RA00 S e I | 1
« QN Gempun {400k {62 2) d L [ Mapping (split datagnodel from communication) ]
= I cceR0 ({00} {0} {0} « APl I
«@um  {iios00oo -l o I
= wcoen  ({(0).40){0) - Moess G
= Lt B
oc i D — Findsl |
- i
Object Name Structure ‘B ij[‘_ I MMS I Realtime -
s o s ioas
- ) . @ohcre (1 I I Priority communication
Relay l XCBRISSTSLocSstVal S il |
¥ ¥ — o TCP I
T vt » oc “ i
Ttz - * AP = I lP 1 -
— Fusctiosal Cotstrasm 5T ';“] I L} >
Logical Nods 2 B Ethermet Link Layer
- W ORGND (0 1
R ! g | |Ethernet Physical Layer yith Priority tagging (100 Mbitis)
o iy 3
: J

CNSRKL g 45 k



IR K

Chung Yuan Christian University

N2

IEC 62351-4

Mandatory Requirements

] _ (excerpt)
Q 6 T-Profile security

a 6.1.6.5 Mandatory and recommended cipher suites

All implementations that claim conformance to this

specification shall support

TLS _DH_DSS WITH_AES 256_SHA at a minimum.

Key Exchange Encryption Hash Support
Algorithm Signature Interoperable Export Supported
restriction

TLS_RSA_ WITH_RC4_128_ SHA o} C1
TLS_RSA_ WITH_3DES_EDE_CBC_ SHA o} C1
TLS_DH_ DSS&_ WITH_3DES_EDE_CBC_ SHA 0 C1
TLS_DH_ RSA_ WITH_3DES_EDE_CBC_ SHA o} C1
TLS_DHE_ DSS_ WITH_3DES_EDE_CBC_ SHA o} CH
TLS_DHE_ RSA_ WITH_3DES_EDE_CBC_ SHA 0 C1
TLS_DH_ DSS_ WITH_AES_128_ SHA o} C1
TLS_DH_ DS&_ WITH_AES_256_ SHA 0 C1
TLS_DH_ WITH_AES_128_ SHA 0 C1
TLS_DH_ WITH_AES_256_ SHA m c1,C2

G WAL B A
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IEC-52351-5
Core Technical Specifications

QO The serial version

only support low bit rates or

field equipment that is compute-constrained
Simple authentication mechanisms

The authentication mechanism is based on two
concepts:

a challenge and response protocol

the concept of a keyed-hash message authentication
code (HMACQC)

O This challenge-reply mechanism using an HMAC is a
“unilateral, two-pass authentication” mechanism
as described in ISO/IEC 9798-4.

D U

g4 R &
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IEC 62351-6
Security for IEC 61850 Peer-to-Peer Profiles

O Sample Values & GOOSE

a Protocols
peer-to-peer multicast datagrams
on a substation LAN D Aplcation
none routable . e

I
Client Server Sampled
ngffmcmn Communication I GOOSE* Values :
Services ||
Interface (ACSI) ! o } r
[ Mapping (split data model from communication) ]|
Stack ‘ |
Interface I I
— — |
MMS I Realtime —
I Priority communication I
TCP I l
1S0/0SI - Stack
p P L l
oded fo L) 2
’ ' Ethemet Link Layer |
et g Ethernet Physical Layer with Priority tagging (100 Mbitis) | |
|
. |

CNSRL



ER) TR RS

.\@4." Chung Yuan Christian University

IEC 62351-8
Role-Based Access Control for
Power System Management

O The access control of users and automated agents
to data object in power systems

by means of role-based access control (RBAC).

O RBAC enables an organization to separate super-
user capabilities

O Package them into special user accounts termed
roles

a Assign to specific individuals according to their job
needs.

g4 R &
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IEC 62351-9
Key Management

a Specifies how to
Generate
Distribute
Revoke and handle
v digital certificates
v’ cryptographic keys
O Handling of
asymmetric keys (private keys and X.509 certificates)
symmetric keys (pre-shared keys and session keys)

o WA
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Chung Yuan Christian University

cC o000 o0p00p00pDoaoro

A LGB PRI

% > (Safety)

% ¥ * {4+ (High Availability)

W ¥ &2 (Real-Time Operation)

+ T 4 % (Legacy Support)

¥ 3% v 1£(Scalability)

v 2 B4 (Upgradeability)

F R %418 7 (Policy Enforcement)
&= (Flexibility)

3 ¥ v+ (Interoperability)

¥ ¥ &R # i (Existing Structure Integration)
E#i¥ % (Virtual Borders)

3 ¢ £ 2R P (Naming Convention)
& 32 ¢k 303k th (External Equipment)

S 4

113

*Todd Baumeister, Adapting PKI for the Smart Grid, Cyber and Physical Security and Privacy (IEEE SmartGridComm) 2011
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Conclusions

O Many Existing Proposals & Solutions
a Many Challenges
O How can we make sure it's safe & secure?
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