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& Hr1E1E (Horus Scenario)

IBIRFEACR - fE Lt E ARV EB X EGEER A HEFSMA
SolarfEm LIR21ELZERE - RAFRERELE
AEEMAYIEREE -
« Westerhof FrégiRRVIRAEZMUNRSMAXGREE TR LAY
12 EAES (inverter) - AERERRABEERPIEEN
EMSERARME -
PMIIRIERAEE CVE - CVSSEHRA HIGH :
> CVE-2017-9858 : LI4FH 318 SQL Injection - Tl{EIH RGN E AIRIE -
» CVE-2017-9857 : ERiEHWSZPEANE -

» CVE-2017-9851 : ERHEAERZEIESREMN MRS

F . C “?‘TJ“
_,a"éé‘ -\ e 2017/8/4ATGEEZMFTAE Willem Westerhof Afh—
|. ‘ x

- — ey
— p—
srabilities at a se

-
Mr Westerhof described the vuine scurity conference in the Netherlands

Source: https://www.bbc.com/news/technology-40861976
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Prepared for: Protect Our Power 1 B\’ =5 ﬁ%ﬁ: o0 —— G o | od|s
October 29, 2018 AEHEE RSB EELEHE
RIDGE O BEfZEEANNABAESRREE BN
GLOBAL

BERTEE - fINEIRGEANKEABERBRED

=HUAWEI -
Potential Electric Grid Vulnerability from

Cyber Enabled Foreign Actors Q@ BriMAAE—EREESERAIEERER IS LSS

A Risk Assessment Study of Solar Inverter Technology iﬁ %E 2% ?—Eﬁl 'ri °
® KBABERRR LWEEELRLAALRHES - 55
P BERREAESWTIARMTREZ 4 RRE R ZEE K5

PROTECT -
UR \|/ B 454 375 BO
POWER SEE T -

) @ EHEEEENRERE  TLUEBRREERD . 5
o EENEEAR KL E S T RN FE LA EEEd
AR T EETR A ER T -

P +1202-833-2008 | F +1 202-833-2009 | W ridgeglobal.com
CONFIDENTIAL & PROPRIETARY Source: RIDGE GLOBAL

N,/ XIS IR SRS XK 5



PVE

5 % 10 Ed Bl fR 1T 25

4
P8l

IXTE IR IR XK



— ‘ s —,
BIPVERIERMZ EIREE > 2 B pviazmmmmmemn

mIEC 62351 s [ndlustrial Autom. (L2 EEhEH) e
EhEREZSD =T (&) (_E:T:E;
B NERC-CIP T 80063 Aspects
BLRRRIRIERE
H ISA99, IEC 62443, |
NIST SPSOO-SZ' ?)ep:l:tlz:l %Q;thurers
NIST SP800-53
TiERRTS )
H SO 27000, NIST IFC 6243 Management
800-53 IT IS5 1SO 27000 | 1sA9 Aspects
Eﬂté Operator Manufacturer

GRIE=) Relative Security Coverage (EERS)

Source: IEC 62351-10
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Core communication standards for Digital Grids

IEC 62351 BHRGETIZE /3 ) 2

IEC TC57 reference architecture with domain-specific cyber security

Distributed Energy
Resources (DER)

(1EC 61850-90-7, 8,
(& s,10,15

IEC 61970 / 61968 Common Information Model (CIM)
IEC 62325 Market Communication using CIM
IEC 61850 Substation, Distribution, DER Automation

DER Storage

IEC 60870 Telecontrol Protocols (serial/TCP)
IEC 62351 Security for Power Systems

IEC 61850-7-420

_i Control Center A

(IEC61970) (IEC61968) \ /

—),
B pvasimmaEmsEeE
DKE]

il‘arknt System Back Office
L 2 )

A
N\

DMS | ]‘
Apps. | ‘
|

IEC 62325
IEC 61968 )i

=

Communication Bus

(iEC 61970)

| |EC 61850-7410 )0 g

Turbine and
electric systems
— . s o
(IEC 61850 )

L ,
[ Hydro systems

Hydroelectric/ Gas
Turbine Power Plants

_ TASE.2/ICCP J—

C 608706

| scaoa }—4 o
]

Switchgear, Transformers,
Transf

[ R (3N [
[ & /] 8 |\ (= | \
3 v ] 2 g8
5 \ 5 | & | @ |
g R R eemp——
l o — #l — & — "8/
\ W/ \ W/ § N o
'l il bl Y /iEC 61850-
905
=
Substation
R
i Automation Systems ENUs
= = : 7. — st —
(1EC 60870-5-103 ) (_IEC 61850 )
3 E | AEEREN
Protection, Control, Metering — 61850
L 777.77 NS R /’ 5
/ GOOSE, SV
\_ IEC61850

Source: |IEC TC57
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IEC 62351 BHRGERIZE /3 ) 2

Cyber security in Digital Grids
IEC 62351 provides technical security measures and guidelines

IEC TCS57 Power System

Communication Standards

IEC 60870-6 TASE.2 (ICCP)

IEC 60870-5-104 & DNP3

IEC 60870-5-101 & Serial DNP3

IEC 61850-8-1 MMS

IEC 62351-1: Introduction

|IEC 62351-2: Glossary

IEC 62351-3: Profiles including TCP/IP

IEC 62351-4: Profiles including MMS and similar Payloads

|IEC 62351-7: Objects for Network Management

IEC 61850-8-1 GOOSE/ -9-258V

IEC 61850-8-2 MMS over XMPP

IEC61970 & IEC 61968 CIM

IEC 62351-100 Conformance Testing
-1: Focus on IEC 62351-5 + IEC 60870-5-)

-3: Focus on IEC 62351-3

-4: Focus on IEC 623514

-6: Focus on IEC 62351-6

IEC 62351-5: IEC 60870-5 and Derivates

IEC 62351-8: Role based Access Control

IEC 62351-6: IEC 61850 Profiles

IEC 62351-9:Key Management

IEC 62351-11: Security for XML Files

IEC 62351-14: Cyber Security Event Logging

IEC 62351-30-1: RBAC Guidelines

|IEC 62351-90-2: Deep Packet Inspection

IEC 62351-90-3: Convergent IT/OT Systems Security Monitoring Guidelines

IEC 62351-10: Security architecture guidelines for TC 57 systems

IEC 62351-12: Resilience and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications

—),
B rvaninmmmse

ol

1
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IEC 62351

SHNELERE,

s

—,
BARGARIEEC/ ) 2 B\ pviazimmmmE:
[ B3 5 {4 #% [ B 5 4 2= 53
SE#HD seasmamns T¥IH sezman
BB 9T mexsmees 52 Dt s

El[F L ET meemes

I EEERGE nmeErmese

F) RO E mwte et =

= .

-

BREREERGEE HRBI R R FRYEs B FNEIB R F I B 1EAY

e ES) HRERARBERAEEmE R, REENRGES/IRFBER
FRPEER,

HEBHE: 8B

T2 HIRRE(EHRELS).

BEREFHRMHITHRARERNIKRD
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IEC 62443 TIERABRITE ) 2

|IEC 62443-1-1 IEC 62443-1-2 |IEC 62443-1-3 |IEC 62443-1-4

—.

,(I1|_

fli 55 ”E%’ U g EpT Ev ACS Z25m
BT B S SE= BiRtHEE 3 A 2 165 FR 01

|EC 62443-2-1 |IEC 62443-2-2 |IEC 62443-2-3 |IEC 62443-2-4

-1 =
ai?lﬁﬁﬁlﬁ IACS BEHA ACS (2355 4 IACSIEE IACSHR I FER
S %?:%ET%%?E ek BT RIEE R HBEEE

S ——

BVpviazinmmEmss
REREE

IEC 62443 2- 5

2 RbRET RRETEK

‘ |IEC 62443-3-1 |IEC 62443-3-2 IEC 62443-3-3
IACS ?’:ijﬁiﬂ—] @%‘\%%&E @,}f’]\?&

|y

s |EC 62443-4-1 IEC 62443-4-2
ToHraREt L EREY IACS TTHF
50 3% ERBEEK Bz 22k

IACS : Industrial Automation and Control Systems

TLHHERD

Source: |IEC 62443
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NIST SP 800-82 T ZRGRLIEE| ) 2

-

ER T - ORGANEATION

FRAME

- NIST SP 800-82 By BBt T
TZ2RY
BB Z R R SRIRIE.

—),
BV rviazninmmpEe;

1

TEFRR(ICS)

S, GARME ICS REERN
S B R R R

RIRIESS HEREE SRS
YL

1. A%k AR f
2. (15/RIZniERH
3. ErllEHER (ITHICS)

TIER 2 - WIS SION £ BUSINESS PROCESSES

TIER J - INFORBATION SYSTEM S

<

>

. t{EZ2 (Frame)
(Y (Assess)

. R (Respond)
EfE (Monitor)

wad

RLABF(EEHEER

- EIRERBIERM{EER4HRk :

- BAIREEBEER=EREREE:

AN
7/
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IXTE IR IR XK

12



=L
&—' 2




|

sl =F - S =y
AN B RGN STt Sy misERERITE

Cyber Security for Industrial Control Systems

Cyber Security for Energy Systems ¢ %I.q: % E E ﬁg ;l 1) ﬁ' E *E E“E ﬁﬂ: % *ﬁ % ’ il:]

B8 IEC 62443 THEERITEMAE
Cyber Security for Distributed PV = o
* . :EE Sandia ?E...@EE’\]PV%,@%E

Lan o il 4 Z y o Z S v
. RSPV RGES LIERFARY—ER
Stakeholder Engagement Cyber Security R&D N
73 °
Information - Deep packet Moving target
' : Working Groups [ PRs pere Standards inspection defense = =2z i E3E M 3= 30O <>
Sh s}
— Input Standardized Input Network Cyber physical y PV ’% '%ﬁ E ﬁ E. R *7“ < ;”L *E ﬂ. %Q % I EC
Cyber Security Industry WDer Secumy Segmentation co-simulation Gl N | o
Exercises - Requirements Machine learning and | Intrusion detection 6 244 3 *7R & %IJ E
for PV/DER advanced analytics systems
Incident Contingency

Participation in Standards Adoption Commercialization
Workshops and of R&D concepts
Working Groups

PV and Cyber Security Industry

Adoption of s Insider Threat Supply Chain Risk
elf-Evaluation Defense-in-Depth Auditin .
Standards S Sl it HOHBENERS uawng Mitigation Management

Source: Jay Johnson, “Roadmap for Photovoltaic Cyber Security” , Dec. 2017.
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Solar Panel

oopnd ooon |

]
=
1
1 |
5

| . A
Inverter IJ I
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4 Monitoring Syatem
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ABNER GRS ZEREHEE > Sy smanERTE

EFIKIB B RIEFREERE AR E R TR
WEE Rl TR
b B

3§ 13§
13§

Inverter/
Charge Controller

| == |

| =

it

= di

Battery Bank Rsidenl & Commercial PV A r ray 1 EE {EE

(Energy Storage Unit) Power Utilization
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STRIDE FiEZiEiSEas8REER] ) |

=
Sy misERERITE

FEER

858H
Spoofing Identity

BE iR E i
Tampering with Data g
1
= |

H WN R

Repudiation

=~ 1IN-=IN 1

=il iR

Information
Disclosure

BH Efr AR 755 '
Denial of service, DoS [FY

FEERA PR

Elevation of privilege 2.

N WN

. BRLERSEEFEREZULLEA—EEERER ZERAYTIEEY -

73 #r &5 AR

BRANRSAAZTERBEE S HERNUEERNBEF B ZNSREBRGEEMETHENGER -
ERRER R IUEMNEENE (Authentication) i E 2B OIAEHE A -

BARRERBE S RREN EFEEREENZEEZMUMILIFEREIENEM R 2R R RIRZE AT EH -
BRERENRSERGERRE - BRBNEREER O EEERENR, - BLERMUBESENILERS - EIER -
BiERhE TR -

WBRE R ST RAARMRERT - BARZEENRENISIEANEE -

. MRENCERLZEMEE - hARKESEFEFEA(Man-in-the middle) XERYTIFEHE -
. WRERS2FIEHNEEERAVER - R FERMSE - BERESESULIEMRIERER AR BEFh

EEHREBEN -

ELBAERN FEEOGEERILRIZ AT
JEIEFEEE -

BREEALAGIRALIRIZ A2 MINEE - GIMEER OEEE A ERNIBIE -
BRERISGRAENEZERE - SR IREIERS  BEREESRESRNEZERRIEIZERE
e -

BRI S 2AENREFZEHANERNANNZ (Data-at-rest) E 4% -

BRLR B2 AABEEREHRFBIAIERE -

HE RS AANEBREEAHEETRHREEARFREEEENHES -

B EEL RSN A ERTEANE DS E -

BEWRSRFERGSE - S22 RAP| - DB LEREGEEENNEZNBAEMEMSEEMNERSE -
BRLERSAAEEREBINEIERES - ESEEENEREZE—RFEHEER -

AR IRSE 2255 (Authentication) i FI 2B EE R -

i
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BRANREZERIE(EDSA)

(Embedded Device
Securyity Assurance)

ﬁE;@Ennj K ?ru*ﬂﬂ%
WERNRERE, ALHE
WEEnnEET'T E%I]EI?I
=g

- FELZ LI :

v |EC 62443-4-1

v |EC 62443-4-2

IEC 62443 Z2(FIETEFHR1/2) P |

—. R
ERT2(RIE(SSA)

(System Security Assurance)

- R L RIEHI R 5nk
??J‘ﬁj i ARSI
Eﬁﬂ'ﬂﬁ g. E*T_

-Iizéﬁﬁ.

v IEC 62443-3-3
v 1IEC 62443-4-1
v IEC 62443-4-2

Ej%hﬁ*ﬁu 2 ER AR

=, RER
PSR AR 2 RAE(SDLA)

(Security Development

Lifecycle Assurance)

- R B EI E anbkd
BIRIR. £EERER
s FRHARIRZ 2585

- ERRPREE
v |EC 62443-4-1

Source : ISASecure®
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|EC 62443 Z21F

(R 2/2) Y 3

IEC 62443 CONFORMANGE CERTIFICATION

Certifying Industrial Control System Devices and Systems

g ISASecure:

55 %1 o Al A 51 INEERZ E T4

3 il oe8 {2 [ 390 ok

Vulnerability Functional

Communication o
Identification

Security

Robustness Testing Assessment

(CRT)

Testing

(VIT) (FSA-E)

/

EZAIIER - £&*H ISCI FRol ERAR
IEC 62443 1RERENE LA TH

==

N

M cmkEsnEaRRE

FERZTE
Security

Development

Assessment

(SDA)

Source : ISASecure®
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5 TR 398 42 E ) 3K (CRT) V v V |EDSA 401~406
AN B H PR B 7| V V V ICR 1.1
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VPC : B FE# & M 5 & (Voluntary Product 5 4B B | E 2 B3R 5] BLAE ) V ICR 1.2
Certification) - AR VPC E5MER - HRE B AT 45 3% (R B A ) V V Vv IR 1.7
REzHMFeEEE " BEYERBIEERIDE ]"'ﬁi ﬁ%lﬁﬁﬁ% %:E ‘}17}%%'] V V CR 1 5

KRR AR ZRE -

%) meal XIS IR IR XK

24






ZEIARBEE R IH 1

RUASATEANE—EARGERARKRIESE - G
LSt B SR B 22 L At 31

B2 3 fE T Sl

ERNAERRKGHERZ MR IERAARTIEE
WEZEEZIRT - ERlfEEENRER - WERBRES
ATREU—ETHERE T G -

(RIS OIS E R ERENF

B = AR RS AR A BB R EFE
BARLZEE - EMRETEAREBHTEES - ART
MAXBAERSHABRIEHZ—  RERARSHME
R EE BT Z @ - i

&) real X 1S IR B X E 26



-
~
=N
~
~
~
~
-

N

\h
\h
\h
\!
\h
\h
~

ik OFF
e ol

B TR E kT BB s D ES



