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« T E MR (Conformance Test) o

« 2 8E Ml (Performance Test) o

+ I8 fIER (Function Test) -

« B 3@ MRIE (Interoperability Test) o
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1. IEC 61850-10: Conformance testing
2. PICS(Protocol Implementation Conformance Statement)
TICS(Technical Issues Conformance Statement)

MICS(Model Implementation Conformance Statement)

3. UCAIlug Accredited Level A Labs: DNV GL, TUV SU D,
ETC.
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Level Edl  Edl E41/Edz Edz  Edz2 Edl EdZz EdZ

server Sampled GOOSE server Sampled Client Client SCL

Tester Walues  Performance Walues Tool
ABE Svntzerland Ltd, E by by T by
AMA-CEET-Lab GmbH A by by
i_entral Fower Eesearch Institute India A T b -

l DIViGL Nederland (formerly KERMA, DNV -EEMAY| A T T T by - T T b I
Electronics Testing Center, Taiwan A b b
K Grid Solutions Ltd, (formerly AlstomdAreva) E b b
Eorea Electrotechnology Eesearch Institnte A b b b by b
HKuchang KETOF Testing Technology Co, Lid, A i i
Eorea Testing Laboratory A i b by b
MARI-EELAYY Electric Co, Litd E T
wehneider-Electric China E T by
wtate Grid Electric Power Eesearch Institute A by
Tecnalia A by
TUV Eheinland GmbH A -
TUV SUD GmbH A by T by - T b b
TUV SUD China Ltd A by by b
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1. IEC 61850-5: Communication requirements for functions
and device models

(1) i€ 3n z£ ¥& (Communication latency)
(2) P ¥ I 5 &2 4 7 & (Time synchronization and accuracy)
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Latency class Latency Application example
TTO > 1000 ms File, events, log contents
TT1 < 1000 ms Alarms and Events
TT2 < 500 ms Operator commands
TT3 < 50 ms Slow automatic interaction
TT4 < 20 ms Fast automatic interaction
TTS <10 ms Releases, status changes
TT6 <3 ms Trip, blockings

SOURCE: IEC 61850-5:2013, Table 1.
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Time source
( GPS

@ Time synchronisation protocol
(SNTP or IEEE 1588)
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2011: CIM-XML Interoperability Test:

The Power of the Common Information Model (CIM) to
Exchange Power System Data

EThrws PRI SEHEFER
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Vendor and Product

Vendor Product Name

Alstom e-terraSource 2.0.1

EDF PRAO (MV planning Tool), Matlab-PSAT CIM APl (MV DMS
loadflow), GEDEON (EDF R&D CIM Database)

GE Energy Electric Office 4.2 and Smallworld GIS Adapter
EPRI OpenDSS

Open Grid Systems CIMPHONY

Oracle
Siemens Spectrum Power IMM 2.20 / Spectrum Power DNA 1.10
SISCO Utility Integration Bus for OSlsoft Pl System

SUPELEC CIMCLIPSE 1.0 [BETA VERSION)]

TIBCO InteliEDGE for CIM




2011 IOP Summary

1. Ten initial models were provided for the tests.

2. Eight vendors performed the basic import test successfully.

3. Six vendors performed the basic export test successfully.
4. Eight vendors successfully imported GIS Models.
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1. Network Redundancy:
(1) HSR (High-availability Seamless Redundancy)
(2) PRP (Parallel Redundancy Protocol)

)BT rwa TARI ESWEMH
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2013 IOP: HSR

Siemens

PC2
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2013 IOP: HSR

6.3.1 TestSetup

HSR switches are connected in a ring topology using port A and B as shown.
PC1, PC2, PC3 and PC4 are connected to the local port.

PCs are representing network analyzer

Ping PC2, PC3 and PC4 from PC1.Ping should be successful.

Data Rate was 20Mbps bidirectionally.

Packet sizes were 128 to 1330 bytes.
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2013 IOP: HSR

Breaking Connections

Packet Loss

Source PC1

Disconnect

Source PC1

Disconnect

Source PC6

Disconnect

Source PC6

Disconnect

Destination PC 6
Source A

Source B
Destination A
Destination B
Destination PC 7
Source A

Source B
Destination A
Destination B
Destination PC 7
Source A

Source B
Destination A
Destination B
Destination PC 2
Source A

Source B
Destination A

Destination B
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2013 IOP: PRP

e PRP switches are connected as shown in the above setup

e LAN A has three ethernet switches connected in a ring topology.

e Spanning tree is enabled on all the three switches.

e ROOT switch has priority 0.

e SW2 has priority 4096.

e The traffic should always go through ROOT->SW2->SW1 in LAN A.

e LAN B has two ethernet switches connected to each other. Spanning tree is also enabled on
both the switches.

e Spanning tree can be disabled on the ports connected to PRP switches.

e PC1, PC2, PC3 and PC4 should be in the same subnet.

e PCsare representing network analyzer

e Data rate was 20 Mbps.

e Packet size was 128 bytes.

é-qg-.{»pa.%) TR =& HEFR 23



2013 IOP: PRP

Breaking LAN A

Packet Loss

Source PC1

Disconnect

Source PC1

Disconnect

Destination PC 6
Source A
Source B

LAN A
Destination A
Destination B
LAN B
Destination PC7
Source A
Source B

LAN A
Destination A
Destination B

LAN B

a o o o o o

o oa o o a o o
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Participant Client/ Networking

Server
ABB X X

Alstom X X X X X

ARC Informatique

CopaData

Doble

Efacec

ol x| =
=
=

General Electric

Helinks

O x|

Kalkitech

Koncar

OMICRON

NovaTech

MR Electric X

| = | = | =

R.C. Bresler

RTDS

Mol | x| x| MM

Schneider Electric X X
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Control

Center
SCADA SCADA
(IEC 61850-8-1 Client/Server -~ 1 (IEC 61850-8-1 Client/Server
with and without security) .~ l o % \with and without security)

’
I'e

-

Wide Area
Network (WAN)

ESP-2

ESP-3 Substation 1 == s

T S R R R R R R

Transfer Trip and Distance Protection
(IEC 61850-8-1 Layer 2 GOOSE ) E - Firewall
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2017 10P

R-GOOSE and R-SV IED Participation Declaration

Company | Equipment | Support Capabilities Declared Type of
Device
R-GOOSE | R-GOOSE R-SV R-SV
Publisher | Subscriber | Publisher | Subscriber
CISCO CGR 2010 Router
CISCO I15A 3000 Firewall
CISCO IE 4010 EFthernet
Switch
GE Multilin D60 IED
NREC PCS-9611 |ED
Palo Alto PA-3050 Firewall
Metworks
SISCO UAP X X IED
Vizimax PMU X X IED
010000

/

i
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UCAIlug IOP 2013~2017 Summary

1. 2013: IEC 61850 IOP
GOOSE, Sampled Value, Client/Server...
2. 2015: IEC 61850 IOP
HSR/PRP, PTP-Time Sync...
3.2017: IEC 61850 IOP
Routable GOOSE, Routable Sampled Value,
Security...

)2 Trwa VARl wEWFHH
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2011~2017EE L MELLE

250
200
150
100
W 2011
50 W 2013
T ot
.0. § . Witnessing Total Participant . 2017
Participating . . Witnesses
. Companies Participants Personel
Companies
w2011 17 5 35 30 7
m2013 19 24 84 60 33
w2015 26 22 130 108 33
w2017 38 35 208 118 73
23T hrhwad BRI SRR




h -~ 2019 10P

1. FFRF. 9/21- 9/27
(1) 2= Boot Camp
(2) 5= IOP

2. ¥ 8 £ W T ;% HEPRI

)eazErmad PRBI SEHRMR
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2019 IOP£ &

Participating Companies

Witnessing Companies

ABB American Electric Power

Arc Informatique Central Research Institute of Electric Power
CISCO Commonwealth Edison

Copadata DNV GL Netherlands B.V.

Doble Engineering EDF

GE ) ) Electric Power Research Institute

Gridclone Electrics Testing Center, Taiwan

Helinks Hydro-Quebec

Kalkitech / ASE It4Power

KERPCO KEFCO

KERI (Korea Electrotechnology Research Institute)

Korea Electrotechnology Research Institute

Novatech

Mational Grid

MR Electric Pacific Northwest National Lab
OMICRON Electronics GmbH Power Grid Corporation of India
PCltek RTE

IPEmbedded 5P. 1.

Southern California Edison

RTDS Technologies Inc.

I Taiwan ined

Schweitzer Engineering Laboratories, Inc.

Zamiren

Siemens

Beijing Sifang Automation Company

SISCO, Inc

Toshiba Energy Systems & Solutions Corp

Triangle Microworks

< &? % H vizimax, Inc
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Cybersecurity Fundamentals

2019 UCA I0OP Bootcamp
Charlotte, NC

p 4 e—
= AN < IEEE
_
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Boot Camp: Cyber Security

Cybersecurity for Substation Automation
Standards and scope

Design Detalls

w— | dustrial Autom.

o T

Technical
Aspects
NIST 800-53

Oper “d Relevance
for Manufacturers

Management
ISO 27000 Aspects

e Manufacturer

Relative Security Coverage
23T Pwad JPRBI SETEH




Boot Camp: IEC 61850zt

Testing in IEC 61850 Systems

Focus on Maintenance Testing of Protection Automation
and Control Systems in a Live Power System

Doble Engineering

Omicron .
RTDS Ted:nzlogies Tools for Testing IEC 61850-based PACS R oo

Schweitzer Engineering Laboratories

Station Bus

GOOSE & MMS

Sampled Values

up o 3selsof 0-2LE

SV & |GOOSE

Switzh wah FO and RJ48

Process Bus
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Boot Camp: IEC 6185012 34
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1EC 61850 & il 1 AR

Conventional

-

‘Excessive, confusing, and expensive Simplified, cost-effective, and easy to

wiring and installation install and maintain
Limited p?rformance. and data Enhanced performance and data
transmission capabilities transmission capabilities
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IEC 6185012 34: ENE = E]

r Recently constructed 345kV Same 345kV control house
control house using IEC 61850

Control house - 110' x 32"

Reduce by 45% — 80' x 25' ‘ X

)
== — Syl 158’ x 41’ ~60’ x 30’
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2019 IOP: #8255 E

Control Center

OC-50-14
Table 14

CC-RTR-14
Table 140
T I'.
|5AN| SAaN |SAH|
Station Bus
_ PRFLIN L E
L . _ @—-____, _
S51-RTR-2 —_ e e
Table2p  SBLPRRRBON-Z W e e e __————_____
2L R ""‘"--LH:____ — =
T'-..I' ’ T T Te— T
551-FRF-SEL: H‘“‘HH - — T— T
i) ~ — =
E] - -
= e . __:\-_
Substation 1 ~_ T
i ey
FTP S/ TTCH T PR Recl Bo e
Tablk 46 -
I
"
} '“»_h SCL-SNTCH
., - _|:I_ . Tablke 46
“'-. = e
HSF! ‘PRP
Process Bus 551 HSH-F'F!F‘E-].J. — ESJ. HSH—PFF'.I':L-JJ.
Tabke 11 ‘ Tabklke 11
i
O

Rev 3 —9,/19/2019
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2019 IOP: %R E

LINE 1 Similar braakar and LINE 2
protection configuration at
thve oppasite line temnal
_I_rh._hng e, o= L13 DE L23 DEI-‘;:\]
p os Lz | Lined_|ED 05 L2 1_THH: B
05 THAZ _ - L2z o5 _TxE:
THA_IED \ - Li_Mu . : ..... — - g:;
-POIF o it
-FTOC Se . - x 5“““]"%“ CH L2 CH_TXE '
-RBRF st CB_TxA wEL L e ) )
- KGERIGEW B = o | - MCBRICSW
. - RRECURS TN
: L THA_ D5_TxA1 oS L1 | s L2 D5 THEA
I = MU
. | L
I st N Liy] 230 kY BUS
: ransformer | Translormer B
| 333MvA BUS230_[ED 33.3 MVA
230 KV — 14.4 KV Y 230 KV - 14.4 K
| Dyt BUS230_MU | | currents wom Dyn1
: INCOMER A - THA_MLIOT, L1_FdLE ’
I L2 kAL, THE_KU
: a8 INC_A MU g
! T II-;%&_IED includes:  XF_IED includes:  BT_IED includes:
. % (HC_A2 . = Hi - PTG = PTOC
| ] gk e o5 ko 2 INCOMER B
: -FTOC3 - XCBR/CSW -PTOCE . .
| CEB_MNC_A NC_A_IED | _wcpricsw - RERF -PTOCA 0B INC_B
-I:ERFBU N - XCBRICSWI —
0% wes_An - First Bus ing s - RBRF DE_IHG_B-
THXA_MUDZ o I - Fiaat Bus Blocking Schame e peL e
I Tagin od=ar IEDs
- = P pnmnded 1 B4 .
== === === ===y 2 TEAED Transfer BUS XF
1 I F X I LE 1- LI T  — 1 J.
Iﬂ -] pe.a Inn._“: "._M'M " v n ’ o ?— I’I.H i |_ T j— lﬂ\I AT I- "-,.II" B Iﬂ HED pes
] o poan . 1 ] 1 1 1 T -}
[aaadpad b (i SO g o e ] [ — . ===y phdddpad, [Tt ol
i { o5 Az : éné:IFFE"' Fdrat_ XF_ i  DB_xF1 BT_ _ { os_am i | o5 1 i i o8 B2
Py DY boden [ED IED I [ED gt a Pl P
! i : - et i : -:Ul i : i ! 1
i cB_a2 Fea s - Ee i . j cBET i o8 | cBE
J Ew_m: } Em_,m I I : | } EDGJ'T! ) EWJ‘E ) Wﬂi
¢ I P AW XF_MU o BT_MU —%» $ l ¢ [
1 1 14.4 kV BUS A Transfar Breaker CB_XF Bus Tie Braakar CB_BT 1 144KV EBUS B l
Faadar A2 Feeder 41 Fdrad |ED includes: Feadar B1 Faadar B2
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@Gaad_far Report_20190924-1530._SCL_MNiekDeBruijn_General
@Gcad_far Report_20190924-1429_5CL_EDF-HO_TestReport
[ 20190925-0730_SCL_StephanGerspach
@2&19&924-‘IES?’_SCL_EenDa}f_Standard

03 20190924-1810-Implementation-RTE-03
@EI}'I9&924-1EDD-SCL-RTE-I}2

[ 20190924-1745_SCL_StephanGerspach
@2&19&924-'I?DD_SCL_AnderSGH_SCT

003 20190924-1648_SCL_StephanGerspach
@EI}'I9[%924-'IErED_SCL_AnderSDHE'I)

[ 20190924-1630_SCL_Anderson
@2&19&924-1EDD._SEcuritj,f_l::urian.degner_TestCaﬁe
003 20190924-1548_SCL_StephanGerspach
@2&19&924152S_Infraﬁtrudure_ﬂnderscn_General

[ 20190924-1404_SCL_EDF-HQ_TestReport

B@ 20190924-1340_SCL_RTE_001
@2&19&924-‘IGSE.Securit,f_Nielz_heijker_NDF{M-I}E
@2&19&924-1GED_SCL_EDF-HQ_TES1IREPDI‘T
[rﬁs']zm9&924-uga?.sr:L_Niels_Heijker_NDRM-SCL-ﬂ
@2&19&924_1514_5CL_Mackiewicz.lndexedFaISE
@EI}‘I9&924_1455_5CL_ErunnerMACAdrezz
@2&19[}924 -1407.security_Miels_Heijker_REV0D3
@2&19&923-1541._SCL_brian.degner_GeneraI
@2&19&92315I}D_Isczlaticm_Riccarda_ISDDS
@2&19&923-‘I5I}I}._SCL_karen.Ieggett_GeneraI
@2&19[}923-‘I33?’._SCL_brian.degner_Standard
@EI}‘I9&9231249._PRP_Degner_GeneraI
@2&19&922-1 122_Security_HerbertFalk_GDOI-PULL-01
@2&19&922-1 122_5CL_EDF HQ_Standard-01
@2&19&922-'II}35_5Ecur'it_','_HerI::lEr‘tFEllk_GDDI-PULL-I}'I
@2&19&922-1|}3'|_SECUI’i1.'_','_HEI’|::IEI“tFE|k_GDD|-PULL-D'|
@2&1EII}EIEE-I}EIB'I_SEcurit_','_HerbEr‘tFEIk_GDDI-PULL-I}'I
@EI}'IEII}EIEE-I}EII}?_SEcurit_',f_HerbEr‘tFEIk_GDDI-PULL-I}'I

)eatrwa TRRI GEH

ICD file
GE_20190924_D60_UB5_HLH_H87.xml.

o
SCL Validation tool -

EDF-HQ RiseClipse «

o

Issue Description:«

In the LNodeType definition, there are 2 InRefs with names : InRefl and InRef01, -

They are detected by RiseClipse validation as two DO InRefs with the same instance number. «

H

<DO name="InRef1" type="ORG_0"/>.
<DO name="InRef01" type="ORG_0"/>.

o

RiseClipse error : «

ERROR: [NSD validation] DO InRef01 in LNodeType (line 158609) already present with same instance
number in LNClass IHMI -

N

Standard reference :-

NSD-DOC description of Omulii constraint in 61850-7-2 says :«

« Zero or more elements may be present; all instances have an instance number within range [min,
max] (see |IEC 61850-7-1). » -«
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Client\Server

[20401
[2002
[2003
[2004
[2005
[3006
[2007
[20408

GOOSE

[2008
[2009
[20-10
[80-11

sy

Pair 1
Feer Vendor:
Peer Device:
Role:

Eesult Withess Na Comment

Fair 2
Peer Vendor:
Peer Device:
Role:

Eesult Witness Na Comment

Pair 3
Peer Wendor:
Peer Device:
Role:

Eesult Witness Na Comment

[UT Publizher
Feer Vendor:
Peer Device:
Eole:

Eesult Withess MNa Comment

IUT Subscriber
Peer Vendor:
Peer Device:
Eole:

Eesult Withiess Na Comment

IUT Subscriber
Peer Vendor:
Peer Device:
Eole:

Eesult Withess Na Comment

IUT Publizher
Feer Vendor:
Feer Device:
Role:

Eesult Witness Na Comment

IUT Subscriber
Feer Vendor:
Peer Device:
Role:

Eesult Witness Na Comment

IUT Subscriber
Peer Wendor:
Peer Device:
Role:

Eesult Witness Na Comment
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