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12 R RRED
IEC TR 61850-1:2013 Introduction and overview

IEC TS 61850-2:2003 C'ommunlcatlon networks and systems in substations - Part
2: Glossary

IEC 61850-3:2013 General requirements
|EC 61850-4:2011 System and project management

IEC 61850-5:2013 Cm%lgglw:mcatlon requirements for functions and device

L8G EeEltE Configuration description language for communication in

2}2“%2]90{2?51:2018 power utility automation systems related to IEDs

Q.1 Specific communication service mapping (SCSM) - Mappings
IEC 61850761201 to MMS (1SO 9506-1 and 1SO 9506-2) and to ISO/IEC 8802-3

o Specific communication service mapping (SCSM) - Sampled
(EC 6185079722081 values over  1SO/IEC8802-3

IEC/IEEE 61850-9-3:2016 Precision time protocol profile for power utility automation
|EC 61850-10:2012 Conformance testing

SXF T hw3a Jen-Li Liao, ICT Research Lab 4 TPRI
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IEC 61850-7-1:2011 Basic communication structure - Principles and models
IEC 61850-7-2:2010 Basic information and communication structure - Abstract communication service

interface (ACSI)
IEC 61850-7-3:2010 Basic communication structure - Common data classes
IEC 61850-7-4:2010 Elaass|scec;ommun|cat|on structure - Compatible logical node classes and data object

IEC TS 61850-7-7:2018 Machine-processable format of IEC 61850-related data models for tools

IEC 61850-7-420:2009  Basic communication structure - Distributed energy resources logical nodes
Basic information and communication structure - Use of logical nodes for

IEC TR 61850-7-500:2017 modeling application functions and related concepts and guidelines for
substations

IEC TR 61850-7-510:2012 Basic communication structure - Hydroelectric power plants - Modelling concepts
and guidelines

IEC 61850-7- Basic communication structure - Hydroelectric power plants - Communication for
410:2012/AMD1:2015  monitoring and control

23T D w3 Jen-Li Liao, ICT Research Lab 5 TPRI



i B4 ZIEC 618504HRATS/TR (1/2)
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Guideline to exchanging information from a CDC-

, based data model using IEC60870-5-101 or IEC

LSS el e £ 0870-5-10445 FIIEC60870-5-10154IEC 60870-5-1044
ERCDCHEHBEREAIRERNIEmE

Mapping to web protocols - Requirements and
technical choicesiEETZ|Web & - ESK ML g8 1E
Translation from the COSEM object model (IEC 62056)
to the IEC 61850 data model tCOSEM# &&= ( |EC
62056 ) ZIEC 61850&1Z 1= B0 s

DF T D w3 Jen-Li Liao, ICT Research Lab 6 TPRI
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w207 ZIEC 618504HRITS/TR (2/2)

90-xxr &t IRE 19 T
(e s hsaileiiol - Use of IEC 61850 for the communication between substations & EFRREIAVIE S

Lok Using IEC 61850 for communication between substations and control centers®& g

IEC TR 61850-90-2:2016 e
BE B 30|22 5 R 4
IEC TR 61850-90-3-2016 7L|:Jﬁsmg IEC 61850 for condition monitoring diagnosis and analysisAt 25 & HIz2 & 71

ISeR R EIRC B SPINC I N\ ctwork engineering quidelines'& 15 498 T 21578

Gy Use of IEC 61850 to transmit synchro-phasor information according to IEEE
e | C37.1181R HIEEE C37.118/@#IT518E &2
e R RSk i Use of IEC 61850 for Distribution Automation SystemsBL & B Ei{E R AV FER

e Object models for power converters in distributed energy resources (DER) systems
SR SRR (DER ) R G EAEIRE ST
e e R0 B ik S Object model for E-mobility EE g B {4 1= 2 ECHNICAL e
|IEC TR 61850-90-10:2017  |\YifeJe [l o) iYelslle V] ITalolz |2 = iz kit! REPORT

ISOR N EEIECI NIV CIl \\/ide area network engineering guidelines}%iﬂzﬁﬂlﬁ?ﬁﬁ
¢

e s E AP Lo A Using IEC 61850 to transmit power quality dataf@&#E N mE&Ex

< "4“'3" T D w3 Jen-Li Liao, ICT Research Lab 7 TPRI
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minar  EXEPIZIEC 6185048RFIS/TS/TR

IEC 61850-7-7: Specification of schema for namespace definition files
IEC 61850-90-11: Methodologies for modeling of logics for IEC 61850 based applications
IEC 61850-90-14: Using IEC 61850 for FACTS data modeling

IEC 61850-90-16: System Management WG10 Ongoing work }

IEC 61850-90-18: Alarm handling
IEC 61850-90-19: Implementation of role based access related to IEC 61850

IEC 61850-90-20: Guideline for redundant IEDs with IEC 61850

IEC 61850-90-21: Using IEC 61850 for traveling wave fault location systems

IEC 61850-1-2: Guideline for Technical Committees and Working Groups on extending IEC 61850

IEC 61850-7-5: Use of logical nodes to model applications — generic principles

IEC 61850-80-5: Data Conversion between Modbus and IEC 61850

IEC 61850-10-3: Methodologies for testing of functions in IEC 61850 based systems

IEC 61850-7-6: Guideline how to create Basic Application Profiles

IEC 61850-6-100: Guideline for function modeling in SCL for substation automation
— May include as well standardizing Function / Subfunctions names for SCL
— Similar parts required for other domains

IEC 61850-6-2: Configuration description language extension for HMIs

IEC 61850-90-9: IEC 61850 object models for electrical energy storage systems

IEC 61850-90-15: IEC 61850 based DER Grid Integration WG17 Ongoing work related to IEC 61850
IEC 61850-8-2: Mapping on Web Services XMPP

IEC 61850-7-420: Preparation of Ed 2 — Add modeling of Grid codes

Communication network structure in hydro power plantslEC 61850-7-410, Amd: Extensions to include models for steam
and gas turbines WG1 8 Ongoing work related to IEC 61850

SF T D w3 Jen-Li Liao, ICT Research Lab 8 TPRI
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widi’ |EC 61850 Ed.21E% Z ERAHERNE

IEC 61850 Ed. 2

Maintenance center Control center SCADA

e

Wind power plant
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Synchrophaser Ly 5}

IEC 61850-80-1

IEC 61850-90-2

EC61850-

[ Local SCADA ] _
< IEC 61850 > -ﬂ_‘__-_?_:_ 1_ \

|EC 61850-90-7

istributed Energy Ress
IEC 61850-7-420

— —1EC 61850
C 61400-2
4

61850 J*ﬁ
3{ =15 = THEE

[ IED ] [ IED ] [ IED ] IEC 61850-90-1

between stations,
Power substations A
&EC 61850-7-4

| XXX | Published | | Work Started

-y W ey

[EC 61850 5%

IEC 61850-90-6

Hydro power plant
IEC 61850-7-410
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#7RRIEC 618508 FI M & 2 B R 1451

IEC 61850 ed2.0

AQ -
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_ \‘E:.-c' 5‘0‘ -5 Centralized generation
e\®
<
A\

IEC 61400-25

IEC 61850
ed2.0

Yy
=
& o N
iy & Wind Power Plants
> 'y
= 2 .
e = || 5 working
L w o =33
— o S 3 groups

E = =] oo

|| B

B E Distributed Energy
T resources 30 +
Battery Systems JL documents
My
IEC 61850-90-1 Electric Vehicle Supply
A Equipement
IEC 61850-90-4 e
Source : Konéar — Power Plant and Electric Traction §nc.
_ Substation Substation )

|IEC 61850 Ed.2 : Communication networks and systems for power utility automation
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Replace Nuclear Power with DER /RE
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IEC 61850-8-2(XMPP) standard for DER are expected

IEC 61850-8-2 Mapping to XMPP
cENNo o O -
TC 57 Power systems management and associated information exchange IEC 61 859-8-2 is goiug
MO d b us tO [ scope | Projects / Publications [l 22 m— to be published

= ibuted P t: IEC 61850-8-2 Ed. 1.0 8 Login_ S i
S > roject: -8-. L 1.4 8 Log in T
Metwork XMPP
Current Frcst Pub Stability
Committee Working Groups Project Leader Status Date Date IEC 61 859_8_? Ed. 1.0
@ Communication networks and systems for

TC 57 WG 17 B. Bony ACDV 2017-04 power utility automation - Part 8-2: Specific
communication service mapping (SCSM) -
Mapping to Extensible Messaging Presence

_ S

Stage D D D: Date Target Date sms 53 7/DL: CDV 2015-04 - Project plan: CDV 2012-09

FDIS 2013-09 - [ECs 61400-25, all pa n rs 350 6235

62357,6197 0451 61968-100 to b

- p N i acai A0 - Liaison
STAIBUNP T AR KE 20111007 OASIS - OPC foundation - Coord. v m rcs7 ’\G o 13 4
57/1221/RVN Ki233ks 2012-03-00 2012-02-20 75,18, 19: TC65, SC65C, SCOSE, TC69, TC88

M sntoke  2015-06-05 2 2015-0228 2 Associated Documents :
57/1583/CD #-15019 kB 2015-06-05 2015-02-28 SMB 88 DL
57/1642/CC /=319 kB 2015-11-06 2015-10-15

SMB 5256'DL

IEC 61850-8- Zﬁﬁhﬁ"ﬁﬁﬂ—tabﬁﬁpﬂ%,ﬂ%ﬁaﬁ Sweis347OL
SEHEENREERM E - lttﬁBﬁ(Part)’f“ﬁli—'E{ﬁ 57 53 DTR
H—_fj][]ﬁﬁigb,ﬁaiﬁnﬂ{_t%ﬁﬁtignﬁmgsz*m% 57 1585INF
4 FFEFR 28R - -

DNP / Modbus /OPC are the main Protocols used in Taipower now.

We are considering replaced these legacy ones by XMPP due to the Scalability , Security,
Compatibility, etc. problems

We would like to use IEC 61850 - 8 - 2(XMPP) as the future standard communication protocol for
distributed energy resources.

DF T D xS Jen-Li Liao, ICT Research Lab 14 TPRI



— - DERtE#E
RRERE £ HZSDERIMSIER =% E85M

© 2015 Electric Power Research Institute, Inc.

Enabling ready products and
ensuring performance

A

Compliance
Tests

Justifying manufacturer’s
development efforts, maintaining
a level playing field

Providing, interoperable ways to
exchange data

Identifying data elements
that need to be exchanged

Information Models )
for each function

Achieving understanding
among stakeholders,
documenting what is needed

Standard DER Functions

S ARE B il » B Jen-Li Liao, ICT Research Lab 15 TPRI
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IEEE 2030 (Interoperability)
Source : Distributed Energy Resources

Backg round and Context IEEE 1547 (Interconnection) (DER) Management with IEEE 2030.5™
Symposium, ovember 2016
Role of IEEE Standards 20305, 1547, 1815, IEC 61850 and SunSpec s A '

Communications
Requirements

Product & Installation] Grid Interconnection
Requirements & Functional
Requirements

(Standards have
no inherent authority)

State National Tests Standards

10 N
National Electric
Code (voluntary) NERC / FERC
ailis
(selective adoption State/PUC Utility Laws
of NEC) (e.g. CA Rul 21)
L_"g Local Municipal Individual Utility Generator Connection
= Codes Agreements

< IEEE
< "‘? T D =) Jen-Li Liao, ICT Research Lab 16 TPRI
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TR IEC 61850 — Functions and Information Model

Broad International Alignment

I EC IEC 61850-90-7 and 61850-7-420

3 IEC 61850 Object Models for '
Photovoltaic, Storage, and Other

DER inverters

Information Models

Standard DER Functions

- International Standard, a dejure ISO

- Originated and driven by a mixed stakeholder group — utilities and
manufacturers

- Participation is open, Specifications are expensive

* Includes function descriptions, an information model

- Other parts of 61850 also provide protocol mappings (EdF has decided to use

these protocols)

¢

2~

© 2015 Electric Power Research Institute, Inc.
&) < Z T D w35 Jen-Li Liao, ICT Research Lab 17
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Monitoring and Scheduling

Frequency Support

Real Power Support

Power Factor Support

Voltage Support

Basic Device Settings And
Limits

Frequency-watt Function

Limit DER Power Qutput
Function

Fixed Power Factor Function

Dynamic Volt-watt Function

Connect/Disconnect Function

Low/High Frequency
Ride-Through Requirements

Dynamic Real-Power Support

Volt-Var Function

Dynamic Reactive Current
Support Function

Der Settings To Manage
Multiple Grid Configurations
(Including Islanding)

Status Monitoring Points

Event Logging And Reporting

Time Adjustment Function

Peak Power Limiting Function

Watt-Power Factor Function

Volt-watt Function

Load And Generation Following
Function

Watt-Var Function

Battery Storage: Price-based
Charge/ Discharge Function

Battery Storage: Direct
Charge/Discharge Management
Function

Battery Storage: Coordinated
Charge/ Discharge
Management Function

Low/High Voltage Ride-
Through Requirements

Source : Common Functions for Smart
Inverters 4th Edition December 2016 - EPRI

*The function called "Price Or Temperature Driven Functions" is not specific to any of the fields above.

Z7N
2 <

T D D

Jen-Li Liao, ICT Research Lab
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AR
g EPRI, June 2018
Grid-Level Device-Level [ / § Source : UNDERSTANDING DERMS, EPRI, June 2018
Service Needs Function Undersrandmg DERMS | | |
Capabilities
» /
(DER Service R e 4 +—
Requesting Entity) \ _
- o DER Group-Level Device-Level i
DMS ¢ |ndIVIdua|,DER *  Fewer groups *  Many devices
: ' ™ »  Less frequent interactions *  Frequent interactions
= . *  Device-type agnostic *  Device-type specific
*  Simple settings *  Complex settings
The GGPAddreSSed b}’ DERMS v Net result-based + Explicit instructions

SF T Db = Jen-Li Liao, ICT Research Lab 20 TPRI
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Relationship Between Microgrid Controller
and DER Management System (DERMS)
There is a need to

CMDMS ]EOMS ] rGIS ]
I develop standardized

( Utility CIM Q functions for the
microgrid controller and

establish the relationshij
with the utility DMS
system at the DSO level
leading to technical and
business processes that
are both effective and
replicable in many
jurisdictions with
increasing adoption of
microgrids and DER.

@ Microgrid Controller
/ DERMS

DER Devices

SCADA / Field
Networks

Sensors, Switches,
Capacitors,
Regulators

courtesy: EPRI

< "4? T Db =) Jen-Li Liao, ICT Research Lab 21 TPRI
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EME#EStandard Function / Protocol Capability at DERMS Interfaces, EPRI, June 2018

Table 2 — Standards for Communication Protocols at DERMS Interfaces

DER-Group Level (DMS-to-
DERMS) Interfaces

Device Level (DERMS-to-DER)
Interfaces

Standard information Model:
IEC 61968-5 (Common
Information Model for DER)

Protocol Encodings for DER

Groups:

e |EC 61968-100:2013
“Application Integration for
61968 Profiles”

e MultiSpeak 5.0

e OpenFMB (alignment/
mapping in process)

e OpenADR 2.0 (mapping
being considered)

DER Grid Codes with Protocol
Requirements:

Not Applicable at the Group
Level

23T DD

Standard information Model:
IEC 61850-7-420

Defined DER Device-Level Functions:
e SunSpec Modbus

e DNP3 AN2013-001, AN2018-001
e |EEE 2030.5

e |EC 61850-8-2

DER Grid Codes with Protocol

Requirements:

* Multiple worldwide, unique by region

» |EEE 1547-2018 (specific set of
device-level functions required, three

protocol options)
e CARule 21

Protocol Testing:
UCAI Users Group, CIM for DER

compliance testing.

A
Compliance Tests

Information Models

Standard DER Functions

Protocol Certification/Listing:
UCAI Users Group, CIM for DER

certification and listing.

Protocol Testing:

o |EEE 15471 - fest specification
for IEEE 1547, expected Q1
2019, mandates that DER support
at least one of three standard
profocols (DNP3, SunSpec Modbus,
2030.5) includes communication/
interoperability test requirements.

o ULIZ41SA - Supports Rule 21, to be
updated to support 1547.1

o SunSpec Alliance - defines
test requirements for the three
1547-specified protocols.

Protocol Certification/Listing:
SunSpec Alliance provides certification
listing for the three 1547-specified
profocols.

Jen-Li Liao, ICT Research Lab

Source :UNDERSTANDING DERMS, EPRI, June 2018 3-
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|IEEE Std 1547™-2018&EE

IEEE Standard for Interconnection
and Interoperability of Distributed

Energy Resources with Associated
Electric Power Systems Interfaces

r-------_--

Communication
Interface

IEEE Std 1547 was the first of a series of standards developed
by Standards Coordinating Committee 21 on Fuel Cells,
Photovoltaics, Dispersed Generation, and Energy Storage
(SCC21) concerning distributed resources interconnection.
IEEE Std 1547 was amended in 2014 (IEEE Std 1547a™-2014)
in response to a widely expressed need to make changes to
subclauses related to voltage regulation, voltage response to
Area EPS abnormal conditions, and frequency response to
Area EPS abnormal conditions in IEEE Std 1547-2003. The
additional documents in that series are as follows:

1. IEEE Std 1547.1™ [B17] provides conformance
test procedures for equipment interconnecting
distributed energy resources (DER) with
electric power systems (EPS).1

2. |EEE Std 1547.2™ [B18] is an application guide
for IEEE Std 1547.

3. |EEE Std 1547.3™ [B19] provides guidance for
monitoring, information exchange, and control
of DER interconnected with EPS.

| AreaEPs

Power Interface

I ope o EE 4 1547 | e Sl e

distributed resource island systems with EPS.

B S B B BBE BBE BB BBE B e J 5. IEEE Std 1547.6™ [B21] is a recommended
practice for interconnecting DER with electric
distribution secondary networks.

6. |EEE Std 1547.7™ [B22] provides guidance for

Electric Power Systems (EPSs)

23T DD

Jen-Li Liao, ICT Research Lab 23

conducting distribution impact studies for
DER interconnection.
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DER Managing
Entity

- p— .

LA

Metwork Adapters

Metworlks /Maodules

o I N N BN BN BN BN BN

)
!
1
-
]
[)
L

Out of Scope — Communication Metwork Specifics

—— 1547 Interface (mandatory) Other Interfaces (optional)

In Scope — Lacal
DER Interface

Individual DER

DER with System/
Plnt Controller

A A= =

- -

Out of Scope —
Internal DER Specifics

Out of Scope

Protocol Transport Physical layer
IEEE Std 2030.5 (SEP2) TCP/TP Ethernet
IEEE Std 1815 (DNP3) TCP/TP Ethernet
SunSpec Modbus TF PIP Etl]e{]jét

5=[E2018 IEEE 1547 - DER IEC 61850 MMS EXMPPHL 2182 —

IEEE Std 1547™-2018
Control protocol in/out of
scope mapping and List
of eligible protocols

The protocol requirements
set forth in this subclause
apply at the local DER
communication interface. As
illustrated in Figure 4, the
protocols and physical
layers utilized within
communication networks
and within the DER may
differ according to the
network architecture and
technology, and are out of
scone of this standard.118

1% For example. the Area EPS operator may deploy networks that utilize the IEEE 2030.5 protocol even if it is not the native protocol
supported at the local DER communication interface. The standard protocol support requirement does not preclude the use of
additional protocols such as the information model defined by IEC 61850-7-420 [B8] exchanged using IEC 61850-8-1 [B9] or
IEC 61850-8-2 [B10]. or profiles of the IEC 61850-7-420 information model mapped to IEEE Std 1815 (DNP3) or to SunSpec Modbus.

C)25T P e a
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e DER/PV IEC 61850-90- 7114k 7 2 5l i 508
SNL, AIT, and TECNALIA Test-Bed Designs ) e

Laboratories

Certification Protocols for
Fu nCtiOnS in MI-;\‘:;Z;;0”7:;;11.»:1!"7:”.12? @ National . SunSpec,’Sandia Advanced DER Validation Platform S: . .
Laboratories _ - SNL: 3 kW single-phase inverter
Ametek SCPI LabVIEW to python —— Ametek SCPI - AIT: 20 kW three-phase inverter
commands sent Inlerface commands’ commands sant o i i
Jay Johnson over TCPIP Faia Aceyiiskion e over Svar EMB bis - Tecnalia: 5 kKW single-phase inverter
Sandia National Laboratories, Albuquerque, NM, USA pannuesion System with nq“l\'f“drljh . al (IEEE-£88)
LabVIEW Interface Dr.olo.ccll o EUT Communications
Smart Grid International Research Facility D¢ and AC Current and -
Network (SIRFN) Meeting T Voltage Measuraments = SNL: 61 850‘9‘0‘7 over Serlal
B 1 e — = At | -——= | === =
i —— F - - AIT: 61850-90-7 over TCP
. . . | Empro owsomy | ! | interupting 50w - Tecnalia: 61850-90-7 over serial
International Conference on Integration of Renewable and PV Simulator | 5nun|:mln aSIVTTs | | Paarson Gurrent | comtactor 240480V '( .
Distributed Energy Resources (IRED) 200 KW DC Disconnect 1 8D Amplifier | Equipment | Monitor CT110 o Y
Kyoto, Japan Ametek PV . Under Test + T : I I (-\J
yoto, Jap el _4./. A 9 WA— = 1 1 I | 31C Control system
| (V)0 ! | Temonxesz (vj | 180 kva Ametek| = SNLI SunSpec Test Tool (Python)
| Differential Probs = = = = = = = = = == Cboreritl Prshs | Grid simulater | - AIT: Lab Control System (Matlab)
| = i o= - Tecnalia: Master Computer (Python)
|
® NS \_ b J J
Comorson sl curd il of Lo s, oo U5
o /r Austrian Institute of Technology N\ f TECNALIA )
. . Sandia
National 1
Su nSpec—Sa ndla Colla bo ratlon @lummmns PV Arra\r 20VA Grid Test Master Computer NTP
Simulator Client Server |Python) | Tirme
String 1 PV — AC emuation ! Simulator server
= SunSpec has defined Modbus map specifications for DER AIT PYAS3 - — (3L+N) ‘ NTP Time Daemaon Protocol Analyzer ‘
devices so 3" parties can adjust functions/settings. POpY2 |
: i i I
A ! i ~ Do P —— ‘ —— ‘ ‘ PR ‘ ‘ Ethernet Ethernet
rray P i ort Switch
* Sandia and the SunSpec Alliance are collaborating to establish Simulator P Sps PAS30000 b :
tools for verifying IEC 61850-90-7 functions: String 2 Translator Translator
= Works for all SunSpec-compliant PV Inverters (and other devices) AIT PVASE E i Ethernet - GPIB
= Modes of operation: direct manipulation of Modbus registers, 7 HEE T o : ; r—————— 1
python scripting, and interaction via a graphical user interface. 1 b G = = < < a | Py enl ] |
o DAQ System & [ Simulator q:Ip:: nt Line SOAL |
& DEWETRON DEWEEDD 10kw || sensors Tn str Sensors || Emulator 3‘62u;::m |
$ I 125 kw 2 -
Y L 8 | |
Laboratory Control System Ethernat Meter
MatLab {Instrument Cortrol} Fluke 1760

GUI Version of the SunSpec Test Tool - J_Johnson, R. Briindlinger, C. Urrego, R. Alonso, “Collaborative Development Of Automated Advanced Interoperability Certification Test Protocols For PV Smart Grid
19 Integration,” EU PVSEC, Amsterdam, Netherlands, 22-26 Sept, 2014.
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Volt/Var Curve

Task
Utility reguests status
from EUT.

Example settings for
providing % of available vars
=TT gy, O = 50

Step

. A i Voltage-Rising/Falling "

-

'y

Function

D593 — Status Reporting

PV Function Test Example by SNL

Example Function: VVolt/Var (VvVVvi11l)

Test Procedure

Sandia
f"l National _
Laboratories
Notes:

Log time sent_

Utility receives response
to the command.

Laog time recenned.

ODwerexcited

Utility issues a Volt™/ar
3 W11 Command to EUT.

\VARs Generated

Undereccited

W — Wolt™ar

Log time sent.

Command may include the

following parameters:

- Reqgquested ramp rate
(optonal)

- timeout period
(optional)

Communication

Utility receives response
to the command.

Expected response message:

- Successiul
- Rejected (includes
reasomn)

If Success responss
received, werify
command was
successiully execubed by
varyirng the voltage
profile according to Tabkle
AB-2 and Figure AG-2,
using the grid simmulator.

Sinary. 1

Repeat test with varying
parameters as described
in Table AG-2. Each test
should be repeated until
behawvior of the EUT is
reasonably understood.
Test the time out pericd
by rerunning the test
profile in Figurs AG-2.

Electrical Behavior

D583 Request
W1l Parameter Setd
D593 Renuast
WLl Parasvester Set 2
D593 Request
WLl Parasyester Set 3

Characterize EUT's
response.

Analysis

108
106 T
104
102

-
=
o

a8
96
i
o2

Voltage (% Nominal)

100

Monitor and record electrical
output of ELIT.

- Woltage
- Active power
- Reactive power

150
Time [seconds)

200 30D

Dretermine if command was
executed cormmecthy_

D583 Request
WWll Parameter St 4

4

7NN
&2

&z
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RIS OpenFMB Framework

End Ftoints Lower Tiers. Nodes Middle Tier Nodes Higher Tier Node
Devices (e.g. grid) (e.g. substation) Central Office
L——] I=——1] — | —) =———1 = =1 = L— = L—1 ==

(Utility Datacenter)
I Breaker Battery
Relay Inverter

Smart
Meter @ c12
l Legacy Protocol T
Adapter \ - +

Line
Sensor DNP I Common Data
Model Profile(s)
OpenFMB
\ protocol /

/

SCADA

Common Data
Model Profile(s)
\ protocol /

Capacitor '
Bank Leeacy Protocol ) Y e L
egacy Protocol |} SN - 0 o U
.- Ds F
[\ Legend
Solar PV I @) Legacy Protocol Translation
Inverter OpenFMB [ @) Common Semantic Model
protocol @) Open FMB loT Protocol
Vv iE i I <«—— Client/Server Polling
irtua irewa S LR » Pub/Sub Messagin
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OpenFMBEZIEC 618507

_ ™ : a HITACHI
Whatis OpenFMB? ]l-slpnztt\h(e:m What does the OpenFMB™ architecture look like? Inspire the Next

Whatitis: What it isn't
' Aframework v Atechnolo Field

' Business Case/ Use Gasefs)/ Modelng/ lgy Things Layer Device

Implementafion v Asemantic model standard
v Disfributed intelligent nodes interacting with one another A | d d A | '[ Adapt
. w .
» A North American Energy Standards Board protocol standar ptlca Ion APP"CE‘“OPS (Fleld and e, Modbis D:’P% ?\Esa 612, [ 61660
(NAESB) stancard (RMQ 26) v Acompetiive standard to IEC 61850, ayer Enterprise/Cloud) CoAP, Others)
e 61968170, MuliSpeak® Interface OpenFMB™ Interface Layer
o : Layer (Data Models and Profiles, Security, Configurations/Rules, Interaction Patterns)

v Uses loT standard communicatons protocols ~~ * Client/Server _ Other PubiSub

 PublishiSubscrbe (PublSub) ' Deviceiven Middleware AMGP DDS MQTT XMPP Viddieware
v Use-case and data-criven Layer

Clients

v Secure

Source : Open Field Message Bus (OpenFMBTM) Overview, Stuart McCafferty VP,

OpenFMB - DiStributed Inte”igence EnergyloT Hitachi Americas, Ltd. Co-Chair, SGIP OpenFMB Priority Action Plan

@ Hitachi America, Ltd. 2016. All rights reserved. 4

@ Hitachi America, Ltd. 2016, All ights reserved. 3
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BEREH

Station Automation

SAEDER#ESGHEA LECER

Smart Grid / Market Use Cases

Requirements

NMumber of
devices

Up to 100 devices per substation

1.000 — 10.000.000 devices Iin
systems

Number of
data points

> 1000 DP per device

Ca. 10-100 DP per device

Engineering

Static, seldom changes

Dynamic system management

Real time
Performance

In miliseconds

In seconds / minutes

Communication

Local, homogeneous (LAN,

Heterogeneous

Structures Ethernet) (FAN, NAN, WAN)
Networks Private Private and public
communication networks communication networks
Role based access control End-to-End Authentication and
Security Confidentiality, RBAC, no open

(RBAC)

interface ports at device

AN
N

23T DD
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BEREH

I EC B

®

TECHNICAL
REPORT

IEC/TR 61850-80-3£1%/
HEJIEC 61850-8-23 &R
e B B8R

IEC TR 61850-80-3

Edition 1.0 2015-11

I SCSM techaical descrption

Technology assessment and choxce
XMPP overvew

Poinciples

Address scheme

Scalabdty and redundancy

124 Server lederaton

Manza exampie

Presence mondonng
LOmMunecation stack overview
Definibon of the XML payload
Transport of XML payloads over XMPP

Mappng over XMPP overview

BEIIEC 61850-80-3 (TR) B2

IEC 61850-80-3 %= %l

> XMPP

>1EC 62541 (OPC UA)

» IEC 61400-25-4 Annex A
» XML over WebSocket

> DPWS

> REST

> ACSI XML

Communication networks and systems for power utility automation -

Part 80-3: Mapping to web protocols — Requirements and technical choices

D) 2EZ T D w3

Jen-Li Liao, ICT Research Lab

-MQTT: a

XMPP Z2BRIE—E#HMAIEC 61850/62746/623511 84 ZIOT

IOT Protocol Overview

rotocol for collecting device data and
communicating it to servers (D2S)

- XMPP: a protocol best for connecting devices to

people, a special case of the D2S pattern, since
people are connected to the servers

- DDS: a fast bus for integrating intelligent

machines (D2D)

- AMQP: a queuing system desighed to connect

servers to each other (525)
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TC 57

Stage

PR
AW
1CD
ACDNW
TCDwW

CCDMW

PRWC
AFDIS

TFDIS
DECFDIS
RFDIS
CFDIS
PRWD
APUB
BFPUB
PPUB

WG 17

Document

5TMM181/NP
57M221/BRWN

57M583/CD

57M1B42/CC

57M11833/CDWV

57M1903/BEVC

572020/FDIS

SYR2039/RVD

|EC 61850-8-2 (1S)1%

XMPP 2B RIE—E#HAMAIEC 61850/62746/623511R% 210T

B. Bony

Downloads

L= 434 kB
+£=1 234 kB

<= 5019 kB

A~ 319 kB
A= 4080 kB
S=| 507 KB
™ | 54 kB
A= 276 kB

D) 2EZ T D w3

BFUB 2012-10

Decision Date

2011-10-07

2012-03-09

2015-06-05

2015-11-06

2017-01-13

2017-03-03

2017-05-265

2017-07-21

2018-04-12
2018-05-24
2012-06-04
2018-07-13
2018-08-24
2018-08-31
20138-08-21

2020

Target Date

2012-02
2015-02
2015-10
2016-11

2017-03

2017-05
2017-09

2017-12
2018-0%
2018-06

2018-08

NG

IEC 61850-8-2 ED1

Communication networks and systems for powe
utility automation - Part 8-2: Specific
communication service mapping (SCSM) -
Mapping to Extensible Messaging Presence
Protocol (XMPP)

Associated Documents:
57/1585/INF

2= 1561 kKB
57M1584/DTR

4= 2952 kB
SMB/MSESTODL
£~ 471 kB
SMB/S34T/DL
£=1221 kB
SMB/MS256/DL
+£=1186 kB
SMB/MEE1/DL
=348 kB

IEC 61850-8-2ABMR D pEREMEZERE

2018-08 EE'jJ EEEEEEJQHHIJ: lttﬁﬂﬁ(Part)*“-%niiﬁ
ois00 TG NIEBERFRERNESEHERNEZER/ER
201200 4 FIEFAZEIR -

2012-10

Jen-Li Liao, ICT Research Lab

TPRI



— » XMPP5t
BEREH

IEC TCS57 Communication Standards

IEC 60870-6 TASE.2 (ICCP)

IEC 60870-5-104 & DNP3

IEC 60870-5-101 & Serial
DNP3

IEC 61850 GOOSE and SV

IEC 61850 over MMS

IEC 61850-8-2 MMS over
XMPP

IEC 62351-1: Infroduction

IEC 62351-2: Glossary

IEC 62351-3: Profiles
including TCP/IP

IEC 62351-4: Profiles
including MMS

and Derivates

IEC 62351-5: IEC 60870-5

IEC 62351-6: IEC 61850
Profiles

IEC 61970 & IEC 61968 CIM

o

IOT#: B RIE#IEC 61850/62746/623511F 41 A

IEC 62351 Security Standards

i

|EC 62351-11: Security

for XML Files

IEC 62351-7: Objects for

Network Management

|EC 62351-8: Role based

Access Control (RBAC)

IEC 62351-9:
Key Management

IEC 62351-10: Security architecture guidelines for TC 57 systems

IEC 62351-12: : Resilience and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications

ET P A

Jen-Li Liao, ICT Research Lab
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BEFIEG) IOT#: it BB E#IEC 61850/62746/623511F %4 A

« 62746 Ed.1: Systems Interface between Customer Energy Management System and the
Power Management System

— 62746-1 Overview (include Glossary)
— TR 62746-2 Use Cases and Requirements
— TS 62746-3 Architecture
— 62746-4 Data Model
— 62746-5 Service interface to customer system
— 62746-10 Mapping
— 62746-10-1 PAS OpenADR 2.0b
— 62746-10-2 CIM compliant Mapping to XMPP
« Message content and exchange patterns
« Message transport and services
« Security
« Availability, redundancy
« Profiles, Interoperability
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nmrEn IEC 61850 DERTHEATR £
IEC 61850 1

EC 61850-90-7 O
EC 61850-90-8 O

EC 61850-90-9 O

nject moo
nject moc

nject moo

e
e

e

EC 61850-7-420 Basic communication structure — DER logical Nodes
EC 61850-90-6 Using IEC 61850 for DAS

s for inverter based applications
for electric mobility

s for electrical energy storage systems

EC 61850-90-10 Modeling of schedules in IEC 61850

EC 61850-90-15 DER Grid Integration using IEC 61850

EC 61850-80-3 Requirement analysis for mapping to Web Protocols

EC 61850-80-4 COSEM object model (IEC 62056) to the IEC 61850 data model
EC 61850-80-5 Mapping information IEC 61850 and IEC 61158-6 (Modbus)
EC 61850-8-2 SCSM mappings to XMPP

* DNP Application Note AN2013-001 : DNP3 Profile for Advanced Photovoltaic Generation and Storage

) 2E T D
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A Functions are Mapped into Open Protocols

© 2015 Electric Power Research Institute, Inc.

SUNSPEC
IEC 61850 MMS and e i S Modbus

Web Services X)\|PP

SunSpec Alliance Interoperability Specification

Common Elements

SunSpec Alllance Common Elements Workgroup
John Blair, John Nunneley, Karl Lambert, Pat Agamasky, Ronnie Pettarson

Version 1.0

@ @ ‘l\i. ianc;a I DNP Application Note AN2013-001

Crlr Eaadod

lEEEO Proeseat DNP3 Profile
IEEE P2030.5 for Advanced Photovoltaic
Generation and Storage

Smart Energy Profile
1 Introduction

Thes Gocusnewt doscribes 3 stamdsed data poun Coufignuaaon. st of peotecal sarvices and scitingn — 3l
Knomm 3 2 peeafily - for Conmmmuioating Wl photovolie (1'V) poncTaniom st sTOOmREC AV Wing
S E P 2 DNP2X  The purpose of dcfiung thes prodile s 1o muke 1t casier %0 astoyconnect the DNFS oaeors sl

OURSTRIons et s asad 1o Soumrol saacls vy stcan

Thos Gocwmnent 15 an spplicanion Bole. IcanEa i1 docs Dot specafy any changes % e DINPS wrasised a1
all. ot mcrely Sescrides bow b use DNPS for a pascula prapose. B s boweves, noended w0 be an
sreyopersiality standant for those winlung 10 buidd and specaly PV gooerafoon Mad vioesge Sy sfomms
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BEAZRG

DNP3 Photovoltaic Profile

DNP3 Photovoltaic Profile|

Official DNP3 Application Note

Published on DNP Users Group web site

Specifies required protocol Options
Mapping to the DER smart inverter functions
Mapping to IEC 61850-90-7 Object Model

223 Binary Impats

Table 4 lisexs the binary input points o be used in the DNP3 Profile for Photovoltaic Gepnemtion and Storage Systems. Table 5 specifies the options to be used
by cutstattons in reporting thess points

Minimum points list
Std. data formats

b
Distributed

Network
Protocol
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£ Tabibe 4 — Binary lngul Points List
BEC GE1B5D
m: Mame | Description Eﬁ&? l::hn:‘?]:hs;n;? Nam'fletu:l;“?l B L i s onject o
Class Imst

o Mode of operation— limibed Watls Disablaed Enabisd OoPid | = Cphiodi®ilim SPC
1 Mode of operation— fixed powerfacior Dizaklad Enabled D Fr El CphodPFFANg SPEC
2 Mode of operston— chargedsschangerabe Dz ssled Enablad DoF | aa | opMootiRe SPC
e Slart PW generalion il Stared DORCC 1 DERSIT SR
4 Stog PW gaeneraticn Hun Slhoppad ORGC 1 DERSIOp SPC
5 Set aubormatic mods Mot Ao Ao DRCC 1 AutolianC SPC
L Set localfremoie coninol mode Remote Local ODRCC 1 LocRamTH SFC
w P ayaiem is in aubamatic mode Mot-fuba Aarbe ORCE 1 Sutallan SRS
a Pria generaling and conneched Full On-Conneched ORC= 1 ModsOnConn =1 2a=1
0 P is generating and availabla for conneclion HMull On-MHot-Connected ORCS 1 ModOinsAsyal SF5
0 F% iz off bul available lostart generabng 5 FHull Oif-Awailakie DRGE 1 MooCHf &owal SFS
11 F%w 13 off and not avallable o start generatng 3 rHul CAT-fNok-Swall abl e DORCS 1 ModOaTiJnaw SFS
12 AR manzgaement capability 3 Mo WAR Mgmt VAR Mgt Avallable ORCS 1 MomAr SFS
13 Inserer active power outpultoo high 1 Mormal Alarm LT A ] TonN range Pl
14 Imrar active powar oufputtod Iow 1 Marmal Alarm PANTEI 1 ToflW ranos Lk
15 Inverar reaclive oulpud too high 1 MHMormal Alarm PRAZ 1 TolWar range Pl

Irrverier reachive outpud oo love 1 MHormal Alarm PARLEL |1 TolWArrange P
17 Current oupUt Irequency’ 1 Mormal Alarm rArAELY |1 Hzrange ol
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=n=i AN2013-001 DNP3 profile €18
> RER TPV R 45 HFIIEC 61850-7-420 B I8 7

> DNP3 8112 8551 5 15245 (B85 4 FERIIEC 61850478

>DNP3R#35ZR ( BIINEEUAS - MG FIREZ=S] ) E1E
EC TR 61850-90-7F1EPRI Common Functions for Smart

nverters X {4+ R ENFIETIEE

>MEBIERTEMHER (PICS) XRE
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current
measurement

u

OF

S E){CAEIEIE M

transformers

U{tE# IE\

14— 1R ED

HE &

REIRNEIF AV G di= e

2H(LN-DO-Attribute)2R 3%

|| || |
circuit breaker disconnector _IED -
(can break (can’t be switched Line Dl_st.
short-circuit under load) Protection
current)
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- 56 - 61850-7-4 © |IEC:2010(E)
Overview: Logical Devices and Logical Nodes for Distributed Energy Resource (DER) Systems
MMET class
BERUT e _— DER Plant Electrical Data object Common Explanation T| M/O/
i e ni ntroller |[—— . .
- ontrofle - — Connection Point (ECP) name data class c
~ DRCT, DRCS, DRCC, FSEQ, =~ LNName The name shall be composed of the class name, the LN-Prefix and LN-
MMXU \ DCRP, DOPA, DOPR, DOPM, Instance-1D according to IEC 61850-7-2, Clause 22.
V/ P 1 DPST, DECT, DSCC, DSCH, _
Recip Engine DCIP / CSWI, XCBR, MMXU Data objects
Fuel Cell DFCL, DSTK, DFPM Measured and metered values
Photovoltaics DPVM, DPVA, DPVC, DTRC i
ombined Heat and Power DCHC, DCTS, DCHE DGEN, zwer, b e EnvTmp Mv Ambient temperature ©
DREX, DRAT, Aﬁ;"g’c CSWi; * WetBIbTmp MV Wet bulb temperature (0]
Energy DEXC,  DRAZ XCBR MMTR
LT DSFC DCST RSYN 00 L G CSWI CloudCvr MV Cloud cover level o
B Generator (l:J.ER.t \ XCBR EnvHum MV Humidity o]
weuLl prLv xciter Unit H Circui —
Breaker . Utility Electric Power DewPt MV Dew point (o]
Fuel Sturgge . AAL Circuit System
System Device L7 Breaker Dfflnsol MV Diffuse insolation o]
N
7BAT|zBTC / N w Dctinsol MV Direct normal insolation o
: ~ PBRO
Battery N ) PBTC DIDur MV Daylight duration (time elapsed between sunrise and sunset o]
MMXU ~ i
System —( DER Protective PTUF | Generation : : :
Power System Relaying pTOF | Protection Horlnsol MV Total horizontal insolation o]
Measurements 4 ; _ _ ; -
» e HorWdDir MV Horizontal wind direction o]
Physical Measurements \‘ L - -
Load Circuit Local Load HorWdSpd Y\ Horizontal wind speed 0
STMP MPRS MHET \Af | Breaker(s) [T FoeAIROaS
| Temperature | | TS ‘ | - | e VerWdDir MV Vertical wind direction o}
XCBR VerWdSpd MV Vertical wind speed o]
Wil SVER MENY WdGustSpd MV Wind t d o}
ustSp: ind gust spee
| Flow | | Vibration | | Emission | MMTR ~ Station
—_— Service EnvPres MV Barometric pressure o]
RFll MV Rainfall o
Meteorological }
g IEC 61850-7-420 Logical Node Classes SnwDen MV Density of snowfall o
IEC 81850-7-4 Logical Node Classes
SnwTmp MV Temperature of snowfall @]
E”e{%y ?gge{m’;"{“”g"ﬂ;’mmﬁ‘ " Storage Device = Battery, Pumped Converter = DC to AC, SnwCvr MV Snow cover o
REINELT | PRUOURLELD Etiditrh Dot Hydro, Superconducting Magnetic fraquency conversion, voltage
%”’"’:’)95'!_9’9;9’ generafors, Energy Storage, Flywheels, Micro- level conversion SnwFll MV Snowfall o
ombustion Turbines ;
flywheels Auxiliaries = Baffery. Euel.Call IEC 10308 SnwEq MV Water equivalent of snowfall o}

23T DD
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IR Relation between IEC 61850-5 and IEC 61850-7-4 for
metering and measurement LNs

Defined in Modelled in
Functionality IEC 61850-5 | IEC 61850-7-4 Comments
by LN by LN
MMXU Three-phase version
Measurement MMXU MMXN Non-phase-related version (single phase)
MMDC DC-related version
VMMTR Metering (three-phase values)
Metering (single-phase values
Metering (three-phase) MMTR MMTN | 9l g .p )
MSTA Metering (statistics) — obsolete, moved to
annex
MHAI Three-phase version
Harmonics and interharmonics MHAI
MHAN Non-phase-related version (single phase)
MENV Environmental data objects
Environmental measurement MENV
MMET Meteorological data objects

) 2 FZ T D w5
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SIEMENS

Security Relations of DER Integration

Trust relations

DER resource (ZXMPFPPFP client on
IECE&61850 server) belongs to DER
IEC 61850 IEC 61850 owner
Servey Client

<=

IEC 61850 Cliemg.
XMPP Client - XMPP Client DER control (ZMPPF client on IEC
= g o 61850 client'server) incl. control center
) l ] belongs to DNO
Operation AMPP server may belong to DNOC or
level - 3rd party service provider
Cf—— { Resulting reguirements
C--_ Authentication
N . End-to-middle between XMPFPF client
Loads, TTF . S and server or between XMPP servers
Generators | End-to-end authentication betweeaen
\r’ IEC 61850 client and server instances
Integrity protection between all
@l instances
Confidentiality protection between
IEC 61850 Server IEC 61850 Server . .
XMPP Client Eﬂglpﬁﬁglsiﬁr XMPP Client IEC 61850 client and server instanceaes
r -_‘ J‘
S <~ » Hop-to-Hop

“<—= End-to-End multicast
Dawidczak /f EM EA PRO D

Bad %7
Lx L L B = “<—> End-to-End unicast
X 1

Page 10 2015-04-14
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swR DERFERXMPP 2=-KONCAR

IEC 61850-8-2- SCSM mappings to XMPP

Control Center - DSO
Control Center - TSO (SCADA/DMS/OMS/GIS)

- Secure DER integration (SCADA/EMS/MMS)

L e——)
—— — Business a pplications
. - E < E E . (ERP/EAM/AMI/CIS)
- Authentication oK - - e
IEC 61850 Server / IEC 61850 Server / '
XMPP Client

° | nteg nty XMPP Client
IEC 61850 Server/
mil XMPP Client

- Confidentiality
e Mandatory TLS support
® IEC 62351 ed2 IEC 61850 Server /

XMPP Client

% IEC 61850 Server /
XMPP Client

Solar panels

T&T‘ﬂ%

Wind Power Plants

EC 61850 Server /
QB i
— ‘

Virtual Power Plants
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For the OpenADR2.0b and IEC61850, the position of the client and server to the upper and lower layers is reversed and installation into the same device is very difficult. We analyzed the
behavior of the applications installed separately and rearranged the common factors

m API call/Callback S  : Bxacute module

——= Handler call
—s - - - - Handler response

rnunicati?‘

XMPP c PP communication
i library [le) =1 o A T A e .
. . - Report, .
XMPPfcommuniZation Ser\ncel /\Fﬁeply %epoﬂ Service mneply mcont rol, XM communigation
librar redq. abort libra
. : Report, i eport,
Service i Reply | control! 1 Reply ntrol,
redq. T ‘rabort I ECS 50 '- ort

com

unication server

IEG61850

commpnication :

Lserver

communication library

OpenAé R2.0b

cormimu

ication libr.

\/

Commdn data ac-ess
library

Corfnmon data
libriary

OperfADR2.0b i

Report,
Raply control,

abort 1

Service ' Reply |Regort
i req. i

OpenADRZ2.0b
client application

IEC&61850
client application

Commo data acc ess

C mon datalaccess :
library ;

i ; libgary

IEC61850
service application

OpenADR2.0b

service application . 44 ‘ MEIDEN REVIEW Series No.169 2017 No.1
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Abstract

It 15 expected that mteractions among electric power utilities and ther customers will
progress according to merease of renewable energy resources such as photovoltaic generation
systems connected to distribution systems and expansion of mtroduction of demand-side
systems for advanced metering mfrastructure and demand response. The progress will
accelerate digitalization of the utilities. ICT for the exchange of various mformation among
the utilities and their customers will play an important role for creation of added value by the
digitalization. So 1t 15 important to facilitate mformation exchange among systems. On the
other hand, IEC 61850, IEC 62056 and OpenADR are mdispensable standards for each
communication i the systems. To realize the interaction among these systems, 1t is necessary
to apply and integrate these standards properly. As Extensible Message and Presence Protocol
(XMPP) has a possibility to be applied to and mtegrate these communications, we proposed a
communication platform based on XMPP as the data transmission protocol. The platform
involves common application programming interface (API) for XMPP messages. Each data of
application protocols 1s assembled to XMPP message so the platform can handle every
communication protocols defined m the standards without concerning the difference of the
protocols.

We developed an experimental system mcorporating the common API and application
programs which mclude programs for the communication i IEC 61850 protocol between
master and field controller of distribution automation application. The results of the
experiment shows that the function of the platform worked properly. We also measured
communication performance with generic computer equipment and communication line then
confirmed the applicability of the platform for the distribution automation application.
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