SChE HH

45 7% AR

#Hx B FERBAIIIS8A2H

XTI B “‘”111300065505)%
R R R o
e 38,456,
#
|
|
|
|
|
|
|
| TE5 A0S TEHBEMETERHEETR
| CEFEE
% G )?E M E B —%&%‘ e E
: AEFEE TEHE/ERMGE R
)

| b
| 155%%
|

11130006552-1.pdf

SE3H > H£37H

AR

Gic]

i
GEGEE

N

i

21

—3-

ry
x>
A
w
L~

\
U

” =Y "%

U

S

Bal

§ 0O

*é@w&wﬁﬁJ

- Rusp A ’IE
émw&mﬂﬁJ

>

v

l——,‘\‘
{
i
[

7
- *—"’%

1=

ST

4

i -

» 3t A

(@w

1113051534-00-01

& EFEAZ AN - 55 3 H /437 H (230 37 H)

1113051534




SCh SR ¢ 1113051534

THERETRE T MR DRA B &

LEGHEHTLALTH

B 1 % &% & (Electric Vehicle, EV) {2 E 2 /A RKEHEFER » £ F
E & 24t E % #H(Electric Vehicle Supply Equipment, EVSE) A & &)
BRME N EE B E RXH S E W (Charge Point Operators, CPO)
HEERETHEHEXHBIAE  EETLH&EHFEALTE - WA
TAHFEHEERAEAETE S BLE & %4 & & (Distribution Sys-
tem Operators, DSO)A B AR EHEBBE R T HRAET N AE  #EHE
HEHEIBLRZIELEY T RAERBIEIGHRIERL > URLHK
THEACE  BERATTRIIGNRE S FRAEATEN DM
# -

(N

T cRO ; DEQ

B1EHEHTAALAARETEH

m
B

N 111111

GBS AE R H e g 019340001
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2. B A 0 E

ARBREZBARAEE LR | FHEHEHEXRH - AEB N BR
TREAMNTAT  BFEALXELAERL{TAHAZEH IR ETRHR
AEBLAMNN GBI EBRL2>ER A BEREAZTHEA App
AL E IR A H(EL4 CPO ARE ~ DSO AR E A AHIEH 5)R I
BEAKE -
AR REARETHENRLLER B AR EHEHLTRHEEA
A#ERREHHEEN 5 (DERLE - Qa2 Q)b
EH - DBRRE -O)F &R mRERNTE UEREEHEH
TERBZERRE -

3.5 A&

TR 2IRI S 0 ARLMRET] A48 S 0 A i F 4y
B2 A IR A 0 R e B8 % X 2 R IR R (G S AEAT53T) ©

CNS 62351-2 ENAAPERMWB T AIB-FTHRBAE
-F 23 AK

IEC 62351-5: Power Systems Management and Associated

2013 Information Exchange — Data and Communi-

cations Security — Part 5: Security for IEC
60870-5 and Derivatives

IEC 62351-7 : Power Systems Management and Associated
2017 Information Exchange — Data and Communi-

cations Security — Part 7: Network and Sys-
tem Management (NSM) Data Object Models

IEC 62351-9 : Power systems Management and Associated
2017 Information Exchange — Data and Communi-

SESH > H37H
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IEC 62443-3-3
2013

CNS 62443-4-1

IEC 62443-4-2
2019

ENCS EV-301 :
2019

FIPS PUB 140-2
Annex A : 2021

NIST SP 800-52
Revision 2 : 2019

NIST 800-140C :
2021

NIST 800-131A
2019

UL 2900-1 : 2017

SR ¢ 1113051534

cations Security — Part 9: Cyber Security Key
Management for Power System Equipment

Industrial Communication Networks — Net-
work and System Security — Part 3-3: System
Security Requirements and Security Levels

ITEXAHCREFAKZIRENE - F 4-1 3¢
ESHBEAGARZ RS R RFAR

Security for Industrial Automation and Con-
trol Systems — Part 4-2: Technical Security
Requirements for IACS Components

EV Charging Systems Security Requirements

Security Requirements for
Modules

Cryptographic

Guidelines for the Selection, Configuration,
and Use of Transport Layer Security (TLS)
Implementations

CMVP Approved Security Functions

Transitioning the Use of Cryptographic Algo-
rithms and Key Lengths

Network-
: General Re-

Software Cybersecurity for
Connectable Products, Part 1

quirements

F6H > H37H

& EFAZ AN - 55 6 H /437 H (2230 37 H)




SCh SR ¢ 1113051534

4. MEREE

4.1 €% £ (Electric Vehicles, EVs)
HAEBRIER  HaTALAEETEL BB ETL - KHAT AT %
H T ARBRENZEHR  FAHAXZRZHHAZEHE -

4.2 % % % E3(EV Charging Station)
REAEEBZEH IR T RXHEHNTEN Y

4.3 E&HEHEXH(EV Supply Equipment, EVSE)
REEZASHE BREXETRAEAEIMBEEEARBEREEALZES L
ITREZ B R EBHHAS -
4.4 %@]ﬁ?‘}'ﬁ’% % #,(EV Charging System)

TEWZAOEEH AR ERABRARATENZERYEH LR
EAE B T AE ©

4.5 R AR EHE X E(AC EV Charging Station)
HEEHEIREZEHELEN -

4.6 TR EEH LT XHBACEV Supply Equipment)

HEEHEXAETZEH L HEERE BEBAZHEETRAL 1,000
Vac A F o

4.7 A EH E £ Ex(DC EV Charging Station)
HEEHELARTZEHELALTH -

4.8 AR EEH EH T %A (DC EV Supply Equipment)

HREEHELEATXEH L H T ARG EEBEHEETRAL 1,500
Vdc LA TF -

4.9 4 % %F (Authenticator)
FA AR SRR & o 2 K ik o 4o i@ 4T A5 (password) ~ 35 & B JE A F

FETH > H£37H
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%
= o

4.10 T 4 T % B B EH(Charge Point Operators, CPO)
ZHARTETH EHEXHBZIES -

4.11 £, E(Charging)
FAHEH I AREANEEEABRBEERR/RE R E XA DA
LA FE £ 4t e RESS & fE -

4.12 % #% 2 # (Cipher Suite)
1% 35 18 A 74 4 18 8 (Secure Sockets Layer / Transport Layer Se-
curity, SSL/TLS) EF AW AR XX Z — A7 REMHKF - 4 ¢
G o B~ m®E - H A 42 5] 25 (Message Authentication Code,

MAC)AR &4 X EHE % -

4.13 £ E 5 HE AR E®E E(Common Vulnerabilities and Expo-
sures, CVE)

B £ W IE% # 484, MITRE Corporation #7/§ 2 National Cyberse-
curity FFRDC P 84 ¥t o8 2 485 —F ML LM%
BFMERLTPTLRTU T E—LBBHEE -

4.14 £ F)RE 55 % % 4 (Common Vulnerability Scoring

System, CVSS)

REMR MBI M 2B BABEETIsZA K BERBLAH#
#EXBWMAE B ¢ & HA % (National Infrastructure Advisory Coun-
cil, NIAC)#4 4 » LB EBR EMNR2FHE S @ (Forum of
Incident Response and Security Teams, FIRST)$2 1 &9 A% 55 P& 3% &
A% D ERBREBEORBMARERETFS)  BAAE 3.1
PR o

4.15 ra Er AR 7% 2 # (Denial-of-Service Attack, DoS Attack)
EERERALKOEBR I EETREE » TRIRGEY oF & B 47 1k >

E8H > 37H
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FAERE BERLEHER B 1 kK E(Flooding) »

4.16

5. E A 4 42 E % (Distribution System Operators, DSO)
UAAREEBRERIUXENALE  RHEHEHREXHLTAX
4.17 A xu3% 4#) 35 (Local Controller)
ZREH IR ERGHENEHN T BAREBEGELATHNTAE
4.18 F#A X £ E 2 £(Open Charge Point Protocol, OCPP)
—HEHEETARBEAZLMEE A KL S CPO AR E ~ DSO £

IS N

MBERAMEFRZIMGERABERHR T BARERETELRLR %)

THRAALEHWEH LR TRBAME S
4.19 iﬁﬁ&%(Password)

B EREERAARAUEBIERE T 5 z?ﬁ:$ C BIE

AMBEEERNNERLERES > B FRIBRES ~ B @R RFEIRRE

B A o

4.20 /8 A & #(Personally Identifiable Information)
RITEATHBREELE  F246F 1 RTRBABRAZINSL - B AF
AB ~BRE-ESL— %I - ERIEH -~ 58 - - B~ i

HE ~BRE--RE - Bk S HAESRERE - LEATH
BMEFX - MBEHEN A EZHREAFAXEERMEST X B =
B AZEF -

4.21 F % L ¥ (Replay Attack)
F— AR EF R EREREARBELTHENEH M T K -

4.22 R M F A (Sensitive Data)
FERBFTRUYEALERBEZEN A ERRNEAZTH -

SEOH > H37H
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WATHE - AR EREE - WEETHKRERAZTAMEEXRHAR
HEmBraE gy EaEe -

s
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RAMBABTARSER

50 %242%%
ABFHRBLOLLEHEELERBIETRERLEL 28T E - HEEHN -
BUMEEL UARGENARERFZEEED > WHL T

(a)ﬁ‘é‘:‘é%"t CTHEEERENERNIEBEA —EHELEN > &8
G HRBMERL o EE R TR E LI R e R R A IR
%z I%"'gii ’ L/(Fx’ﬂ&@%@k I%"'g @/\’f’i"’ LN ‘H‘QIJRFA

(b)) ##%d ALK REN a2 B®YkE THRER
By AR B L F -
COBBEN  EHEHRTRBIRRAENRES - AEHRAR

ZAWH  THEMTRBXFELRL  BRAEKX R A
HZzEHNE TREHBRAHZEMNLEEWH# -

(BRRL EHEEERBEAFRIENEEALHREZLY
O BPEREEIAEIARZ - THEHL TR HIAMERTC K
EEBFAZEHE HERABRENZRE > TEMERE > AHER

' WM D o

(&) A AREMINRE HERTHFREHEREXHEN G
ARSI ~ BRI AEAE o URERETHAMMAS > AR
mEASTENG  BAWLE > BEHG-IHHEEN  UAHILEA
BERBRABKRMEZ BTN REATHR DA -

52 8BMEDER
ABWAEBRLATAL L ERERRDAAMET AR S K ~ (2)
BWERBERAEGLAEET A 1B 28 | BZFAHREAEH L
BOZBMERET  FTRARAZIABITAXIBENERZIE EXERTA
2 BRATBEAE LE BB AT RIAREITE - HRNE AL L2 ERZ
WER > IR K] o
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A1 EHEAERERHET AR ERAA

4
A

B PS

e w9 %

ok oo 2 RAER G - A B e Exmx AR E R
L& | 2ABTHIARLERPE 22K -
RZEEAHARITH -

HIEEEEABRZIART |THEEERBIEHEET N

2 % \
% - ZEEEK -

5.4

ReEHBEAE R
ZEBBRRERE2HAT I MARSEG &8 (DERL
QDAL RE Q)R EHN (DB REE - O)F v &N ML
BARE2 D F2MARSER  GERE | MR 2HBRTIHER
22R B3 MARLERER  BREE O HAAETRNE - & F
MR RERBBZRERLEREBHRBRE  TENHEA -

BRERBRAT X
BERKEERZEH IR ERBAERMRAN > FHELARKELR R
HERRBEZARME - HBHRAARBEZIEEETNR > AHHKRE
FERX ot — HHEHEREIBH LT R RZRARA T X » o
i R =) i

F12H > H37TH
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0

ey
ZalE S B i #;fk =
! 1@ | '@&
611 ERATBREIMEEL]| 6.1.1.1 v %
6.1 FHZ2 6.1.2.1 \Y \Y
o im 12,
6.1.2 B ik B B4k 155 v v
N 6211 % %
6.2.1 % # 3% 1k 6212 v v
6221 % %
6222 %
. 22,
6.9 % 45 2 6.2.2 F4 8% 6273 v v
6224 %
, 6231 % v
623 F¥ A 49 EIBIRFS 6232 v
6.2.4 BLR T Ry 6.2.4.1 \Y/
6311 % %
63.1 2 ¥ %2 63.1.2 % vV
6.3 &y 8% B 3 63.13 vV
632 % o1k 6321 % %
2L XE 6.3.2.2 v %
6411 % %
L 6.4.1.2 %
6.4.1 %8 % #Hi% 3 S .
6.4 18 29 2 L
6.4.14 % %
s s 6421 % v
6.4.2 8L B R HEEAF 6420 v
6511 % %
6512 v v
6513 % v
o 51
6.5.1 & 545l 6514 v
6.5 F bR 6.5.1.5 \Y%
- 6.5.1.6 v
%A% M) 2 A _ o
* Tl6s52Mp Em 6521 v %
6531 % %
6.5.3 5 EE % 6.5.3.2 A% \%
6.5.33 %
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6. TRRXLEER
AGHERAEHERETRXBALIRA LSS RERRY T EH
BEABREAOAG PHAT AR LAAE R -

6.1 M ZL

6.1.1 F# N @& -NMeBK
6111 EHEREXBRBEAFEA NN E@EF T EL S

6.1.2 Bk F R4 A4F

6121 WA HEH ST RBZTRBHETHRETRHZRE -
6122 EHEMERBEABBE LS BHREREEFTREHMAZ L
& o

6.2 A% BE

B & R gl
6211 EHIMEXHRBEMERETZRA LK -
6212 FLH PR ERBESLBRDE ZHEME -

6.2.2 F4 B3

2QIEHELERBRA RSB LLEFL -

22 EH P M TR BRI E R AREBHE IR

6223 FH 2 ERMHEEHEFRERE S HAH -

6224 EHFIHERXBHRACALEFTBARLSFHT  BEHEXHE
LA ORORTELERBRET - FLEREERHEREH
WEME -

6.2.31F £ A 9L B R F5
6231 EHEHERBIFEALAERRYE  FTRERFLALBRBARH L
BRI BT AR T R FMEEN CVE B FE GG HF
SA % CVSS ¥ MAZ »HIFLE 7T U ERBRERER T

Fl4H > H37TH
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% & (High) s £ o
6232 EHEHTRBREAREAE RS AL  BEETH LM
TRBRERAERKI S B NET  THREFHMEERER -
6.2.4 BUR M B4
6241 EEH EH T XHBRLEHMRME TR B AEE -

6.3 & 78 2 A

6.3.1 & ¥4%%

6311 EEHEEEXHRIIZ TR -

6312 THEHERXRGETHBENG > PEBLEINAL  ZAEN
R B AR EHEE -

6313 EHFIHEXHIHMEN > KB EERERS e
BB EWAN S ERBPBEEFTEHN > A R2BERART
BEFRESSMEBXER-

6.3.2 ®AIRA

6.3.2.1 8 ST RAB WP RIRA KL F 5 -
6.3.2.2 B MEAS 4L B4 B8 B0 B 60 o B R R MLAE A B BR A 2 A 1 -

6.4 BAKE

6.4.1 B & F AR HE
fmAyl@&ﬁ%ﬁ%m%%%’%%%éﬁﬁﬁf%%’Em$&%%

EHRFEMEBOYER -

6412 BH L HERHEF ERMLBE MW EIRA -

6413 EFHEHERHR R AT LM ETIRAR N P LA E IR
AW R -

6414 EHFH TR B REZERN > RRHE AT E4 IP 73t F
%—3 o

FISH - H3TH

& EFEAZ A SHED - 55 15 H /437 H (230 37 K)
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6.4.2 B M TR A

6421 EEHE W TR BB FI KRR LT ENmEHG -

6422 EH L HERGBAREIHARERAEWEFXABEEZKRAF S
FIPS PUB 140-2 Annex A ~ NIST SP 800-140C s NIST SP
800-131A MR XA XA LBRENWERE

6.5 5 n 4% 5] AL M F K S

6.5.1 & n 457

6511 B—4EH LM TRBMBEA — @R BLELETH -

6512 FEEH PR EXHEREBE S & AH -

6513 EREZMRENEZRAHIBIFZIARXRBITH S AL EBZTEXR
BATHH AR - R BREANRL  BAEFIME R 5 % 2 FAKEAT
w2 ] -

6.51.4 HF nEAMERZBITHEERA -~ TR BZRK  R#E
gkt EREAA -

6515 BATEMBIETH LM ERGR > BEH L THELBIHS -

6516 ZHERELSRBEANETEHEIHERBAUEL  TH LR EXHEH
EER T RAKAEBZERA L NF R BARMAFHETRE -

6.52 Wk p % 3E

6521 EHEHEXHBAA LT RERKRSP -

6.5.3 17 BA% %1

6531 EHEREXRBRAXREOLECATFH T ERTHR -
S32EH L HETRHBRREBABE V) _BEALZFRMER -
6533 EHEHMERBRAFEAN AL -

FI6H - H37TH
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ZzeR HEibta B B ML A
IEC 62351 % 3| IEC 62443 % 3|
k188 #, $6,
6.1.1.1 CNS 62443-4-1 SD-4 | ENCS EV-301
OP10-CS
6.1.2.1 IEC 62443-3-3 SR
1.2
6.1.2.2 IEC 62443-4-2 CR | ENCS EV-301
3.11 ~ IEC 62443-4-2 | PH3-CS
EDR3.11
6.2.1.1 IEC 62443-3-3 SR
7.7
\ 6.2.1.2 IEC 62443-3-3 SR
% 7.7
§%2.2.1 IEC 62443-4-2 CR
1.12
6.2.2.2 ENCS EV-301 OP5-
CS
6.2.2.3 IEC 62443-3-3 SR
2.11 RE 1
6.2.2.4 IEC 62443-3-3 SR | ENCS EV-301 OP4-
3.3 CS
6.2.3.1 CNS 62443-4-1 SVV- | ENCS EV-301
3 -~ CNS 62443-4-1| OP11-CS
DM-3
6.2.3.2 IEC 62443-3-3 SR | ENCS EV-301

& EFEAZ A SHED - 55 17 H /437 H (8230 37 K)
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7.1 ~ IEC 62443-4-2 | CM5-CS
CR 7.1
6.2.4.1 IEC 62443-3-3 SR
7.4
IEC 62443-4-2 CR
3.10 ~ TEC 62443-4-2
EDR 3.10 ~ [IEC
62443-4-2 NDR 3.10
6.3.1.2 IEC 62443-3-3 SR
7.4
6.3.1.3 | IEC 62351-5 | CNS 62443-4-1
5.4.10 SUM-4
6.3.2.1 IEC 62443-4-2 CR
1.2
6.3.2.2 CNS 62443-4-1
SUM-4
6.4.1.1 |IEC 62351-5 | IEC 62443-3-3 SR
5.4.10 4.1 ~ IEC 62443-3-3
SR 4.3
6.4.1.2 |IEC 62351-7
5.4
6.4.1.3 NIST SP 800-52
Revision 2
6.4.1.4 IEC 62443-4-2 FR 5
6.4.2.1 IEC 62443-4-2 CR
4.1
6.4.2.2 IEC 62443-4-2 CR | FIPS PUB 140-2
1.7 Annex A ~ NIST

F18H > H37TH
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SP  800-140C -
NIST SP 800-131A
6.5.1.1 |IEC 62351-5 | IEC 62443-3-3 SR
7.2.84 ~ 1EC|1.2
62351-7 5.10.2
6.5.1.2 IEC 62443-4-2 EDR
2.13 ~ IEC 62443-4-2
NDR 1.13
6.5.1.3 IEC 62443-4-2 CR
1.5
%.5.1.4 IEC 62443-3-3 SR | UL 2900-1 8.3(b) ~
% 1.7 ~ IEC 62443-4-2 | 8 3(c)
&
6.5.1.5 IEC 62443-3-3 SR | ENCS EV-301
3.8 ~ IEC 62443-4-2 | CMI1-CS
CR 3.8
6.5.1.6 IEC 62443-3-3 SR
1.11 ~ IEC 62443-4-
2CR1.11
6.5.2.1 CNS 62443-4-1 SG-6
6.53.1 IEC 62443-3-3 SR
52 RE 1
6.5.3.2 IEC 62443-3-3 SR
2.1 ~ IEC 62443-4-2
CR 2.1
6.53.3 IEC 62443-3-3 SR
2.1 RE 2
F19H > £37H
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ft 4% B
(F2)
ROEBEIRAREBEHERAZR

#Eﬁx#%%ﬁ%E(HTTP)%%%%%&%@fi}] S (SSL) s 4% 3 & =& &M 1
F(TLS) » A2 BEUAEREH FENRBRBRZ M S Am 2
BEREWE A 2014 £ 10 B & Google 35 H A BN REMEGM > THE
APEER TR CLER>HEHR AR AU EBRRLEEEEZTREWH T - 2
BH B AW A vI0 A R4EE/E BB AT ARMHREEER MR
A BEREEMEBE VI2 BERUAEZIREA -

UFAERARSBHE(TLS)TER X BHEE 4

- TLSv1.2
- TLS ECDHE ECDSA WITH AES256 GCM_ SHA384
- TLS ECDHE RSA WITH AES256 GCM_ SHA384
- TLS ECDHE ECDSA WITH CHACHA20 POLY1305
- TLS ECDHE RSA WITH CHACHA20 POLY1305
- TLS ECDHE ECDSA WITH AES128 GCM_ SHA256
- TLS ECDHE RSA WITH AES128 GCM_ SHA256
- TLS ECDHE ECDSA WITH AES256 SHA384
- TLS ECDHE RSA WITH AES256 SHA384
- TLS ECDHE ECDSA WITH AESI128 SHA256
- TLS ECDHE RSA WITH AES128 SHA256
- TLSv1.3

- TLS_AES 128 GCM_SHA256
- TLS_AES 256 GCM _SHA384

- TLS CHACHA20 POLY1305 SHA256
- TLS_AES 128 CCM_SHA256

- TLS _AES 128 CCM 8 SHA256

SE20H > H37TH
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Loy R EA Kt ezeEH 7
(&> 2&HA

HES
2EMAETRERBIMBIEAR?

[ > FRAEMIBIEAEZAE
HES
3&wﬁ§i&%ﬁ%E%%%RmUWﬁ
Di’i OCPP fr & o

[J& » HE4 -

6.1.1 § B 1 N

N R T T D”P
&R MLE £ VR A

N

6121 | D”P
T 1612 B F e
; B R %4
éﬁ " 6.1.2.2 1 e
3 (R4 &
3 N
E%% 62.1.1 1 D”P
T e wmmi it e
® 1% %
62.12 | '
t BES TS
1% %

622 F # B|622.1 1 )
o LR 4% &

" 6.22.2 > |Ozs

SE21H > H37TH
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ALY

Nl

B
PN
6.2.2.3 RS
LR 4 &
PN
6.2.2.4 e
LR 4 &
PN
6231 e
6.2.3 1 ¥ % s
# YL 48 25 R AR e
6.2.3.2 e
LR 4 &
6.2.4 i M 4
L PRV e
b R
PN
6.3.1.1 RS
LR 4 &
6.3.1 B # % 4
R G50 e
% LR 44
PN
6.3.1.3 RS
LR 4 &
PN
6.3.2.1 e
LR 4 &
632 % & IR
N 44
6.3.2.2 WES
LR E A
PN
6.4.1.1 e
LR &
PN
6412 e
6.4.1 1% & & (A # &
A% Gich
6.4.1.3 e
LR 4 &
PN
6.4.1.4 e
LR 4 &

& EFEAZ A SHED - 55 22 H /4 37 H (23 37 K)
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PN
1642 1 D”P
6.4.2 BRHEE xR & &
BT (14 4
6.4.2.2 2 ‘P
LR 4% &
A
6.5.1.1 1 D”P
[R5
A
6.5.1.2 1 D”P
LR 4% &
A
6.5.1.3 1 S:MA
&
6.5.1 & » 4
%A
% 6.5.1.4 2 ’
LR 4% &
A
6.51.5 2 D”P
LR 4% &
%4
6.5.1.6 RN T TN
[IR:E A
6.52 &k B & 5 A
T P les50 1 D”P
=z OF # 4
A
6.53.1 1 D”P
LR 4% &
6.5.3 17 B ¥ N
i 6.5.3.2 1 D”P
y i XS
j. /—‘/‘—/a\
: 6.53.3 2 D”P
LR 4% &
KEm B
(ZRAMBALREE » TURZEFRX B L ZERNZAN B KM
R R~ T BT )

SE23H > H3TH
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1. BB ERRAESCHIRATE N
@2 B 4 BoAa AR
61.1.1 & 8 (2. MAEAMIREF BT R
6.1.1 F | 2 ERHEE ﬁ@’iﬁ%%ﬁ@%zﬁlﬁ%
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