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http://law.moj.gov.tw/LawClass/LawAll.aspx?PCode=I0050021
http://law.moj.gov.tw/LawClass/LawAll.aspx?PCode=I0050021

$& 3% (Forensics )

« IX{Z54(630 - 700) - EEA=H(KIETFR)

« RZZ(1186 — 1249 ) - FBE R

« CSIIESEIRIZ (Crime Scene Investigation)

HIEEBEXRZESTE(Henry Lee)lB L
http://www.drhenrylee.com/
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http://www.drhenrylee.com/
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U5 HE (Digital Evidence)

« probative information stored or transmitted in
digital form that a party to a court case may use
at trial (Casey 2004)

 ISO/IEC DIS 27037: Guidelines for identification,
collection and/or acquisition and preservation of
digital evidence
- R TS INES A E N
- F#% - BAZAIBNIE(PDA)
— o ES: CD/DVD, USB disk, tape
— {8 AR &8: email, instant messaging, database, VoIP

— Third parties: Google Docs, blog, facebook

NN W W N\ TN
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(U (Digital Forensics)

. DIRIEETS THIRE -

R -

KNS ES Y KGR

« OJERP *FFHH‘“JE—MHEE.*#%‘EIg*ﬁE’JH—;FEﬁ(When)

H(why) ~ #01a] 28

\EZ Bib A 2ih == KK
o nE3 JSEER! EungM A E%iﬁ

& (how)

Sk AR S SRRt

=15 8 ok

A& (what) ~ 1A A &(who) - it E5(where)

« Four-Way Linkage Theory [Henry Lee's crime

scene handbook,

2001]

Digital
Evidence

R

|

>

Suspect

—p

Victim

|

Crime
Scene
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SV R

4 N 4 N 4 ) 4 )
Evidence Evidence Evidence Evidence
Collection [~ ’|Preservation|™ | Analysis |~ ’|Presentation
R 15 TR AR ro 5 R R 15 ’%‘ﬁ ‘7““5%?55%

1\ J 1\ J 1\ \_

€ FBEE (Evidence Collection/Acquisition) -
}ﬁ%%%@iﬁﬁ@%ﬂ’%%(%) - ERERE ~ REIEEC B RS (flash) Bz Ho At (S syt S B By
%ﬁf}%ﬁé ( Evidence Preservation) -
o Krag 15 DA 0] SEEE A EgEB iy T N PrTE » (F FH 2020y B (=) #23 p B (one-way hash
function) °
& EE M (Evidence Analysis) -
o FI41Skype/MSN/QQEHFZEAAZ ~ BFEMF - FHAVRGRELERECS » GPSEAL
;ﬁﬁzﬂ%gﬁﬁﬂgﬁ B2k Y B ] B BRI ~ flEk /A B Office - ig V1 E & ik 4 Bl E
H: °
& BB E 3R (Evidence Presentation)
« I FE T RS 58E » thE &R G -
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« Canada’s Uniform Electronic Evidence Act (1998)
o USA’s Uniform Rules of Evidence (1999)
 California Electronic Discovery Act (2009)

e China: (2009)

EF)Re BB R R i il AR &8

5 )R ) —BUE R R BT AR &8

S 14 RE IS — B A R s g AR B
5 1Y) RE BAS TN BEAR BR A 0 AR &6

o |SO/IEC 27037, Guidelines for identification,
collection, acquisition and preservation of digital
evidence (Draft International Standard).
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ISO/IEC 27037

ISO/IEC 27037 (DIS): Guidelines for identification,
collection, acquisition and preservation of digital

evidence
ISO 27037
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Evidence collection of powered-on device

Mormal
—s{administrative
shut down

& If system is thought

b= Computer trustworthy andfor

= configuration data can be

@ determines damaged or lost by Label, disconnect and Place tape

o shut down abrupt loss of power bl secureallcables — over
procedures and device ports power switch

If live data Pull plug from
isneeded | digital device

| . ] ,
!

®

=

—.—?. Remove main Retract CD/ Place tape over
R — power source DVD trays floppy disk slot |-
‘E (if notebock computer) {if present) (if present)

ERlAJE ¢ ISO/IEC 27037
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Evidence collection of powered-off device

.., (5=
=
i Removeth
emovethe .
o Label, disconnect and secure all Place tape over
o il pﬂw:ar:rl;pply ¥ cables and device ports . power switch
g d .
R Remove main Remove hard L:::; ::rdd Retract CD/ Pla::;?pe
- pOwer source drive (iffield  |—» —»| DVDtrays [—» - B
B | (ifnotebook conditionsaliow) [ | document ifpresenty | |MoPPYdisk siot

ERAJE ¢ ISO/IEC 27037
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Evidence acquisition of powered-on device

If systemist ht .
l'ruy hi' .mi or date As per powevred-off devices
can be damaged or lost L
o by abrupt loss of pover J Shut down
- computer
2 Consider
E potential digital
dataloss
, Conduct live acquisition . Execute
live clata
- or partial s Sealacauired Lol imaging [
acquisition process
)
[ v
o Perform acquisition
% of volatile data in RAM
o (if encryptionis suspected)
<t

ERAJE ¢ ISO/IEC 27037
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Evidence acquisition of powered-off device

Guidelines for acquisition of powered-off digital device

©

Remove storage N
fomdedce || PP f Conductinagng
(ifnot yet removed) 9

ERIAJE ¢ ISO/IEC 27037
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Disk Encryption

Lest We Remember: '. . T

Cold Boot Attacks on Encryption Keys

citp.princeton.edu/memory

 Information in RAMSs will persist from several
seconds to a minute

o attacks against several disk encryption systems:
BitLocker, FileVault, dm-crypt, and TrueCrypt

_ 15/50



http://citp.princeton.edu/research/memory/

COFEE

e Computer Online Forensic Evidence Extractor
(CO F E E) , http://www.microsoft.com/industry/government/solutions/cofee/

s WM NTIRERBEABIRHEHRBNE

* To collect volatile live evidence, such as active
system processes and network data

 |nstalled on a USB flash drive or other external

Windows Sysinternals

http://technet.microsoft.com/zh-tw/sysinternals/
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http://www.microsoft.com/industry/government/solutions/cofee/
http://technet.microsoft.com/zh-tw/sysinternals/

iIPhone/AndroidiC £

e IPhone Tracker

« Android Location Cache
e Carrier IQ

weFocusEventzl
Foid. tqagent. action. uild
y 5692 ,1

hone servic 05690, uil9 weFocusEventzl
nswer all sHons. Adrodd. iggent.action. wily

Mot gl antent.acCion BATTERY CHAMGED
| - . -1
4100 BvieryOitpaly:%
Wice J| 477): Action[758):con.htc.android. iqagent.action.uill
TTER €1 4T77): [0) subaitull9:-1T25705602.0

Bee JI 4A7T): (0juils cwAppID:-1T25705692 ,wlld uiFocusEvent:0

=i Rt
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http://petewarden.github.com/iPhoneTracker/
http://www.android-hk.com/applications/location-cache/
http://www.washingtonpost.com/business/technology/what-is-carrier-iq/2011/12/01/gIQApql1GO_story.html
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(Computer Forensics)




2 5= 5 fim BB ol 2R A

« EnCase=HGuidance software~ s, FEINEETE « B

(b2 E Bz R ka2l R R, BB AER & A
BRI IR FRVERES

http://www.guidancesoftware.com/

« Forensic Tool Kit (FTK) A& Access Data/a 5] 2 & ik i :5 B ie,
HEANEFTERESHREBSENESNOASRER -

http://www.accessdata.com/

File Edt view Tools Help fe S =)E3]
[y Mew [ZOpen | Save ~§Print Z, AddDevice (O Search (3] Logon () Refresh BN L el
Overview \ Explore I Graphics | E-Mail I Search | Bookmark |
: - A= Jum
Yy Cases | ¢ Keywords * Table | Report (28 Gallery (@ Timeline 0 Disk <y Cods 4 e o e e File Category » a ": some HE a
ZyHome G Entries | [[IBookmq » (T File‘1 File | A Evidence ftems: 0] [KFF Alert Files: 0] [Documents: [ —
Ext Type (= T € e —
Tz Home | oieFile Extents B P d ] 3 £ x86_Microsoft.Win.,, O_x-w [ m Bad Extension: Databases: 0
v e . . ) ; (e —— D)
FroO = ) AN 4 (D 86 Microsoft. win... 0w Unchecked ftems: 0] [From E-mait E-mail Messages: o)
él—.l:la@ Fiske =g s 150 %86 _Microsaft, Tool,,, O_x-w .| [Flagged Thumbnais: )] [Deleted Files: ] Executables. ]
LJ':F.D - C O & change.log. 1 1 | | [Other Thumbnails: 1] [From Recycle Bin ] (Archives: ]
B £ $Extend 3 3 Filtered In: 1] [Duplicate tems ] (Foiders: ]
=T 7] INFCACHE. 1 1 = ‘| [Fitered out: 0] [OLE subitems: )] (SlackiFres space: 0
£ I | & ||l A i [ErErT—|
H Text | Hex | BE Picture Repork Console 4 p EnScripts Filkers  [{= Conditions | Queties 3 KFF Ignorable: )] (Unknowin Type: o
EToxt [T rex m o i T = L ; (e — | ] =
c} & = =
Insert T NEJE Accessbom KK Stxtun, "‘
,qd]ust Rows ¥ Evidence File Hame @S C® ] Wemeiumber | Bvidence Type
O Open an existing case
Expart... Cancel
P 1 ) Previzw evidence
Imnport,.. : ) Go divectly to working in progzrm
Mew Folder. .. i Ha
¢ 2= Toolkat !
i I Do ot show this dislog o startup
0z2Ee0 2 e "frBrittrmrarpr
0396 === s e 01 EaOhi- D]Ea]:lh). v |
(e FiskeFiskelC (PS 7395799 LS 7395736 CL 924467 SO 000 FOO LE 1) 3 | B

EnCase:%=M FIKz#m=H
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http://www.guidancesoftware.com/

« O3 %live-analysis &dead-analysis (Carrier, 2003)
« Dead-analysis

— BmETE SRR B IR E1TE RGOS - 181K)
RIS EL 0 A

o Live-analysisx2#lIE 18, HRSWEE M EF
- AR BEEEHAENR, e ENIESR TSE"'“*HE’J/;%‘L%

— EEMEN - NITTHREF(process) ~ AFSEARANRE
SARERE EﬁF&E’H‘a; nEf’im@ﬁﬁHjﬁﬁ EDH—;
JBENECEE - GPSERIZEE -

|]]




Live CD/DVD/USB

* A live CD/DVD/USB separates the operating system from the
computer. Whereas an operating system is usually
permanently installed on the computer's hard disk, a live CD is

typically designed to boot and run entirely from a read-only
medium (such as a CD-ROM).

« Examples of Live CD/DVD

— Knoppix — Remastering
o http://www.knoppix.net/
— Fedora — Kadischi
» http://fedoraproject.org/wiki/Kadischi
— Gentoo — Catalyst
o http://www.gentoo.org/proj/en/releng/catalyst/
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http://www.knoppix.net/
http://fedoraproject.org/wiki/Kadischi
http://www.gentoo.org/proj/en/releng/catalyst/

http://www.e-fense.com/helix/

& i Mon Oct 19, 2:51 AM [@]

ﬁ Applications Places System @ 9

_L Accessories 9

‘. Forensics & IR

_**_‘f Graphics 3 @, Autopsy
& Internet . @- Bless Hex Editor
[l office , # GtkHash

B sound & Video  » |_;'| HFS Yolume Browser
o0 System Tools * n Linen

E} . E Meld Diff viewer
Ch| 2Imove. .,

Ophcrack
Registry Wiewer

&% Retriever
-

Root Terminal
TrueCrypt

&4 “Virus Scanner
n Wireshark (root)

+3, Xfprot



http://www.e-fense.com/helix/

Forensic Live CD:

http://www.caine-live.net/

*. WinTaylor 2.1

Ei}ﬁ* WinTaylor « caine

Welcome o WinTador. select pour fsauribz [orensic bacls

(£ caspen The Repuorl file is:

(7 piesend
(=1 Programs _

(=70 apelive

| Mafimtedit’ DriveManagas Testdizk

PC OndOFf whois Lan Scannat

USIwhile |
"Blockar . File Analyzer Mare Toolz

iTake a znap: i f e, caires-Bue nal . 23/50


http://www.caine-live.net/

EATEAK AR
mimWindowsskLinux
F o ETT
Dead-analysis

L N

>&_w CFM B RAE HLinux
Live DVDHI 4t W SIS B

WA b A B AR AS

Bk IX ) 45 E A BRI R E AR

## Live-analysis
BRAZAE

>

GE RSB SRAR A "
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B e B i R AR 2 P SR IR IR

FEEFa xUbuntu 8.04
Shell Script

FE/MEES | Python25.2

Autopsy- Perl

SHA-256 Digest::SHA - Perl extension for SHA-
1/224/256/384/512

_ Python 2.5.2

Slidls Xdialog 2.3.1

_Live DVD Tux2live 1.0.2
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ERMENWRES

=i 25 Rl Unix/Linux #§<
EN SIS date

HEIE ARERE who

H IR BV A S B4R BB | netstat

HEI EREAITHRER 0S
SENEEEESEEES sof
HATHENIES history
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Live-analysis % #i Ff 5%

» B17#R Shell Script (log.sh ) TS E 1%
B - WiFFARENEUEEFASRES -
quﬂﬁrﬁ ERDUASBEESAERE
DT BREEHRER -

T mBiEER

; RIS |
q'mgff = ERBANERE
N 5Tl0g.sh NEEREE ENTEGrE .
0g:s -

NS

HiERE M ENFEUSBES
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ERVEEE LI H W S

anth.lo
LOG 15%
24 KB

baze bt
i oA L

LEE Python .

uplizt bt
i
1 EB

homekewie bt
i A
OEE

— PHP + MySQL

hore testd dv Bt |
TSI |
DKE

hiomewivi bt

s A
OKE

Web
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NS5 b A

Digital Forensic By E#*auth.log

Network Setting System Data

AR 3, fTHESH EEXEIP User Data
W e i
BEIPREF
sshd[ 7484 ] tlna 6B6.64.128.234 EBIE AN HE
FiEfEEETI®
FrE#HzI®
sshd [ 7486 ] alexis 66.64.128_234
Network Setting
TCHEEUDMEHEE
sshd[ 7488 ] tina 66.64_.128_234
System Data
RS Bk e
sshd[7490] a 66.64.128.234 S
HeIbERAEE
HEIRFRTIEF
cchdl Fage 1 art R KA 127 234
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g &M Z SHA-25618

cronl bt :
SISO = | ZxF=
1 KB 1 KB

free bt = nplist bt
ST — | Zxe
1 KB = 1 EE

homeftp bt

st hash{i =L

homepei bt
Srerar i
OKEE

2al0a2f221e277694fcff173700d89fad49e0762e81al105f1774d89bc933f7ab auth.log

hometest bt

L
O EER

a70717990edcbldfcSalladet72cbefcB8dbb4et98780d9fafébB8a75el Tedbde23 basel
homevszer bt

B area b
1 EE

TR RS AL A ‘M"i{

a70717990e4cbldfcSaladeé72cbefcBdbb4e698780d9faféb8aT5e1 Tedéde23 base.txt

SbB85edTfdffafeb7e2e5TedBfB022a46b53b236f9a6b2083bB2BdFTESe5TdSdf | cronl . txt

d14307849698f0c02f7d8alb0bd9042f32781ed2b80c179b5caTab3e77T168786 || cron.txt
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Dead-analysis % %52

s REMmESIGB Mz T EHEAVER L ERLve
DVD/USB& -

- TEHEERZES [BHEZETHMALE - Nk
i IBE D ™ =18
- EERFILE
- Z=RI1LE
— EIRWHH

o NFSTEE a2 4tLive DVD M Adt
http://security.nknu.edu.tw/download/
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http://security.nknu.edu.tw/download/

IeeE B 73R

TheelE B At AR

PREIE (S AR EEN TH

S ek 70 T HEMEEER - oy LE

8 nel Y AREEREBRES R

BERUE HERERAFWNEEBENNILIE

A S 1RO AR R ERGAI B RIAVIE SR R IR FEMN LB
EEE A AR R E R Sa R LB

BB o i B RSRMETEENEN LR
YNEYSE3 o] AR IRE B A4t LB
BORBZEE AR EG BB EWET O ITIE
ggE T E ol FHRINEEZRAERE LR
ZERIVBRN | RARRRIEES R LB

H At DI E - TR IAlSES
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Live DVDEE i #8578 T

THEHEM®

# Applications [E Places @ @

w T EIRE 1011 o A W

S |
Firefox ...

Digi

1A
e AIRBE{E, ., Guymag... Scalpel..,

&

Autopsy...

SFDump...

re

e 4

v

| B{SESHETR Guymager
ST e g AR
FE R ’

HBREIFE

EEE LT
1RIEAIR

A AR
EIRERT Y
InAzEERA LA
2= TR AEREE
it E TAEAERR
HT A

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

Bih R ML TR
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2NN o =

1.G
BEBETE L a o

1. Autopsy  (BEaMEETHE)
2. SFDUMPER (f2Z=#5)
3. Scalpel (FEZEF)

vk e
e = 4. Foremost ( F?f%)ﬁ)
5. Fundl (fE 2238 ]H)

6. Ddrescue (&)
7. Gddrescue (&RIREE)

Yo > g {22}

8. Magicrescue(fgZ#ZH)
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th3Z{E-Autopsy

CrAEe 2 24 @ @B @€)e & «laf18(S) 21:30 [O] pei

=] AUtopsy Forensic Browser = MozZilla Lirefosx =N rEnE=

ta8s2 (F) im#R (E) &= () EBH (s) (B IEB (1) ZREA(R)

- ¢ [ﬁ,|http:ﬂlocalhost:9999fautopsy | - l [" Google ‘Q&]

[ EBEFBEMHENE ~ $ecetting Started  [5 Latest Headlines~ §eRiF Lo | FPeEHiE ~ Eovahoo!HERF ~ o4 BFE -

I FRER Ubuntu 8.04 LTS! X] | {i&» Autopsy Forensic Browser [X] | -
WARMNIMNG: Your browser currently has Java Script enabled.
You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.
Autopsy Forensic Browser 2.20
http://fwww.sleuthkit.org/autopsy/
B REE=EAF FriEEEHS S =E A =

SERE &

@ [ 7 [Synaptic IR ][ U [BEFM Linux FLEZE .. ][ﬁ, Autopsy Forensic Bro... ][ root@pei: fusrjlocalja... ]ﬁ @-
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th3Z{E-Autopsy

Smrit wm i T@ @ S€)a & wi4f18(2) 2192 [@) pei
3 LESLZ T oSV OT IR M OZi | SRR T E T O

1252 (F) #m8E (E) &R () E\s (s) 2E(B) IR (I) :EA(H)

Gi - a ﬂ‘ Iﬁ|http:ﬂlocalhost:ggggjautopsy?mod: 1&submod=2&case=test2&host=host1&ir | v] [' Gr
[FEESEMEsL ~ $Cetting Started  [5]Latest Headlines~ FiF L8 B FPEEEIE ~ o vahoo FTEERRT: = oS- B~
[ ELER Ubuntu 8.04 LTS! (x| | {i&y testz:host1livell [x] | A
CEEAN HRFEE BEHER  sesrsEs WMBET  km W 5
Bl HisH&E:C: / [~]
SEEIAITESETRAN BiEE @mAER @ELREFMDSH S =
.
C:/
[ .
e Bl iy B1E AR IZEIEE EAERER ##EFL UD GID META
g dir/in
= e ~ rir S0316~1.BAC 2009-03-16 2009-03-16 2009-023-186 262884182 0O o 22
wEmA R nEEsE | Y T g
S S s "7 ttESHA-256 (EE—LEER)
B /v "'media/PEl/imagefile/1230imagefile/test.dd"
( SHA-2561E: : 5951h78
+ .
on i
v, TERRMREEREEETE AT B SR (kB fE AT — L RRA)
AR ERENID imgl
#R AT MERNESE 7 g
RREAE o , Disk image (type dos) added with ID vol1l
rir
|| BR{$4E(99 to 501247 - fat32 - C:)MMAID vol2
(] I [»]

e 5
[ 7 I[Synaptic EftEiEeE.. |[© E E mmﬂﬂ
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o

Ba ao ¥R 5

-] ﬂ\pplications @Places a .@. To divect input to this virtwal machine, press Ctil+G. T BRE o @ 19:57 @

’ report.txt (/var/opt/report) - gedit
TER(E) EE(E) BT #EB3() IHED D) REHH)

E 3 & @ &
[l report.txt 3

B - 01

WEEA S - PEI

FEHHR : test

oo oo o ok o ok o e o o o ok ok o ok ok o ok ok ok o oo o ok ok ok o o oo o ok ok o ok o ok ok ok ok o ok ok ok

BgfE T A : Guymager

Guymager hR#: 0.4.2-1

Linux device: /dev/sdc

HBERIEA/N: 256900608 (256.9MB)

G IER i EEEE LM /media/PEI/imagefile/1230imagefile/ test

BRg1EH8=: Linux dd raw image - file extension is .dd

B4 tEsha2562: 6f80320cbc1d976bf25991ebc650fafs5eca337c6146915efaece2005alb83f64a
& tEsha2565:8E A 6180320cbc1d976bf25991ebc650fafseca337c6146915efaee2005alb83f64a

B RSAE AT
=k=k=k=k=+=k=«=kk:k:k:t:k:k:k:k:hq_ive-analysis=k=k=k=k=k=k=k=k=k=k=k=t=k=k=k=k=k=k=k=kk:k:k:t:k:k:k:m:k:«
REER
KernelVersion: Linux version 2.6.24-24-generic (buildd@rothera)
CPUinformation: Intel(R) Core(TM)2 Duo

1 2161.250 MHz
Hostname: pei-forensic
Date: 2009/August/19 10:13:05 ( Wednesday )
Host Partitions
Filesystem Size Used Avail Use% Mounted on
/dev/sdal 166 4.96 9.76 34% /
varrun 1250 108K 125K 1% /var/run
varlock 125M 0 125K 0% /var/lock

@ = report - EREEER ||M report.txt (var/opt/r...




L

= 14% B ok

(Mobile Phone Forensics)




F#%(Android, Symbian) &

o FEAF WEREEEFY Kk

% ﬁé lf"% ,L U~ XEE'E@' i m > ,5'%’3"17%_‘}_
L¥FANdroid + 5 B Fi g kY
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FRIFE RS

B Symbian

1.6%
H RIM 9%
¥ iPhone OS

B Windows
Mobile
¥ Bada

¥ Android 1 0



http://www.gartner.com/it/page.jsp?id=1764714
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Android Architecture

APPLICATIONS

Contacts Phaone Browser

APPLICATION FRAMEWIORK

Window Content

Activity Manager Manager Providers

Telephony Resource Locauon Motification

Package Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media Core Libraries

Framewoaork
ba '.rrz Elrtuai

OpenGL | ES FreeType | Machine

5GL 55L

LiNuXx KERMEL

Display

Driver

Flash Memery Binder (IPC)

Camera Driver .
3 Driver Diriver

Keypad Driver WiFi Driver S;.Lirféss H_lrF:::- ;ﬁ:mt

Source http://developer.android.com/quide/basics/what-is-android.html
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Android 3F 1% 8 5l 22 4

e JavalziES
 JDK + eclipse + Android SDK e EMF KIRIE
e FEESZRWIRBH#EANdroid Forensics
e FiBANdroid APILELInuXiES EE #2440
o WEFHNEUEE
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— Wi-Fig#

_ 44/50




Android F i i iE

Android F A% 4% 3%

IR

No

Micro-SD+?

A

#7 ¥ Micro-SDF

l

% 3% & B% # VEMicro-SDF 84
e AR R A

A

7 18 F AR R AR AE

A

B A EARE

A

% #4833 Micro-SDF

A

PAT R T B ReE

A

BRI S T
###Micro-SDF

A

#p % 4% 3% Micro-SDF

4

F R ok AR T B aR

45/50




Forensics Forensics Forensics

Phone Status Forensics SIM Card Forensics System Log Forensics

A4l IMEI Forensics b SIM card status o¥4 Call Log Forensics

I8 Running processes Forensics ICCID Forensics 4 Browser Log Forensics

L4 Battery Status Forensics L SIM card supplier number ¥4 Contacts Forensics

¥4 Up time Forensics L4 SIM card supplier 4 E-mail Forensics

t¥4 Memory Status Forensics iVl SIM card released country W4 SMS Forensics

E¥4 WiFi MAC address Forensics (V4 IMSI Forensics I becelact All | Capture
Select All |} Deselect All | Capture I Select All || Deselect All | Capture I Hash Value

http://security.nknu.edu.tw/download/ForenDroid1.0.apk
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Forensics Reporting Forensics Reporting

Hash Value :

casel23.txt:
MD5:484b038bc6cfcd7d14fc1 763647212 A

SHA-256:13cd4c128990aa6ab197¢1166bc704482 Forensics File | | Phone Status
347050bc0b089b64a6f89cob5deecd Report Report

Phonestate.txt:
MD5:7fd95fb7ee6950de27f46b82db9%ae26¢C
SHA-256:521618c803bd40af6309fb981b7d7ed85
30ab4d8cb48d7951349e95b0f1aea94

Running
process
Report

Phonestate-Runningprocess.txt: SIM Card
MD5:255adaa36efc34cf141a9afc6bb33933
SHA-256:c4f009009cch86d018ba5fa05h9%eca299d Status Report
Ocdf403a0babbbb78137f2e58d42ea

Phonestate-Memorystates.txt:
MD5:f49f66b2c30f6a71025067d9bd5763a3
SHA-256:e557bc6f7b1b568e046d7457579256964 Memo
72ab9576dc5e915543bbadaf11f0ef7 ry
states

SIM.txt:
MD5:e1fbb1c624664a2e4213f9e4b88350e7 Report

SHA-256:93fa0acac69678d032fd064c479de16412
784e2ba5c3f879c606ab106d70a5c2

System Log
Report
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. SERIEEEZ B http://security.nknu.edu.tw/download/
« ISO/IEC (early draft)

— 27041: Assurance for digital evidence investigation
methods

— 27042: Analysis and interpretation of digital evidence

— 27043: Digital evidence investigation principles and
processes
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