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FlgrigiE > iz A TRy :lz)ﬁaJ.<7 BT R RFR o

9. R iy N (Accountablllty) B A ”‘1‘ B R T it L RA 2P B2 @R
?fi" 1 33 o
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1. 20035+ B MR B B2 & AAE# R 5% ¢ (World Summit on the
Information Society » fi#WSIS ) : 3% & & R+ # 8F (Declaration for

Principles)¥L47 &3+ £ (Plan of Action) ¥ » #KI1SO%| & 48 ] & M2 A2

2. WSISEH E A RA2AETEAEAABHE 2 R HEHEITE NI LIER:
a) "EZIBEARMYEHBEERS | -
b) TZEIZEEmEAERNEE | -

3.2004:108241 » 1ISOX H E M4 2ISO/IEC JTC1/SC27(f5#SC27)
TRHENRSC2TH BN RATHELENERLL » L 54H FHEWSISZ ZK >
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4. 2005458 » SC27# 7 A 2. 318 TAE 48R i 51H -

5.2005#10A 158 #r2 " ERRAFHE A 4% K(SO/IEC
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Si(Information Security Management System
FISMS)#-% & 5[(ISO/IEC 27001/ %] (Family)) = 7
35 & T i l ak . g S S 2T P ¢ ~ a2
et PR © 270003 AXISMSHEE A 512 4 % + 3B FE & 40 0 3098
WA ERFR
(General Requirements) ISMS & 5k &38:27001 « ERiE M B K E1R:27006
B R m AR e
¥R PEHIIE e AR s %
:27002 :27008
# A 455 : £ 14 4
(General Guidelines) %ﬁz 153l %7}2 I8 MR
g BE IR 127003 127007
|
A E R\ R —— &7 L45(Supports)
:27004 :27005
é‘E: 3K E'Jjﬁ, %@(S'ecto‘r- |
Spe;fg)%zg;i;ges) 1 B (Health) 48 %% % M4 F(Sharing) | |E 1% (Telecommunications) B HE
7 - (Organizations):27799 41.4%:27010 48 48%:27011 (Governance):27014
R
1.Z 4 &R : ISO/IEC 27000:2009-05-01 » B 12 B1 ; LR E -
2.4  ISO/IEC 27005 &, - BRISO 31000% 14 iE » F8 2 7201246 A 1 B 28 # R °
3.2# &k ¢ Working document for revision of ISO/IEC 27000, ISO/IEC JTC1/SC27 N8718, Page 21, Figure 1, 2010-05-27.
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ISO 9001
4t editie
Aligned
Env 1ISO 14001 revision ¢
' 2™ adition
OHSAS 18001
A OHSAS 18001
o
ILO OHS 2001 & edion
ISO 22000 ISO 31000
‘ Risk management ISO 26000
Guide 73 ISO 28000
SO 27001
/ : Integration SAG MSS
Guide 72 handbook
2000 2005 2010 2015

7R k& ¢ Waumans, R. (2010) JTCG Introduction, Buenos Aires, May 2010 -
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G

KX EBEESE L3 T2 Y 7 ¢ (Information Disclaimer) -

3. %% 74 ISO/IEC FCD 27010 Information technology -
Security techniques — Information security management for

Inter-sector and inter-organizational communications, 2011-05-
05
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IS-ISMS# 2 1 £ F L

L2 4 % (Information
Sharing)® %% 2 F# % 2> e

l‘»'(—:‘m
P‘j ,
BT ANE REAAF

ISO/IEC 27001:2005(E) % = % 4 &~% 8 & 2_ 8 & :o¥ i 2

5. % > [1,2,2,0,0]

6.0 % F A% 2 [2,11,2,0,0]

7.7 4 8 [2,5.2,7.0] (% % © 378 10410 %)

8. 4 4 FTih%E 2 9. F M HEB T > | 108 B2 TEFIE | 12, FW hE
[3,9,0,0,1] [3,13,13,6,3] [10,32,24,3,11] B~ Pﬂ fg» 3 gk
11. 5 B4 [7,25,10,2,6] [6,16,3,1,2]

13. 7% f:iéi%‘/, [252.11] (% % : 374 14410 &)

& 5 4 12 [1,5,2,0,0]

15. & 714 [3,10,3,0,0]

%3
1. [Mmn,0,p.ql - D [ #5741 B e, 15514 % B, 953 175145 %5 B, A7 17415 %5 He, 5 41
Fa 35 % B ]

2. B 1‘%%—*? ISO/IEC FCD 27010:2011-05-05 # =243 2. -
3. F# kiR - ISO/IEC FCD 27010:2011-05-05 ~ ISO/IEC 27011:2008-12-15 ¢ ISO
27799:2008-07-01 -
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A% & P

ISO/IEC 2;%22:2005(5 ISO/IEC 27002:2005(E) 2. & 48 # #i-
= B IR FAIRTE  mE T AR E

A.8.3.3 i B LA ok
A9.2.5 Boroh 2k i ehd 2
A.9.2.6 WH DL DRENL
A9.2.7 P A el

A.10.1.2 BLFR

A.10.1.4 B~ PR Z F TR L IR
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A.10.7.2 R ek ok
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CHIS-ISMS#H 2 B A T2 FALZ 2 FALT2FR
& suendcit 3 OR(Shall)z 38 41 l“*(l\/landatory)
EHH 2 5 3F ()

ISO/IEC 2;%22:2005(5 ISO/IEC 27002:2005(E) 2 & 7% 4
) & F B g2 - 4 (General) & £ (Requirements) o
Al11.1.1 ERar R IFE N
Al112.1 i K
A11.2.2 HEE
A.11.6.1 ENCUNER LS
& AR IR EA S LN
A12.2.4 i F AR
. d 4 a2 % HpIp E L S(Early Warning System)4t i 3 3%
# rEILZ TR
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Tkl AR 2. 5 B34 (Data Storage Access Control)

i Ko i@ K
F 2T AR 2% ¥ (Clearance) f |+ + ¥ (Clearance) 1%
(SPIF)
? 3L
4
7o ,
. R
w0 T0733190/d04

o

1. # & (Binding) > ;* - i@ % i * #& = % ¥ (Digital Signature) ¢ 3t 4, #-%| 7% (Message Authentication Code) 2. % 78 i & /% o
2. SPIF : Security Policy Information File -

3. T4 kiR 1 1SO (2002) Information technology - Security techniques - Security information objects for access control,
ISO/IEC 15816: 2002-02-01, Figure 4 -
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st .,
AR AL RTRIHKER

% pre i plde i e B o
T +¥ ¥ (Clearance) 1+ % 7 (Clearance) & 1+
(SPIF)

N
1 4 ,
A
2R T0733190/d05
o

1. # 2 (Binding) > ;# - i ¥ & * = ¥ F (Digital Signature) =¢ 3t 4, #-%) 75 (Message Authentication Code) 2. % 4 & & /2
2. SPIF : Security Policy Information File -

3. F#L kR 1 1SO (2002) Information technology - Security techniques - Security information objects for access control,
ISO/IEC 15816: 2002-02-01, Figure 5 -
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1. g R s
11 ¢ (Red) t 2 F 0GB 2 5% -
1.2 yi.34 ¢ (Amber) © & 9 @ B > T LRWSE
13457 (Green) : T T4 ¢ A4hgE -
14 6 ¢ (White) : & B 2 T o

2. F# kiR ENISA (European Network and Information Security Agency),
Good Practice Guide Network Security Information Exchanges, 2009-07 -

3. %% F 3 - http://warp.gov.uk (2010-10-15) -
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' F (Privacy) 3%

. /" //1_ K e ?-
D OE R

wEPIl22 P

f# £ F 3t (Personal Information » f§ £-PI) = & % 4L (Personal Data)

B AV ’Q‘ V"'J P #
(Personally Identifiable
Information - & #PII

hy
LPHzZ AFB A RAFT I D40~ dn ~ I 2
1#%‘?4J?¢d FEF %zp% SH) o

EDP o EECAARP G R RGE
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b 21 (Authority) ~ p en(Purpose)

£ & 5 (Complaint) ¢ 22

& & (Consent) -

7 B~(Access) e

¢ (Redress) o

. $ (Collect)z ¥ 4 (Authority) -

P m(Purpose Spec:|f|cat|on)

B A TR kst F 2 o & (Notice) & & 4%
(Dissemlnatlon)

;% #% 1 (Compliance) ¢ & -

1P Fﬁg R

8.1 4 FALEEE $31F ~ ¥6/F ~ 715 ~ $8iF ~ 5 9if
‘ f%lOvi ~ 31108 s % 120F o %15%» % 160F 8 % 1T70% o
8.2 B A T IFFH 2w Fwp| i3 & ¥ %(2011-10-27~2011-
11-095f -;, M FK) § B :}9; %2108 o

o 01k e

0 N
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e F kL (Data)$g-] i (Minimization)

B % ¥ (Retention)

1. i A ¥ %) 33 (Personally Identifiable Information > #§ =
PII)—L’}:}_‘_J;; ‘T o

2. TR Y 2 e d2(Disposal) o
3. ApRdiE=

31 M A FoR R E B 11E ~ $I8IE(D M) & 5 2715 (
ZEFRH8RE) o

32 B A FTHRIFFH 2w Fwp i3 & ¥ %(2011-10-27~2011-
11-09%7;‘%L SER)H5IE ~ F61F ~ F9158 5 210%
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i
1 # (Use) g *L 4] (Limitation)

r 3R (Internal) 1 #
7 3 4 % (Information Sharing) -

% Sk 3+ (Design) £ # ¥ (Development) -

B A

o i
4.1 % A '}“ o S $20% ~ %140 - %171 ~ % 187 /I(‘\
z%tﬁfﬁg)‘\" 52T (ZE 748 08) o

42 B 4 TR EE 2 % (7 2011-10-27~2011-
11-093;55 2 FR) § 51 7$ C 58 ~ 5O9E S ¥ 21

o

\E\_, N
4"‘X
2 4
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C@ﬁ
7 i (Data) & & (Quality) &2 = B+ (Integrity)

3.2 1 A Fp 2 % 7 m P 8 1 ¥ % (2011-10-27~2011-
11-095F 2. ) 2 FR) K 81 - ¥ 00 '21,«;{ ;

\
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C@ﬁ
7 % 2 (Information Security)

1. B A& &9 F (P2 5 i (Inventory) o
2. 'Z % (Privacy) ¥ ¥+ J&(Incident Response) -
3. ApRE g~

3.1 & PR R ¥ 20E ~ ¥ 140E ~ BT ~ $18iF(2
TR R F2TIE (2L A Rl) o

32 A FTAIFEZ S (TR B 1 7.%(2011 10-27~2011-
11-09%7;‘%L SEAR)H81E ~ % 91E8 %

\
I\J
H
\.: N
T

o
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L Eﬁ‘f*}" t(Accountability) ~ #£+% (Audit)

2 b *% ¥ 72 (Risk Management)

1. ;e32(Governance)# B 4 ¥ ahw| T (Pl 2 *E 4 F2fz F o

2. %% iy ) WS o

3. & ¥ (Contractors) &2 PR3+ #% ik % (Serwce Providers)z_ £ #
B o

4. ‘%4 iFE 2. T AR(Monitoring) &2 #£4 o

5. " FE 2 F,er(Awareness) R

6. *Z# %3 2 3F 4 (Reporting) -

{. ApREIE~

71 A FALEEE $20F ~ %30F ~ $60F - FTiE - $8iE
- H O~ $106 ~ $ 116 ~ $ 125 ~ $15i% - ¥ 164
FL70E ~ 5210 (2 748 B8 ) ~ % 28i% ~ 5 2908 (2L
fid ) ~ %241.n+( b\zﬁwﬁé)ﬁéw 1;5(#» s RE) o
7.2 A TR EEZw w3 % %(2011-10-27~2011-
11-09%F 2 2 FR) % 8iF ~ % 9iF 82 5 2110% o
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G== Fw @3% = B & = (Warren W. Weaver, Recent
Contributions to Manthematical Theory of
Communication, 1949)

1. #H R 42 (The technical problem) @ 4eie #-F & Fr i@
gﬁ] o

2. % & KA (The sematic problem) @ 4rfm i fo = FF 304 it #
Fok PO grdiE e i oo

3. »x% R*4E(The effectiveness problem) @ 4eiw & & £ (HF 3
F IR gk o
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@%1‘\ 8 3= (Privacy Impact Assessment » i #PIA)
— 9 A *2011-022 % B # = % (Department of Justice
» #§ H#DOJ)PIAF] 3¢ (Form)
1. 4 it (Description) & 3t % 5L — 3% & 2L 4 jtr(non-technical) 2. 4
SR (overall)$s i 14 RE P (address) -
1.1 ‘2 4k(records) £/ (and/or) ;& $v3k 3+ 20 friE = endF TP
=r(purpose) o
1.2 3 2 4F 2P ehz. % Aui@ v 50 o
1.3 s5d k sta & (collected) ~ &2 (maintained) ~ 41 * (used)
2 % 3% (disseminated) 2. F 3 (information) =13 3¢ (type) o
14 &k ¥od i3 P(access) it 2 A (7 18 BE/HE) -
15 & % iﬁ Bk AL¥ deie 3 P~(retrieved) 3L o
1.6 i sihefe @ (transmitted) 75t
1.7 & 2 s & 3z =i 3 4pid & (interconnections) o
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@éf‘ & 3= g#(Privacy Impact Assessment > ﬁiPlA)

— 12 £ *2011-022. % K & ;% % (Department of Justice
» 1§ HDOJ)HPIAZ] 38 (Form) ()

2. irP o2 T

21 &d p AP P AR~ AT z:i;a%,? A G
. kw78 (Identifying numbers) v -8R [% A F L (General
personal data) ~ 1 =4p B 33t '(Work—related data) FEG| a‘ifﬁ:
(Distinguishing features)/ # 4 4 & B (Biometrics) & st g 1T
(System admin)/#&+% 3 #L (Audit data) ~ H i= ”f;m(‘::-r_»éc Kk
)(Other Information specify) 6zg) o

22 =d ¥k % guﬂq gk F kR 2 > 3%(Check all that
apply) AR o I B JTJ:FT R R R 35F o

2.3 %~ t7(Analysis) @ B B G w i T2 EF R R A
B opp it B TR ' M H o $2 20 S 12 (component) o
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@7% # % 3= #(Privacy Impact Assessment » f§ #PIA)

— 13 2 +2011-022. & R\ & ;£ ¥%(Department of Justice
» #§ #DOJ)PIAR] X (Form) ()
3. % sz FF 7 P a(purpose)Es ¢ # (use) :
31 Hd B EFFP AP T2 A E P B3
p ez > 3%(Check all that apply) -
3.2 s 47 AR Ao )t ’\’%7 Lﬁ,ﬁal—fi FE o dF g p oz I
d o
33 Fd Z¥AWP kAP TAARE 2 R~ TR R
mal (C|tat|on)/x—‘" < },?:(reference).\ >IR o
3.4 %d LERET e TRET 2 ﬁPF’B‘ L S
/?@“’(%’ﬁ‘é o RBRNETEAEL ARSI E S 4E 25D
> }*J\—)
35/»:’}’? it LBl TGS DR ‘g%,uska;;g;;@
iy P Ik w\(handled) - mT (retalned) v BT (dlsposed) A

27 lag (CO”UO'S)'—’TJ-—Q B (] 0k xie #2541 ,,;,ﬁ,

= > Y /L ,\.,
M E L BRIV E) o
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@%%1« 8 3= (Privacy Impact Assessment » i #PIA)

— 12 £ *2011-022. % K & ;% % (Department of Justice
» 1§ HDOJ)HPIAZ] 38 (Form) ()

4. T 4~ % (Information Sharing) :

41 F5d B %AFRP LA F LY Tz H i+ (whom the
component) > % # & % 37 3% (& = B % (Case-by-case) -

# @ §i5 (Bulk transfer) ~ ® £ 7% Ex(Dlrect access)¥? H is (’sr-%\:
é;c#r (éther (Specify))) 45g) -

4.2 21 DR ETF]S 3 T ATH AT E b e 0 BRI B
MEFR PR B Rairdligw L8 -
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@%%1« 8 3= (Privacy Impact Assessment » i #PIA)

— 12 £ *2011-022. % K & ;% % (Department of Justice
» 1§ HDOJ)HPIAZ] 38 (Form) ()

5. 2 &r(Notice) ~ F & (Consent)£ § = (Redress) :
51“dﬁﬁa ﬁg# FAoEd iz HE AR
}i D @ IE >IN o

Fd Ae4AFEF A7 RIEGREFTAZ 2 E L

X

(e]

53 d Ak AFHEF E AT A£IEF B I H 4 %] (particular)
K ;_[z};gw =k AT o

5.4 A3 iy EAT AR REEN Y 2 2/ F A F R
lfi’ﬂ;ﬁﬁ%%- i ﬂg%ﬁi‘”é?\“ﬁ’w’“wﬁ’”ﬁ
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@éf‘ 8 3= (Privacy Impact Assessment » i #PIA)
— 42 A #+2011-022_ ¥ | @ ;% % (Department of Justice
» #§ #DOJ)HPIAZ] 3 (Form) ()

6. % % 2(Information Security) :

6.1 £F 2 B{7% >h "GiFH o
6.2 Hift e W R Tz 5d & DR EIFEEN D ks 2
SR Rt VE - R
6.3 FAEFE I T (misuse) 2z 8 4] e AR ~ BIE R T
w 2. %37 (undertaken) o
6.4 Fa o éflji\% BER)MB=N AL 2 2R 2 % 2
Mo ¥ BT ¥ %k % ¥ 3 % (Certification and
Accreditation)3f £ -
65é?&%éﬁﬁ%i%ﬁiﬁﬁﬁﬁ’iéﬁiﬁﬁ
(role-based access) £ g [ 7 i :E-* 2_jp| & (measures) o
6.6 FB sz XL LA T e 3 ’,}_%\;ﬁ = 52 #44 ;= (Privacy
Act)z_ iE ¢ o
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@%%1« 8 3= (Privacy Impact Assessment » i #PIA)

— 12 £ *2011-022. % K & ;% % (Department of Justice
» 1§ HDOJ)HPIAZ] 38 (Form) ()

6. F % 2(Information Security) (&) -

6-7 BP kB2 XA AT AR P EE LT
\iﬂ$a
68 BARIE PR R AT R F R R T A

o

(1) FaZ 22— SR o

(2) et * ki Himp AR aliE i
(3) A id * ks H = XA B m%% B2 R o
(4) B i (3F4c dzif) o
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@éf‘ & 3= g#(Privacy Impact Assessment > ﬁiPlA)

— 12 £ *2011-022. % K & ;% % (Department of Justice
» 1§ HDOJ)HPIAZ] 38 (Form) ()

1. 'EfEE
7.1 5 ﬁ%ﬁ%\%’éﬁﬁ;% B ek bz LR M o
T2A4 Rt kA 2 FU L R L
13 %% @ 2 if] R 2 5 R R o

8. P
81 2002 # 12 17p » 2 K = # 2 7 + * grJiji# (E-
Government Act of 2002) ¥ =% 208 & (Section) 2. *& 4 i% A%
(Privacy Provisions)f? ~ R #PIA -
8.2 & g PR 4% 4f & (Financial services) ** 2008 # = I} i
Financial Services — Privacy impact assessment (2008(E)):2011-
09-17 -
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£ kL % 7 (Retention) 2 £ (Disposal)#z 5 2.
B REPIFRARE B

FAE2ERLHHEE R RIFF AR

AT T RIES Nk | BPT e A M ()BT TR R T B R i 2 TR

Piv e dl e TR ETE2 2 | 245 T ERFAFNTFE L
Ko EB - 222820 |1 MREieRAEe ZFRET 2 REH N2
B fpREF 2 A 2 ET BENERAMNZIERE R s REBATRETZ
}-}f@ﬂ_’_ﬁﬁ‘éﬂ?’:ﬁ'n& e F!‘}'I—F»'—E{’ E’Eﬁ-ﬂ‘fx(lﬂ o B A F'*#"“‘T]Y fq‘:;}}r‘ﬁ}%l'ﬂ%’
B JR G PTR Y BTk o BT XELE) -
2. FEIRFCREARARE FALTFREE S FRLE
BRFIFRESF S e FEBATHFAN 2T F e
’rﬁ*ﬁﬁ;"
3. WK B BB ¢4 4R 2 v (Media

Sanltlzatlon) w2 fT BA FRRE E IEA
b

4, FERFCRERAE AN (p#) AT
CEBFRFG - ARLEFHFTE LB A
FHR S ERRAEL R I E T &
REREFOB A TR REERRT R
Fz 2 EaT o

5. FEILICREARAE e ZARNI(p EB)EAE LT VR
F35- T REEBE L2 2P a2 b %
JedZ B AR o

$EFH: L+ A LT >EE 204 5 2010-10-28 -
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7ok 1L (Sanitization) 2

R

A 4
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=4 203 FED
A A
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HT?
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A

3. NIST SP 800-88 ] & & #& 448 (Media)2- st—

p74

pﬂi' * ik ¢ Kissel R. et al. (2006) Guidelines for Media Sanitization, NIST SP 800-88, September 2006 °
% B (Overwritten)i 2_ &7 1% &c w42 (742 % & © Garfinked, S.L. aNd A. Shelat (2003) Remembrance of Data

Passed A Study of Disk Sanitization, IEEE Security & Privacy, Vol. 1, No. 1, pp.17~27.) -

*E L ,—;wf (Clear) ~ #1 T(Purge)ﬁf&i@(Destroy) °



floss
B A PO REREFG L TR P Gt

1. 2003#10*% :ISO/IECJTC1= = *& 4 $jtv#2 3 & (Study Group on Privacy
Technologies » #§ #SGPT) » i {7 212004107 Z #p1# 2 R 3 R
(Standardization needs): %] (Identity) s7#= 5 o

2. 2004#10* (JTC1z ##f%(Resolved)) :
2.1 j24¢SGPT -
2.2 471 SC 27: 7 & $ it b H] %1 1t > 302006% 117 % JTC 148 147 2 -

3. 2005#57 4% digew] ¢ 324278 (A framework for identity management: ISO/IEC
24760)2_ &t €38 P =3k F (New Work Item Proposals - #§ #NWIP) -

4. 2006#5"

4.1 = = SC 272 %51 ¥ = (Working Group) » 2 8% ¢ JL 27 72 £ o jiv
(Identity Management and Privacy Technologies) sm& % 1 ©_1 iF o
4.2 ¥ 1'%+ +=2 (A Privacy Framework: ISO/IEC 29100) £ *£ # %= 7 (A
Privacy Reference Architecture: ISO/IEC 29101)z. NWIP -
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AR EEFER R TR P { it (F)

5. ISO/IECJTC 1/SC 27 WG5:& {7 #® 2.1 i¥38 p
5.1 1= 3% £ 7 ¢ (Framework & Architecture) :
5.1.1 ISO/IEC 29100:2011-12-05 -

5.1.2 ISO/IEC 29101 -

5.1.3 %] ¥ 12 4= 28 (A framework for identity management: ISO/IEC 24760
Part 1:2011-12-07 ~ Part 2 and Part 3) -

5.1.4 75 P~ 12 4= 7¢ (A framework for access management: ISO/IEC 29146) -

5.1.5 7 %8 #-%] %2 = 2 (Entity authentication assurance framework:
ISO/IEC 29115) -
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AR EEFER R TR P { it (F)

5. ISO/IECJTC 1/SC 27 WGhig {7 ¢ 2.1 iF38 P () :
5.2 %3 $% 4 (Protection Concepts) :

5.2.1 4 3 & | i%:E (Biometric template protection: ISO/IEC 24745:2011-06-
17) -

D22 F L2 W BB RIEP — @ % FHEF 2 F% 8 RE A
(Requirements on relatlve anonymity with identity escrow — model for
authentication and authorization using group signatures: ISO/IEC 29191) -

5.3 #% % & i @4y » (Guidance on context and assessment) -

5.3.1 2 ¥ & P &%) "% & (Authentication context for biometrics: ISO/IEC
24761:2009-05-11) -

5.3.2 ' % 5 # = % & i3] (Privacy capability maturity model: ISO/IEC
29190) -
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Cloud Access Control
Service Provider

~

/ Requestor’s Agerh
Access Request

\ Access
ﬂ 5| Authorization|
Cloud Identity

- ) Privacy Enforcer
Service Provider /

Iy

I

/

Dita Encrypted

Request Results

L
i

f
oooo

Encrypted Cloud Data
Service Provider

Decrypted

Data
/

o J

p

ok %k Modelling Cloud Computing Architecture without Compromising Privacy, Figure 3, P. 13,
ISO/IEC JTC 1/SC 27 N9326:2010-09-22.
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b B A F3E =% s(Personal Information Management
System » f§ fLPIMS)z& 3% 2. 2 #(Structure)
1. multi-part standard
o ISO/IEC 27xxx Information technology — Security techniques —
Personal information security and privacy:
e Part1: Requirements
« Part 2 : Code of practice for security controls
« Part 3 : Code of practice for data protection controls
e Part4 : Auditing Guidelines
2. multiple standards
o ISO/IEC 27xxx Information technology — Security techniques —
Requirements for personal information management system
o ISO/IEC 27xxx Information technology — Security techniques —
Code of practice for security controls for personal information
management
o ISO/IEC 29xxx Information technology — Security techniques —
Code of practice of data protection controls for the personal
information management
o ISO/IEC 27xxx Information technology — Security techniques —

Auditing guidelines for the personal information management
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@. __A~SA
2

B A F3 g =k s(Personal Information Management
System - f§ #EPIMS)z& 3% 2. %% #(Structure) (¥)
3. WP

3.1 PIMSz_ & 4|2+ % ++2011-10d ISO/IEC JTC 1/SC 27~WG1e2:
WG5 r 4 F o

32 T k& : Heung Youl Youm (2011) Personal information
management system in Korea (Presentation), RAISE 2011 in Seoul,
2011-11-24 -

—g"’ 1 'Fi& B #% 517\,_ f£4e o
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@. __A~SA

FAE 2E L ARE L5
SR A TR IR A AR f 52 Ml

27000 (Concept, terms definition) _ Part 1 : requirement
27001 (Requirements) / Part 2 : Code of practice for
_ security controls
27002 (Co_de of practice for ~ | Part 3: Code of practice for data
security controls) protection controls
27002 (Code of practice for

7oL k7R Heung Youl Youm (2011) Personal information management system in Korea (Presentation),
RAISE 2011 in Seoul, 2011-11-24 -
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Security Standards: Protocols and technic
encompassed in CYBEX and now IODE

~ % >E% % 5|(Structured Cy

Oer
Uues

-)

Configuration
OVAL

XCCDF 1

e
CPE MAEC

Vulnerabili
CVE *
WEELGERS

R CWE CWSS |

~ ARF

__Remediation
TINC

Re mediation

Incident
RID IODEF

Attack Patterns
CPEC

Events

CEE

\n

USGov/MITRE

http://tools.ietf.org/html/draft-takahashi-mile-sci-01

AL %

: Kathleen M. Moriarty (2011) IETF MILE: Improving Incident and Information

Sharing Standards, Managed Incident Lightweight Exchange (MILE) Working Group, 2011-

11-01 -
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== CYBEX (Cybersecurity Information Exchange

Framework)£2 MILE (Managed Incident

Lightweight Exchange) & #4. = % 71|

CVE Common Vulnerabilities and Exposures What
CVSS Common Vulnerability Scoring System What
CWE Common Weakness Enumeration What
CWSS Common Weakness Scoring System What
OVAL Open Vulnerability and Assessment Language How
OCIL Open Checklist Interactive Language How
XCCDF eXtensible Configuration Checklist Description Format How

CPE Common Platform Enumeration What
CCE Common Configuration Enumeration How

ARF Assessment Result Format How

CEE Common Event Expression What
IODEF Incident Object Description Exchange Format How
CAPEC Common Attack Pattern Enumeration and Classification What
MAEC Malware Attribution Enumeration and Characterization Format | What
CybOX Cyber Observable Expression What
PFAM Phishing, Fraud and Misuse Format How

RID Real-time Inter-network Defence How/What
TNC Trusted Network Connect How/What
R

1. RID % MILE #

1> TNC 5 MILE 4%

2. F kiR ¢ http://measureable.mitre.org/ (2011-12-01)& *#= 7 -
3. TNC & * SCAP -
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/
> ¢ 7 & $i(Information Security Management
A » %%
System 4 £ ﬁ.ISMS) REMNE > ? LRLTE i
L% ISMS < i _ E,?#ﬁa(l/\/linitor)'fi’:\' )ii(Measure))
X iizﬁ; ;' F%& >(FR) IR
iz > p & (Goals) # BT > f =224 (Profile)
)5 e(Targets) A - J—ﬁ'ﬁ =
Fats
1. ISMS 2 fem g7zt 4 o
2. ISMS 3 #xfbz T3+ 4 o
3. ISMS # 4§ icitz f % chw 3] o
AR
1. ISO/IEC 27001 & % 7] -
2 ISO/IEC 15408 % & x 7] -
3. AFEF o
LI
1. E‘} 5 E Tk suiR 2 (Management System Standards) 2. & 42> ** ISO/IEC
4" WD 27001:2010-11-15 TISMS sc it | = sc & TF % 25§ >
TEAE 2R et T EF e > #F 2 s K (Information Security

Specific Policy) ; -

2.+ ISO/IEC 4" WD 27001 # » %4 F % 2 b *& ¥ 2P~ (Approach)
BFEAEL 2RP(Rules)2 T 2 e gci2 2 21 .

30 FRE2(AR)FLKGATT 2% 3F o
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Pl 2 g AR 2 AT LR AGAR > A R
P e % > g 22k Se(Information Security Management
System > # %iISMS)\, % 78 23 ;&?ﬁ?; e o BRI A7
VNI x]RS a1 E%%\IRP 2. ISI\/IS%F%_rv”Jat o 1% 2
*a  FAAgEFDTF o 22000 @ 1825 = 2 ISMS5
BAOTE T A ARG ARG L AL TR LT 4T
S év’?f’é%‘ﬁﬁ-’é—i TpmLi e o gl e s Ty
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TREEINELEEL 2 27> TAX ’;} (Healthcare)
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B35 B E(L-12¢ e g T E e T2 -
NEFAREALE T
FrIvKkE B
Ao Frw ok METT
g fwj&‘»{% H B o
| sent my Soul through the Invisible,
Some letter of that After-life to spell;
And by and by my soul return’d to me,
And answer’d, “I Myself am Heav’n and Hell.”
Edward Fitz Gerald (1809~1883) & %
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