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9:00 Registration

9:30 - 10:30 Welcome and Keynote

Keynote Speech: Business Process Security Research directions.
Volkmar Lotz, Security & Trust Research Program Manager at SAP Research 11:00 -
13:00 Session 1: Privacy and Secrecy

Enhancing User Privacy through Data Handling Policies
Claudio Ardagna, Sabrina De Capitani di Vimercati, Pierangela Samarati

Efficient Enforcement of Security Policies based on Tracking of Mobile Users
Vijay Atluri, Heechang Shin

Information Theoretical Analysis of Two-Party Secret Computation
Da-Wei Wang, Churn-Jung Liau, Yi-Ting Chiang, Tsan-sheng Hsu

Detection and Resolution of Anomalies in Firewall Policy Rules
Muhammad Abedin, Syeda Nessa, Latifur Khan, Bhavani Thuraisingham

Interactive Analysis of Attack Graphs Using Relational
Lingyu Wang, Chao Yao, Anoop Singhal, Sushil Jajodia

13:00 Lunch at SAP / End of Conference
15:30-17:00 Session 2: Access Control for Coalitions and Business Processes

Consolidating the Access Control of Composite Applications and Workflows
Martin Wimmer, Alfons Kemper, Maarten Rits, Volkmar Lotz



A Distributed Coalition Service Registry for Ad-hoc Dynamic Coalitions: A
Service-oriented Approach
Ravi Mukkamala, Vijay Atluri, Janice Warner, Ranjit Abbadasari

From Business Process Choreography to Authorization Policies
Philip Robinson, Florian Kerschbaum1, and Andreas Schaad
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9:30 - 11:00 Session 3: Flexible Access Control

Creating Objects in the Flexible Authorization Framework
Nicola Zannone, Sushil Jajodia, Duminda Wijesekera

A Framework for Flexible Access Control in Digital Library Systems
Indrajit Ray, Sudip Chakraborty

Authrule: A Generic Rule-Based Authorization Module
Sonke Busch, Bjorn Muschall, Gunther Pernul, Torsten Priebe

11:30 - 13:00 Session 4: Authentication, Integrity, and Inference Control

Aggregation Queries in the Database-As-a-Service Model
Einar Mykletun, Gene Tsudik

XML Streams Watermarking
Julien Lafaye, David Gross-Amblard

On Finding an Inference-Proof Complete Database for Controlled Query Evaluation
Joachim Biskup, Lena Wiese

13:00 Lunch at SAP

14:30 - 16:00 Session 5: Role-based Access Control

Resolving Information Flow Conflicts in RBAC Systems
Noa Tuval, Ehud gudes

Discretionary and Mandatory Controls for Role-Based Administration
Jason Crampton

Term Rewriting for Access Control
Steve Barker, Maribel Fernandez
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9:00 - 10:30 Session 6: Identity Management and Applications Security

Notarized Federated Identity Management for Web Services
Michael Goodrich, Roberto Tamassia, Danfeng Yao

Policy Transformations for Preventing Leakage of Sensitive Information in Email
Systems
Saket Kaushik, William Winsborough, Duminda Wijesekera, Paul Ammann

Aspect-Oriented Risk Driven Development of Secure Applications
Geri Georg, Siv Hilde Houmb, and Indrakshi Ray

11:00 -- 12:00 Session 7: Secure Query Rewriting and Execution

Authenticating Multi-Dimensional Query Results in Data Publishing
Weiwei Cheng, HweeHwa Pang, Kian-Lee Tan

Policy Classes and Query Rewriting Algorithm for XML Security Views
Nataliya Rassadko, Gabriel Kuper, Fabio Massacci
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1. Creating Objects in the Flexible Authorization Framework
Nicola Zannone, Sushil Jajodia, Duminda Wijesekera
Access control is a crucial concern to build secure IT systems and, more specifically,
to protect the confidentiality of information. However, access control is necessary, but
not sufficient. Actually, IT systems can manipulate data to provide services to users.
The results of a data processing may disclose information concerning the objects used
in the data processing itself. Therefore, the control of information flow results
fundamental to guarantee data protection. In the last years many information flow
control models have been proposed. However, these frameworks mainly focus on the
detection and prevention of improper information leaks and do not provide support for
the dynamical creation of new objects.
In this paper we extend our previous work to automatically support the dynamical
creation of objects by verifying the conditions under which objects can be created and
automatically associating an access control policy to them. Moreover, our proposal
includes mechanisms tailored to control the usage of information once it has been
accessed.
This material is based upon work supported by the National Science Foundation under
grants 11S-0242237 and 11S-0430402. Any opinions, findings, and conclusions or
recommendations expressed in this material are those of the author(s) and do not
necessarily reflect the views of the National Science Foundation. This work was
partly supported by the projects RBNE0195K5 FIRB-ASTRO, 016004
IST-FP6-FET-IP-SENSORIA, 27587 IST-FP6-IP-SERENITY, 2003-S116-00018
PAT-MOSTRO.

2. Detection and Resolution of Anomalies in Firewall Policy Rules

Muhammad Abedin, Syeda Nessa, Latifur Khan,

Bhavani Thuraisingham

A firewall is a system acting as an interface of a network to one or more external
networks. It implements the security policy of the network by deciding which packets
to let through based on rules defined by the network administrator. Any error in
defining the rules may compromise the system security by letting unwanted traffic
pass or blocking desired traffic. Manual definition of rules often results in a set that
contains conflicting, redundant or overshadowed rules, resulting in anomalies in the
policy. Manually detecting and resolving these anomalies is a critical but tedious and
error prone task. Existing research on this problem have been focused on the analysis
and detection of the anomalies in firewall policy. Previous works define the possible
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relations between rules and also define anomalies in terms of the relations and present
algorithms to detect the anomalies by analyzing the rules. In this paper, we discuss
some necessary modifications to the existing definitions of the relations. We present a
new algorithm that will simultaneously detect and resolve any anomaly present in the
policy rules by necessary reorder and split operations to generate a new anomaly free
rule set. We also present proof of correctness of the algorithm. Then we present an
algorithm to merge rules where possible in order to reduce the number of rules and
hence increase efficiency of the firewall.

3. On Finding an Inference-Proof Complete Database for Controlled Query
Evaluation

Joachim Biskup, Lena Wiese

Controlled Query Evaluation (CQE) offers a logical framework to prevent a user of a
database from inadvertently gaining knowledge he is not allowed to know. By
modeling the user’s a priori knowledge in an appropriate way, a CQE system can
control not only plain access to database entries but also inferences made by the user.
A dynamic CQE system that enforces inference control at runtime has already been
investigated. In this article, we pursue a static approach that constructs an
inference-proof database in a preprocessing step. The inference-proof database can
respond to any query without enabling the user to infer confidential information. We
illustrate the semantics of the system by a comprehensive example and state the
essential requirements for an inference-proof and highly available database. We
present an algorithm that accomplishes the preprocessing by combining SAT solving
and “Branch and Bound”.

4. Consolidating the Access Control of Composite Applications and Workflows
Martin Wimmer, Alfons Kemper, Maarten Rits, Volkmar Lotz

The need for enterprise application integration projects leads to complex composite
applications. For the sake of security and efficiency, consolidated access control
policies for composite applications should be provided. Such a policy is based on the
policies of the corresponding autonomous sub-applications and has the following
properties: On the one hand, it needs to be as restrictive as possible to block requests
which do not comply with the integrated sub-applications’ policies. Thereby,
unsuccessful executions of requests are prevented at an early stage. On the other hand,
the composite policy must grant all necessary privileges in order to make the intended
functionality available to legitimate users.

In this paper, we present our formal model and respective algorithmic solutions for
consolidating the access control of composite applications. The generated policies
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conform to the presented requirements of the least privileges paradigm and, thus,
allow to revise and optimize the access control of composite applications. We
demonstrate this by means of Web service workflows that constitute the state of the
art for the realization of business processes.

5. Authenticating Multi-dimensional Query Results in Data Publishing

Weiwei Cheng, HweeHwa Pang, Kian-Lee Tan

In data publishing, the owner delegates the role of satisfying user queries to a
third-party publisher. As the publisher may be untrusted or susceptible to attacks, it
could produce incorrect query results. This paper introduces a mechanism for users to
verify that their query answers on a multi-dimensional dataset are correct, in the sense
of being complete (i.e., no qualifying data points are omitted) and authentic (i.e., all
the result values originated from the owner). Our approach is to add authentication
information into a spatial data structure, by constructing certified chains on the points
within each partition, as well as on all the partitions in the data space. Given a query,
we generate proof that every data point within those intervals of the certified chains
that overlap the query window either is returned as a result value, or fails to meet
some query condition. We study two instantiations of the approach: Verifiable
KD-tree (VKDtree) that is based on space partitioning, and \erifiable R-tree (VRtree)
that is based on data partitioning. The schemes are evaluated on window queries, and
results show that VVRtree is highly precise, meaning that few data points outside of a
query result are disclosed in the course of proving its correctness.

6. XML Streams Watermarking

Julien Lafaye, David Gross-Amblard

XML streams are valuable, continuous, high-throughput sources of information whose
owners must be protected against illegal redistributions. Watermarking is a known
technique for hiding copyrights marks within documents, thus preventing
redistributions. Here, we introduce a watermarking algorithm for XmL streams so that
(i) the watermark embedding and detection processes are done online and use only a
constant memory, (ii) the stream distortion is controlled, (iii) the type of the stream is
preserved and finally (iv) the detection procedure does not require the original stream.
We also evaluate, analytically and experimentally, the robustness of the algorithm
against watermark removal attempts.

Work supported by the ACI Sécurité & Informatiqgue TADORNE grant (2004-2007).
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7. Aggregation Queries in the Database-As-a-Service Model

Einar Mykletun, Gene Tsudik

In the Database-As-a-Service (DAS) model, clients store their database contents at
servers belonging to potentially untrusted service providers. To maintain data
confidentiality, clients need to outsource their data to servers in encrypted form. At
the same time, clients must still be able to execute queries over encrypted data. One
prominent and fairly effective technique for executing SQL-style range queries over
encrypted data involves partitioning (or bucketization) of encrypted attributes.
However, executing aggregation-type queries over encrypted data is a notoriously
difficult problem. One well-known cryptographic tool often utilized to support
encrypted aggregation is homomorphic encryption; it enables arithmetic operations
over encrypted data. One technique based on a specific homomorphic encryption
function was recently proposed in the context of the DAS model. Unfortunately, as
shown in this paper, this technique is insecure against ciphertext-only attacks. We
propose a simple alternative for handling encrypted aggregation queries and describe
its implementation. We also consider a different flavor of the DAS model which
involves mixed databases, where some attributes are encrypted and some are left in
the clear. We show how range queries can be executed in this model.

This work was supported by in part by NSF Awards 0331707 (ITR-DAS) and
0220069 (ITR-RESCUE).

8. Policy Classes and Query Rewriting Algorithm for XML Security Views
Nataliya Rassadko

Most state-of-the-art approaches of securing XML documents are based on a partial
annotation of an XML tree with security labels which are later propagated to
unlabeled nodes of the XML so that the resulting labeling is full (i.e. defined for every
XML node). The first contribution of this paper is an investigation of possible
alternatives for policy definition that lead to a fully annotated XML. We provide a
classification of policies using different options of security label propagation and
conflict resolution. Our second contribution is a generalized algorithm that constructs
a full DTD annotation (from the the partial one) w.r.t. the policy classification. Finally,
we discuss the query rewriting approach for our model of XML security views.

This work has been partially supported by MIUR under the project FIRB-ASTRO, by
PAT under the project PAT-MOSTRO and by the EU Commission under the project
EU-IST-IP-SERENITY.

9. Interactive Analysis of Attack Graphs Using Relational Queries
Lingyu Wang, Chao Yao, Anoop Singhal, Sushil Jajodia
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Attack graph is important in defending against well-orchestrated network intrusions.
However, the current analysis of attack graphs requires an algorithm to be developed
and implemented, causing a delay in the availability of analysis. Such a delay is
usually unacceptable because the needs for analyzing attack graphs may change
rapidly in defending against network intrusions. An administrator may want to revise
an analysis upon observing its outcome. Such an interactive analysis, similar to that in
decision support systems, is difficult if at all possible with current approaches based
on proprietary algorithms. This paper removes the above limitation and enables
interactive analysis of attack graphs. We devise a relational model for representing
necessary inputs including network configuration and domain knowledge. We
generate the attack graph from those inputs as relational views. We then show that
typical analyses of the attack graph can be realized as relational queries against the
views. Our approach eliminates the needs for developing a proprietary algorithm for
each different analysis, because an analysis is now simply a relational query. The
interactive analysis of attack graphs is now possible, because relational queries can be
dynamically constructed and revised at run time. Moreover, the mature optimization
techniques in relational databases can also improve the performance of the analysis.
This material is based upon work supported by National Institute of Standards and
Technology Computer Security Division; by Homeland Security Advanced Research
Projects Agency under the contract FA8750-05-C-0212 administered by the Air Force
Research  Laboratory/Rome; by Army Research Office under grants
DAAD19-03-1-0257 and W911NF-05-1-0374, by Federal Aviation Administration
under the contract DTFAWA-04-P-00278/0001, and by the National Science
Foundation under grants 11S-0242237 and 11S-0430402. Any opinions, findings, and
conclusions or recommendations expressed in this material are those of the authors
and do not necessarily reflect the views of the sponsoring organizations.

10. Notarized Federated Identity Management for Web Services

Michael T. Goodrich, Roberto Tamassia, Danfeng Yao

We propose a notarized federated identity management model that supports efficient
user authentication when providers are unknown to each other. Our model introduces
a notary service, owned by a trusted third-party, to dynamically notarize assertions
generated by identity providers. An additional feature of our model is the avoidance of
direct communications between identity providers and service providers, which
provides improved privacy protection for users. We present an efficient
implementation of our notarized federated identity management model based on the
Secure Transaction Management System (STMS). We also give a practical solution
for mitigating aspects of the identity theft problem and discuss its use in our notarized
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federated identity management model. The unique feature of our cryptographic
solution is that it enables one to proactively prevent the leaking of secret identity
information.

This work was supported in part by the National Science Foundation under grants
11S-0324846, CCF-0311510 and CNS-0303577, and by 1AM Technology, Inc. The
work of the first author was done primarily as a consultant to Brown University.

11. Resolving Information Flow Conflicts in RBAC Systems

Noa Tuval, Ehud Gudes

Recently, Role Based Access Control (RBAC) model has taken place as a promising
alternative to the conventional access control models, MAC and DAC. RBAC is more
general than those traditional models as was shown by Osborn et al. [17], however,
mapping a role based system to a valid MAC configuration is not always possible
because certain combinations of permissions that are included in a role’s effective
privileges may cause information flow. Given a role-based graph where role’s
permissions refer to labeled data objects, Osborn et al. showed how to find conflicts
that are resulted from information flow, but they have not suggested a solution for
these conflicts and they have not handled user-role assignments, for the solved
scheme. In this paper, we assume a more general model of permissions conflicts than
MAC. We introduce an algorithm that handles information flow conflicts in a given
role-based graph, corrects the Role-based graph if needed, and proposes a consistent
users-roles assignment. As RBAC and information flow are becoming extremely
important in Web based information systems, this algorithm becomes very relevant.

12. Policy Transformations for Preventing Leakage of Sensitive Information in
Email Systems

Saket Kaushik, William Winsborough, Duminda Wijesekera, Paul Ammann

In this paper we identify an undesirable side-effect of combining different
email-control mechanisms for protection from unwanted messages, namely, leakage
of recipients’ private information to message senders. The problem arises because
some email-control mechanisms like bonds, graph-turing tests, etc., inherently leak
information, and without discontinuing their use, leakage channels cannot be closed.
We formalize the capabilities of an attacker and show how she can launch guessing
attacks on recipient’s mail acceptance policy that utilizes leaky mechanism in an
effort to avoid unwanted mail.

The attacker in our model guesses the contents of a recipient’s private information.
The recipients’ use of leaky mechanisms allow the sender to verify her guess. We
assume a constraint logic programming based policy language for specification and
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evaluation of mail acceptance criteria and present two different program
transformations that can prevent guessing attacks while allowing recipients to utilize
any email-control mechanism in their policies.

13. Term Rewriting for Access Control

Steve Barker, Maribel Fern’andez

We demonstrate how access control models and policies can be represented by using
term rewriting systems, and how rewriting may be used for evaluating access requests
and for proving properties of an access control policy. We focus on two kinds of
access control models: discretionary models, based on access control lists (ACLS),
and role-based access control (RBAC) models. For RBAC models, we show that we
can specify several variants, including models with role hierarchies, and constraints
and support for security administrator review querying.

14. Discretionary and Mandatory Controls for Role-Based Administration

Jason Crampton

Role-based access control is an important way of limiting the access users have to
computing resources. While the basic concepts of role-based access control are now
well understood, there is no consensus on the best approach to managing role-based
systems. In this paper, we introduce a new model for role-based administration, using
the notions of discretionary and mandatory controls. Our model provides a number of
important features that control the assignment of users and permissions to roles. This
means that we can limit the damage that can be done by malicious administrative
users. We compare our approach to a number of other models for role-based
administration, and demonstrate that our model has several advantages.

15. A Distributed Coalition Service Registry for Ad-Hoc Dynamic Coalitions: A
Service-Oriented Approach

Ravi Mukkamala, Vijayalakshmi Atluri, Janice Warner, Ranjit Abbadasari

It is often necessary for organizations to come together in a coalition to share services,
without prior planning, to accomplish certain tasks. The dynamic coalition-based
access control (DCBAC) model facilitates the formation of dynamic coalitions
through the use of a registry service, where available services can be advertised by
potential coalition members. The central component of the DCBAC model is the
distributed coalition service registry (DCSR). Depending upon the levels of service
needed by the service providers and requesters, DCSR provides different functionality.
We define three levels of DCSR services: (i) Registry Service (ii)Authenticator
Service, and (iii) Query Service. For the last service, DCSR answers a specific
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question directly by using the information resources of service providers, when the
requester has needed credentials. No direct interactions are needed between the
coalition members in this level of service. In this paper, we describe our
service-oriented approach to DCSR design and show the flexibility that it offers. The
design features are tested through a prototype DCBAC system built using the .Net
framework.

The work of Atluri and Warner is supported in part by the National Science
Foundation under grant 11S-0306838.

16. Enhancing User Privacy Through Data Handling Policies

Claudio Ardagna, Sabrina De Capitani di Vimercati, Pierangela Samarati

The protection of privacy is an increasing concern in today’s global infrastructure.
One of the most important privacy protection principles states that personal
information collected for one purpose may not be used for any other purpose without
the specific informed consent of the person it concerns. Although users provide
personal information for use in one specific context, they often have no idea on how
such a personal information may be used subsequently.

In this paper, we introduce a new type of privacy policy, called data handling policy,
which defines how the personal information release will be (or should be) dealt with
at the receiving party. A data handling policy allows users to define simple and
appropriate levels of control over who sees what information about them and under
which circumstances.

17. Efficient Enforcement of Security Policies Based on Tracking of Mobile Users
Vijayalakshmi Atluri, Heechang Shin

Recent advances to mobile communication, Global Positioning System (GPS) and
Radio Frequency ldentification (RFID) technologies have propelled the growth of a
number of mobile services. These require maintaining mobile object’s location
information and efficiently serving access requests on the past, present and future
status of the moving objects. Moreover, these services raise a number of security and
privacy challenges. To address this, security policies are specified to ensure controlled
access to the mobile user’s location and movement trajectories, their profile
information, and stationary resources based on the mobile user’s spatiotemporal
information. Considering the basic authorization specification <subject, object,
subject>, in a mobile environment, a moving object can be a subject, an object, or
both. Serving an access request requires to search for the desired moving objects that
satisfy the query, as well as enforce the security policies.

Often, enforcing security incurs overhead, and as a result may degrade the
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performance of a system. To alleviate this problem, recently Atluri and Guo have
proposed an unified index structure, STPR-tree, to organize both the moving objects
and authorizations specified over them. However, the STPR-tree is not capable
supporting security policies based on tracking of mobile users. In this paper, we
present an index structure, called S™""-tree, which maintains past, present and future
positions of the moving objects along with authorizations by employing partial
persistent storage. We demonstrate how the S™"F-tree can be constructed and
maintained, and provide algorithms to process two types of access requests, including
moving object requests by stationary subjects such as locate and track, and stationary
object requests by moving subjects.

This work is supported in part by the National Science Foundation under grant
11S-0242415.

18. A Framework for Flexible Access Control in Digital Library Systems

Indrajit Ray, Sudip Chakraborty

Traditional access control models are often found to be inadequate for digital libraries.
This is because the user population for digital libraries is very dynamic and not
completely known in advance. In addition, the objects stored in a digital library are
characterized by fine-grained behavioral interfaces and highly-contextualized access
restrictions that require a user’s access privileges to be updated dynamically. These
motivate us to propose a trust-based authorization model for digital libraries. Access
privileges can be associated with both objects and content classes. Trust levels
associated with these specify the minimum acceptable level of trust needed of a user
to allow access to the objects. We use a vector trust model to calculate the system’s
trust about a user. The model uses a number of different types of information about a
user, for example, prior usage history, credentials, recommendations etc., to calculate
the trust level in a dynamic manner and thus achieve a fine-grained access control.
This work was partially supported by the U.S. Air Force Research Laboratory (AFRL)
and the Federal Aviation Administration (FAA) under contract F30602-03-1-0101 and
by the National Science Foundation (NSF) of the USA under grant 11S-0242258. Any
opinions, findings, and conclusions or recommendations expressed in this publication
are solely those of the authors and do not necessarily represent those of the AFRL, the
FAA, or the NSF.

19. Authrule: A Generic Rule-Based Authorization Module
Sonke Busch, Bjorn Muschall, Gunther Pernul, Torsten Priebe
As part of the access control process an authorization decision needs to be taken based
on a certain authorization model. Depending on the environment different models are
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applicable (e.g., RBAC in organizations, MAC in the military field). An authorization
model contains all necessary elements needed for the decision (e.g., subjects, objects,
and roles) as well as their relations. As these elements are usually inherent in the
software architecture of an access control module, such modules limit themselves to
the use of a certain specific authorization model. A later change of the model
consequently results in a substantial effort for revising the software architecture of the
given module. Rule-based systems are well suited to represent authorization models
by mapping them to facts and rules, which can be modified in a flexible manner. In
this paper we present a generic authorization module, which can take authorization
decisions on the basis of arbitrary models utilizing rule-based technology. The
implementation of the popular RBAC and ABAC (attribute-based access control)
models is demonstrated

20. Aspect-Oriented Risk Driven Development of Secure Applications

Geri Georg, Siv Hilde Houmb, Indrakshi Ray

Security breaches seldom occur because of faulty security mechanisms. Often times,
security mechanisms are incorrectly incorporated in an application which allows them
to be bypassed resulting in a security breach. Methodologies are needed for
incorporating security mechanisms in an application and assessing whether the
resulting system is indeed secure. We propose one such methodology for designing
secure applications. We begin by identifying the assets in the application that need
protection. We then find the kinds of attacks that are typical for such applications. We
show how to evaluate the application against such attacks. If the results are
unacceptable, that is, they pose a high security risk, then some security mechanism
must be incorporated into the application. We illustrate how this can be done and
show how the resulting system can be evaluated to give assurance that it is resilient to
the given attack.

21. From Business Process Choreography to Authorization Policies

Philip Robinson, Florian Kerschbaum, Andreas Schaad

A choreography specifies the interactions between the resources of multiple
collaborating parties at design time. The runtime management of authorization
policies in order to support such a specification is however tedious for administrators
to manually handle. By compiling the choreography into enhanced authorization
policies, we are able to automatically derive the minimal authorizations required for
collaboration, as well as enable and disable the authorizations in a just-in-time manner
that matches the control flow described in the choreography. We have evaluated the
advantage of this utility in a collaborative engineering scenario.
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22. Information Theoretical Analysis of Two-Party Secret Computation

Da-Wei Wang, Churn-Jung Liau, Yi-Ting Chiang, Tsan-sheng Hsu

Privacy protection has become one of the most important issues in the information era.
Consequently, many protocols have been developed to achieve the goal of
accomplishing a computational task cooperatively without revealing the participants’
private data. Practical protocols, however, do not guarantee perfect privacy protection,
as some degree of privacy leakage is allowed so that resources can be used efficiently,
e.g., the number of random bits required and the computation time. A metric for
measuring the degree of information leakage based on an information theoretical
framework was proposed in [2]. Based on that formal framework, we present a lower
bound of the scalar product problem in this paper, and show that to solve the problem
without the help of a third party, approximately half the private information must be
revealed. To better capture our intuition about the secrecy of various protocols, we
propose two more measurements: evenness and spread. The first measures how
evenly the information leakage is distributed among the participants’ private inputs.
The second measures the size of the smallest set an adversary could use to obtain the
same ratio of leaked information that could be derived in the worst case scenario.
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¥ f2iz > o a2k Gk & " 1 9kt 2 & 1 40 number

field sievev‘&%éﬁ% £ o— BH* RS TPEAFM K G4 Pelzl 2 Simka
EALUANRFTORFERE s E2 ’fa’fip%}tléi? SRR FET T o e
7 ECM (1l & 2) %4 S = B 7 b 7250 FPGA X% - &
§"¢j&;&x%m$i PLFE R BLNIRIE —grg}iﬁxxinbmﬁ;\xffﬁﬁ“’ Ea

» GMP-ECM » © 5S4k d 4 &7 o ﬂw ikt 0 B AR e oA
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%}irﬂﬁ 4 Bipit gis o M A FPGA 3#3% 0 #&_Xilinx Spartan 3 #% &
S~ A2 & (order) )1 b 2. & A3 F et L o

Implementing Cryptographic Pairings on Smartcards
Authors: Michael Scott, Neil Costigan and Wesam Abdulwahab (Dublin City
University)
2 FHPIWEF Y AR chPairings 2 S AT A E R RBE P AThE 2 R
AR R K Beh- A2 2 o £ 2 E % kF 3R IBE (Identity-Based
Encryption)  figf #h < ® f9 i & 837 3] 0 Pairing = /2 g * 3032 =~
P E+ ’PhilipsHiPerSmartTM £ MIPS-32 4] ¢ SmartMIPS™ % 4§
7"&" E+ o4 Tate pairing~Ate pairing 2 T pairing % = #87 ¢ #85 ¢ pairing
R 3t T > 7 L £45 % o Tate pairing - 1 2% supersingular & %
E(F ) &= mAte pairing > + & - i #- supersingular # S E(F)) » &
A_nT pairing £ - i supersingular & S E(F, ) & i IF"F’% i7e -1z pairing
GREFAEETRHFOEET N FE 015 £ Y B*Fé&f]ﬁﬁ‘i 7 PR i
BHEE Ak o

SPA-resistant Scalar Multiplication on Hyperelliptic Curve Cryptosystems
Combining Divisor Decomposition Technique and Joint Regular Form
Authors: Toru Akishita, Masanobu Katagi and Izuru Kitamura (Sony

Corporation)
Mo BT EHFREY R A B ,3‘4 $i®¥— v #% > HECC (Hyperelliptic Curve
Cryptosystems) ie.% > + 2 »x 3 F G sd 4 o 2R & 3T # * theta ¥]

Bk oraFRAFEHIT g ?ﬁtift». PSS T ) R L WL
theta Fl#c i * R § 2 * (R PHRLT - Ft hiphwm v o ITF PR

dgooadeny & repu BREur k34 & E(F,) T hHECCe & B4t

Bl 2 AN A BATENIT o — A FHA fREIT > - Tl
d & B theta Fl#cF|;\ 4 f&a Xk ¥ - B &_joint regular form> * — %5 #c -
E ’rﬁ,:g';a G oseF 2 & 2 Hihd 3 B theta Fl¥cA 4 huf B E o
B B PITDG AT PR S 2 g o 8 f < 9 L 19%dmi g
—Q—:— A PV ELA Y IR AR TR 4 B AT

a
u

Fast Generation of Prime Numbers on Portable Devices: An Update

Authors: Marc Joye and Pascal Paillier (Gemalto)

AR SR SRR E DR R Py Ty S A R arfg,\{

ZMA¢ﬁ%ma4o*f€ﬁm B LR8N g SUEEL'Y Sy
BRZ B BREP LR AL T R AL P
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T oo fEFPRNGE DRI L AT T rg AT e w otk ) an(f
HO)iwE *fuf‘i;? PeEE R T Bt oo ¥
HAOP@d g 73 38 o o B AP E A4 fzn i b @TE—’_E?;,} 1 smart card
- ﬁ o 17 L3F RSA Q%fﬁq‘ﬁ» FAABEFUERERI - BEEF R A
SILER o F)pt kv e gk §et hiEip s Iy
CER R AT A2 TR RETHEIEE T UERL e
\'aig 2 T R U RA R UIGE IR AR SR E A

‘g

M
F_‘-

f
‘?“

A Proposition for Correlation Power Analysis Enhancement
Authors: Thanh-Ha Le, Jessy Cledi‘ere, Cecile Canovas (CEA/LETI),
Christine Serviere, Jean-Louis Lacoume (INPG/LIS) and Bruno Robisson
(CEA/LETI)
AL H I BF T kELfE R e 2 §_SPA(Simple Power Attack) ~ DPA
(Differential Power Attack) f= CPA (Correlation Power Attack) % = & o @ v
PAEN? FEAE D % - . DPARE I ZH4HE-A{fcl Bz
AR BEE DPA B A S BARSTELL AN PPA
(Partitioning Power Attack)rc#F #:5% & .15 » A%~ . % &€ & CPA sz ¥ #
\’@@$%éwgﬁ%,z@%mwﬁﬁ§§?${eﬁ%wﬁpm_
2 S A RS TN Rl IR O Vs gi2 e

High-Resolution Side-Channel Attack Using Phase-Based Waveform
Matching

Authors: Naofumi Homma and Sei Nagashima and Yuichi Imai and Takafumi
Aoki (Tohoku University) and Akashi Satoh (IBM Research, Tokyo Research
Laboratory)

% < #% I Side-channel attack ¢ 3 SPA 7 DPA & fasz #4440 v i A
FUH A RAGT I MG E B B T e AR R kA TR T
P FEER R B M drs by hiTg A A M) DFT (discrete
Fourier transforms ) 7& » iﬁ % 3 & 7#% (high-resolution ) #-¥ 12 7 33 5L
#A52 B eng > k2 Side attack T FE R 3 4 o i@ 453 12 POC-base
= E i gl i g i c DPA $43YF B 29 DPA {v DEMA % 413t DES -

Cache-Collision Timing Attacks Against AES
Authors: Joseph Bonneau (Stanford University) and Ilya Mironov (Microsoft
Research)

*#m 2 H )P W F 5 Timing Attacks(PF B s ) 7 3% @ ten
table-driven * ;¥ k 2 4 AES &~ o #r il A< ? > lfi [ ﬁd e B A

i
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AR pE TR A1 - B ORE AR EEM A A4 Py 2
Moo F]pt * — PBIER PR h il N ok TE - B e ek o
i BIr LT R AR AES A frt BT S o B A
Pentium3, Pentium 4 Xeon, UltraSPARC 3+ T 5} k3 IRyt fhscHFigm *
U %k #$FL0penSSLv.0.9.8 - S FRAB T ik LT 7 & 5 20 By
B Ao U EFTHEE 128-bit  AES key o #7145 3% AES 1 (% k $HFpE 5
ARG PR R R - B A éff?u? Y R b R T 63
%L, o

il
38

Provably Secure S-Box Implementation Based on Fourier Transform

Authors: Sebastien Aumonier, Christophe Giraud and Emmanuel Prouff
(Oberthur Card Systems)

A HIIE e BiRE 2 G gt~ B F LR > 32 7 i ISH . DPA -
¢ Side Channel Attacks > — #& % * **$HAEN 40 B2 > VLA * g ¥ o
FobF R R 0 PP DPA a0 o AR & E Y Pk R e S-Box
$ G M b R B A G FEk o do s AP & E #
(Fourier Transform) 4 {2> #& ) & — fBATHfZA-> R * 05 - HHf 4 B
iz 1 S-Box b k453 DPA st o #i8— Jh 3 #-b i 2 2 % A FOX {- AES

e1S-Boxes B RF S L BRI NS AR D A S S - B oo

Instruction Set Extensions for Efficient AES Implementation on 32-bit
Processors

Authors: Stefan Tillich and Johann Groszschaedl (Graz University of
Technology)

AHTHEI S BFE R AOBF SRR TARY LRAAADR
B ool § Boshde B E 2 H B 4 B df o B(PDAs) £ 52 HELE R
2R MR E AR A P B F L A RAE A ST R
(B~ TR e m bk O b - fBI0% 40 4 BB E ACLHALF B % k%
1320 AL Barrn g o AP AF S dp 4 R L BABSh HAR S o i@

* SPARC V8-compatible Leon2 q‘ﬁ NEJER K IFT L kimiL AESHD
R OB ER L A B G R e B F R R R R
g ff o AESHE R 273 S kA L oadp s CAPEEFEME RY
O (EchFFE R o PiTg P @ A= 2 & S B gl § 7

FOEL G A Ak R g A AR D e AR B edp £ AR ik

.
Ry °
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(18) NanoCMOS Molecular Realization of Rijndael

(19)

(20)

21)

Authors: Massoud Masoumi, Farshid Raissi and Mahmoud Ahmadian (K. N.
Toosi University of Technology, Tehran)

THEmY 2 8- B R4 BB F 2 Rijndael i+_— I ATE K HE
(CMOL)A c19 17 o iz 3580 @5 CMOS R 7% 3 % A 3 F Haue
B AT A o lendael ik A § d CMOL #12& ) ko Btk e A
FHAR HEER -HALZLEF RE DL COMS iz k$RG 4p g 5
B

Improving SHA-2 Hardware Implementations

Authors: Ricardo Chaves, Georgi Kuzmanov, Leonel Sousa and Stamatis
Vassiliadis (TUDelft)
SF e A4 5% - it Sha2 e F Bk cns % o ipdbira & §d & 37
J}*Hiﬁﬁi}i"h’ﬂfﬁ AR Y TR *gﬁﬁ?\q_ﬁ“ﬂﬂlﬁg’h‘?%ﬁ%if_
% FF R0 -SHA256 £2 SHAS12 jeis & f75t ¢ &2 = Z4 2 R VIRTEX I
Pro Al iRl - F B FEF £ ¢ it m ) Li‘é‘i'; 7 &L 50%1 ¢
e SHA256 H w12 2 70% 11 + e SHAS12 320 Snfic o B {46 & XC2VP30-7
FPGA ¢ > SHA256 4r SHAS12 # % 755 4r 1667 e * + 2 i & A & ¥
Z 3] 1.4 Gbit/s £ 1.8 Gbit/s °

Offline Hardware/Software Authentication for Reconfigurable Platforms
Authors: Eric Simpson and Patrick Schaumont (Virginia Tech)
At ¢ T B PRI AR 1Y BER LA (FPGA) s g R A1

B2 B A RIP)RE o L BHSTR G T @ Y e S R AT T
" ,13' AP - BRANIPHREN e KEEIPRHEEAET L/
HAp T e e B LB E Y G A SRR L k%R FREh

b’%#&i#—_" 2 { fE > A B HFPGA % 2 MG L o

Why One Should Also Secure RSA Public Key Elements

Authors: Eric Brier, Benoit Chevallier-Mames, Mathieu Ciet and Christophe

Clavier (Gemalto)

*?éwﬁn?' HIHATE oD 2T - BE f&l A F A BB AR R
B - wg;.%;&ﬁ mgfﬁﬁxa%‘,m g, o % Seifert #% 7! RSA féi‘.ﬁﬁmﬁﬁz

F3t ’tal pav—ll?fkpirz%‘“’#*“%ﬂ%%s_ \mRSAosﬁﬁ“r}rI—
Bodg HfpdpdoiidkiR o 7 0 5T Seifert duH o A AT
Fere BT A Bl et (Ta ¢ H B AF 2 Ak st R BB
BV LvE AR AR IR T O IRA G HIL G MR T s Rt R
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2w e Fone ¥ - BT 0 BT - B

B A A P 0 s i F AR fods andic B R R 1L o

ki ok T A R o A PG AT um%{ﬂ g
(514 » RSA-FDH)& 5§ (i]4 » RSA-PFDH)#A 59 %2 ek § %
PLE R EE  REH R (B4e RSA-PSS)# ficcnifin 4 7 @ 4 o B 14 B 3%
EEY TR NSNEE R AP T RE RSA ho Rl A RS §
HFreho

Power Attack on Small RSA Public Exponent
Authors: Pierre-Alain Fouque (ENS), Sebastien Kunz-Jacques (DCSSI),
Gwenaelle Martinet (DCSSI), Frederic Muller (HSBC) and Frederic Valette

(DGA/CELAR)
BiEm Y AL (T 4 RSA e il ! % ST EHG o TEF AR &
i+ )iikﬁ"mf‘*"f A3 A 26016 3 10 X R s iRty

foo THITHFHFW IR AR P AL S w0 F oo G H N E AT H
(SPA)# » ek a4 d GA2Y 2 @i LGS v 1R 4R AR
SF R o HFRGER AL TR AR E v B BUER ) LR
i% 7 1k SPA st # o

Unified Point Addition Formulae and Side-Channel Attacks

Authors: Douglas Stebila and Nicolas Theriault (University of Waterloo)
A BRI e R4 LT A B i'ﬂ'%ﬂ: SRR *'ﬁ ?Jéﬁ'{
FEYFOEPIY AR T 2 Y MEFE X o Ny A E

#-4t & Side-channel attack = 7 3= Jix * é_ﬁﬂ#’ﬂﬁ] o A BAG Gk SLIc oo .i+_
Ak AL TFE pecied Walter “rk - fEscH X Y £ Brier -
Dechene §r Joye fhkt— 2 5% s ¥ o i8> f’r—'ﬁ P D E AT Y B e
i 47 B R F iRl aucH oo

Read-Proof Hardware from Protective Coatings

Authors: Pim Tuyls, Geert-Jan Schrijen, Boris Skoric, Jan van Geloven,
Nynke Verhaegh and Rob Wolters (Philips Research Laboratories)

K RIER AT BRI Bk ] R ok @ L B
T - 2R S NB R eom R m:v—?{ "R

)

Algorithmic Tamper Proof ( ATP ) security * i | f# 1F st ¥ —'F‘f FLoHP -
B & it § Read-Proof Hardware » gt = i ¥ 14 fp ok 0% s o H 2% f?
3 hardware fr cryptographic part - Hardware 7 — B3F 5 2 # 3g B

protective coating > cryptographic part /| 3 Fuzzy Extractor 13 35 4% B~ 17
BeobisPlpRkss  ERPFETLEETREEOTR -
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(27)

Path Swapping Method to Improve DPA resistance of Quasi Delay Insensitive
Asynchronous circuits
Authors: F. Bouesse, G. Sicard and M. Renaudin (TIMA Laboratory)
e it Path Swapping ( PS )2 ;8 k#% % QDI (Quasi Delay
Insens1t1ve)rﬂ—!e > M fui £ 4 $7(Power Analysis)sc# - § II§ FI* we
2473 F A prpE o PS 1% 7 I QDI % sl BB AL - ] LR R
EEFERALRAR? o L-H o Hd EP I/ FTHRLLT f;m (&
WD A 20 AT R PR AP EERE - B R QDI i
Ao A ZT kR RISHES 2SRRI ARET wﬁ?i’:‘;{‘éi—'ﬁﬁ B
RE AT R AR o 1 R QDI K2 T ik #
Heeh® et e Bofd > R BHCR L 7 DPAGRR * 32k 0 B3
HreE ﬁ,iﬁfv’ﬂé’z}é REB 2o ¥R M o 5 {5 & DES 4 % a2
B BRE T B 2 A s edE PA s ¥ o

Automated Design of Cryptographic Devices Resistant to Multiple
Side-Channel Attacks

Authors: Konrad Kulikowski, Alexander Smirmov and Alexander Taubin
(Boston University)

A F PTG L eh e B 22 2L G e ,,fﬁ v ¢ A Foan
F A ¥ sxeidsdiside-channel sz & o G g i 2 A% 2 L
TRA L d WAL TR B Lz ﬂ&“*y‘é%n%#@’”*
TP EE S G P R o AR Y ,1F—:§1F3 H- B
i ¥ QDI circuit f HDL e f2 1 470 \U4] & 2 R el § U
R I

Superscalar Coprocessor for High-speed Curve-based Cryptography

Authors: Kazuo Sakiyama, Lejla Batina, Bart Preneel and Ingrid
Verbauwhede (Katholieke Universiteit Leuven)

ARG P RIS R R E ﬁ&@m‘%,{%ﬁ‘,{%‘%d i #
& f J;«:}FJ £ R T 7 RIE(ILP)fr/adZ + £ dhdp £ kb B i@ 8 - 3%
FAFHRF SN EILET L AL B I LW E e A 0
56% FE BT A GFRMNMO)HFRI & A% 4 5 (ECC) e & ff ~ A
GF(2"83) 4z #rFl v & % 78 & (HECC){rie &3t GF((2 » 83)" 2)% a1 &
ECC % = ﬁ'iﬂ’r’ﬁ#’ﬂﬁ] WOARBAE kS B - R SHR  FR
«’::4] > Blrc L 1.8~ 27ff'25°r_]“""%ﬁd’f?Wﬁé@m?ﬁ%’%§lﬁ
B® dm d it o AT BT AT @ ¥ b 2 IV 2 H R g et
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(28) Hardware/Software Co-Design of Elliptic Curve Cryptography on an 8051
Microcontroller
Authors: Manuel Koschuch, Joachim Lechner, Andreas Weitzer, Johann
Groszschaedl, Alexander Szekely, Stefan Tillich and Johannes Wolkerstorfer
(Graz University of Technology)
Al IR W 8051 e 8 AR H] B gt 3N kT Hfer B o
IEPEFAE DT F R 8 RAMITIEL R A0 HE T 6
PR #m/z/% THANT R TR ¥ lfﬁ P A - i @ R
WA BAEE i B 8051 Medr A BiEE R R e BT o d N A4 B
foeh IRRAM R 4538 5 7 1o 3 chps F BLid &k fuﬂ REAFFEOEL R
FloFlitEd " EEHFERUOMA)VFEELE 2 EE 7 wr " 4@
R g o 1Y nr—*f P2t LF A 12MHz pFP%Ag 5 7 118mse % =
GF(2"191) % & # m@% o B B IFIF T A AFRT > A kAL
BAI AP N8 A (ET S oo

(29) FPGA Implementation of Point Multiplication on Koblitz Curves Using
Kleinian Integers
Authors: V.S. Dimitrov (University of Calgary), K. Jarvinen (Helsinki
University of Technology), M.J. Jacobson, Jr , W.F. Chan and Z. Huang
(University of Calgary)
k % o #& 7l & Koblitz & @ 1+ @ * 0 k=) 4ri(z-1)" v
k=Y 41 (1) (2 71D T 547 & & A RIBE BT 8 w5 % ki
Moo fEf PR A H 2 ABA D Sl LT MPE R ERL K i
o *%'LLL*' L AT ﬁ“'].@ % Koblitz & 2 BLAFH &2 5 AP o b
2 ’faﬁ'ﬁﬁﬁ’g ’ 'F'ﬁ PAIPIIE P ol » ?»kfiﬂ'fﬂ’.’i’fﬁ&f#ﬁ/{%%
PR chie® LApF 0 2 ] 03B 7 -adic non-adjacent © £ {8 EF i
Jﬁﬂ—ﬂ%AIGA%?KLﬁ%%tﬁ*?%*ﬁ%%ﬁmﬁﬁ*%
A ke

“f KNI f‘iﬁi” ’ﬁ g IACR 5%?*94 € kNG A 3277 X £ - B Rump

Session’ # & 5 » E#H > & %\ RERDPBFZEIFRRFLE Pk eom
Rump Session e §5 5 4 #% » #-2F 3> CHES2006 e =3 £ %< 35 p 27 0%
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(1) Tamper-Resistant Mobile Terminal(Hitachi SDL)
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Author: Camille Vuillaume
(2) New Block Cipher for Ultra-Compact Hardware
Authors: A. Satoh (EyeBeeM), K. Aoki (MiKaKa)
(3) Brand-New Hash Function
Author: A. Satoh (EyeBeeM)
(4) RFID Authentication: Minimizing Tag Computation
Author: Jin Kwak (Kyushu University)
(5) Design of Key-Sharing System Based on a Unique Device
Author: Kenji Imamoto(Kyushu University)
(6) An Algorithm for the Eta T pairing Calculation in Characteristic Three
and Its Hardware Implementation
Authors: Masaai Shirase et al, (University Tsukuba, Future University
Hakodate)
(7) A Success of an Integer Factorization by Using a Special-purpose
Hardware
Authors: Tetsuya Izu Jun Kogure Takeshi Shimoyama (FUJITSU)
(8) Cryptanalysis of Chinese S-Boxes & Japanese L-Boxes
Author: Alexander A. Veith (Inst. of Social and Economic Development)
(9) Update on COPACOBANA
Author: Christof Paar (University Bochum)
(10) Power Analysis Attacks - The Book
Author: Stefan Mangard (Graz University)
(11) Template Attacks - Practical Results
Author: Lex Schoonen Brightsight (TNO ITSEF)
(12) Protocol-Level DPA Countermeasures
Author: Paul Kocher (Cryptographic Research)
(13) A First-Order DPA Hack on AES in Counter Mode with Unknown
Initial Counter
Author: Josh Jaffe (Cryptography Research)
(14) A New DFA Attack Against the AES Key Schedule David Peacham
Author: Byron Thomas (SiVenture)
(15) Simple Branch Prediction Attacks (SBPA) - New Results
Author: Shay Gueron (Haifa University)
(16) Modified Cache Side Channel Attacks

Author: Joe Bonneau (Stanford University)
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