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Ko 445 kgf - ANAREHIL ()14 B A e A s b B SR B RE 1S 21 R4
= DA BB DL 10 /Nip A R pRE (A

2. BRBEIRRIE 40 'C e 90 %6 RH pRIR 24 /NIFpR (% » fiL i E Y 419 kdf
Hahnz 451 kof -

3. Aam LA EOR ~ IR AT - JREEE ELL 40 C Ryt > BFfE AL
24 % 28 /NIF[E Ryt H 5 LI E T =R ER (90 %6RH) T » BUR »
RN % AT o T T 188 15 1 (o ik B (EL AT R RO e T i R 2 45 SR B -

4. GIB R AE RS NR BRI I 2R BB AR RO 22 55 /N R » FlAa g AL
2 AR FAMNES R E QY FE 39 REBCR -

Ih ~ 235308

1. Weathering testing guidebook, ATLAS; 2003, 14.
2. Weathering testing guidebook, ATLAS; 2003, 57.

3. CNS 11229 " gty e tEelipas . > 74 0K -
4. ASTM G153-13 Standard practice for operating enclosed carbon Arc light
apparatus for exposure of nonmetallic materials.

5.CNS 745 " Ef B =ABREBNT ) > 729400 -
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6. Weathering testing guidebook, ATLAS; 2003, 63.

Y

REEETHE A

BASIC FORMULA (FHANF)

Radiant Exposure =

Irradiance x Timein Hours x 3600 seconds/ hrs
MEER = WA x BE

1Jm? = 1 W/m?x1 Sec

STRAIGHT LIGHT TEST CYCLES

508 W/m? x 3.6 ks’hr = 1829 kJ/m?/hr@300nm~700nm
(B/NIRE )

1829 kJ/m?* /nr x 55hr = 100595 kJ/m?

Y15 2005 A4 47 [ A i & 3793.27 mIm’
SR/ INRF IR S R Ry 433 kIm?
MREA RS P SN R B R R R 1KY By 232.3 /N
Bl 232.3/6( 15 K SR S 3 fE]) =40 39 K

Note : Constant = 3600 seconds/hr
or 3.6 kiloseconds/hrs
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f;i# Jﬁd#ﬁﬂiﬁﬂﬁ* ISO/IEC 27036-2 — Information Security for
Supplier Relationships - Requirements

45 #1 (Guidance)

ISO/IEC 27036-3 - Information ISO/IEC 27002 — Code of
Security for Supplier Practice for Information
Relationships — ICT SCRM Security Controls
@izt ar  ® ISO/EC 15026 — Software Assurance = Common Criteria — ISO/IEC 15408
(Processes " ISO/IEC 27034 — Application Security » OMG KDM BPMN, RIF, XMI, RDF
= Security Engineering and Design techniques = OWASP Top 10
and = NASPO and other Anti -Counterfeiting techniques = SANS TOP 25
Technigues) * Microsoft Secure Development Lifecycle (SDL) = Secure Content Automation Protocol (SCAP)
= SAFECode = Secure Coding Checklists
= OWASP = Encryption
= BSIMM = Software Asset Tagging

= Trusted Platform Module (TPM)

2.1 ICT SCRM ZEK # i 25/ fz ke gty
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flo =~ i (Resolution) -
piit 1ICT SCRM 7 3056 Bl Bgad FEAE (LY 55 B 248 (De facto Standard) L1
2013 £ 12 H5epk > RETFA ~ EFHRT - SRAERKETFEEEFZ ICT
SCRM iy 2H (- (it g g B (i 2 2 ] > 8] 2.3 /2 A & sl Bty 2 = 5P A4 Ht [E 48 A1)
(Common Critericafor Information Technology Security Evaluation - f&f# CC)fZi%e
ZH Y5 g (Site Certification) L IZ S 2 R R - B LR E Y
12A il - 7 2015 48 1 H 12 H Eim i HEy ™ -

— ~ ICT SCRMEZEHEALHERE w8

B 1993 fF#E » FEACE FH 44 e i 2k [F] 4 HIJ (Common Criteria f&f§ CC) 2 1
BALHYHERR(CC F[E Y 1SO/IEC 15408(LL 3115 CNS 15408)fE4: 2 51)) - EHE
(ISO/IEC 27001(T 311 Fy CNS 27001)KEAE Z:51]) 2 ¥R AG fras % |1 CT B FE S R b i
B 2504 > HETERHSEIER MR 2 THEKER - E& DU 85 E &/
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2.3 [HEZ 255 B (International Security Certification Initiative >
fifE 1SCl)4
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(Information Security Management System - f§fi ISMS)Z K E 15~ ISO/IEC
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* 3.2 EEHELE(E A B N L e R R A b B LR S (Motivation
and history)!*®!

1. EERR - RS e s AR RS BUARANS - BIR S BUN & RS R
FHIFEERES -
2. HAYLER Al —{E n] (R Al {F 2 548 (Protection Profile - fijf#PP) Z &) » R
H At 2 2R -
3. K7 (Timeline) :
3.1 2011 BB - @ IF IR A -
3.2. 201147 1CCC (International Common Criteria Conference) : & H &3 -
 BEE AW FTAHES -
3.3. 2012 CCDB (Common Criteria Development Board) : £ H [ RE il » 755
A EE - AR AT ROR
34. 20128 H & 2L 58 pl 1% Y Bt JE # 27  fr [ (Supply Chain Security
Assurance - fHfESCSA)EZE L {45CCDB ~ £ [E#EHI|(Common Criteria »
HCCOETZEY - CCEHZRY -
35. 20124E9H : |CCCRAtAR MBREHIR LA IR LS Y )5 A -
3.6. 20134 : Open Trested Technology Provider Standard(O-TTPS) » Version
1.OH AR (ISBN : 1-937218-29-4) -
3.7. 20134F5 : (ECCHEZ EFIFIHEZNER
3.8. 2013FH = 1 JHLE RAEN K HRTHYSCSARLE -
3.9. 2014F7H29H : O-TTPS » Version 1.1(Version” 3 {7 58 1F) H AR ©

B AR A
(B 83748 ) WA %R

TPM

HA AT 3P 4E 2 TPM %3t

REFM?
BLA B R A 2 TP
(fRm415)

&(YES)

A

ALC_SUP##%
2 R¥FR

3.3 ICT SCRM fi fH i f(Use Case)2 : BEHE 2 A {SHH-F G HLAL(TPM)
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ZiRHH : 1. TCP : Trusted Computing Platform(F]{Z38:1 B &
2.TPM : Trusted Platform Module(R]{Z#& - & 154H) °
%+ Latam PV © FE—(EHrey ALC_SUP &1l » JEHUY &M IREE -
1.1. ALC SUP.1.1D HLJERGE#E A IEsE{H ) (Target of Evaluation » f&f% TOE)
Z 4HRETH H (e e B (M ps SO LR (R (L FE SRR e -
1.2. ALC_SUP.1C s (R B sk frag R B 55 = 7 AT 2 Se B 4HRETH H
AN ER4HREE B RR T -
1.3. ALC_SUP.2C fitJEs (e B Fr A 0 O s 4R RETH B 7 H 38 IR I TR 1Y
TR B e M 2 7 R
1.4.ALC_SUP.1.3C (/s (- fE i (E 70 S 4R RETH H A 2% P I ) 2 2
LRUEERRFF o
1.5. ALC_SUP.1.AC {t i s =7 {1 e fish it by VA A (T OE) A= 78 i R B 44 (5
EHHRRTH H 2 2B AT B -
2559 -
2.1. D : #E# (Developer)
2.2.C : }H4E & (Consumer)
[EFi AL - ICT SCRM 2 BEE(bRYSE — [ B TAF AT R - H 2 BRI
55 - HEAMNEREMNARBER L2 ERERKEHZ 2517, 9,
10] -

DU ~ el

FEIS T SR BT ] > (£ 58 ICT SCRM FEE(LAYERE NI AR AL © HiR eSS - 1
HEGER 2 E NG 2BH G " WRRINRRE R ETE LG - KREAZES
GHETER > SO EZEORARER © | Z0ETT FKERAYILE > B2
B i i A AR A B P AL A i 2

h~ 2540

1. http://www.csrc.nist.gov/scrm/(2014-11-15 f@&) -

2.1S0(2013) Information technology - Security techniques - Information security
management systems - Requirements, |SO/IEC 27001:2013 -

3.1S0(2013) Information technology - Security techniques - Code of practice
for information security controls, ISO/IEC 27002:2013 -

4.1S0(2013) Information technology - Security techniques - Information
security for supplier relationships - Part 3: Guidelines for information and
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communication technology supply chain security, |SO/IEC 27036-3:2013 -

5. NIST(2013) Summary of the Workshop on Information and Technologies Supply
Chain Risk Management, October 15~16, 2012 -

6. http://www.opengroup.org/ogsys/catalog/c139/(2014-11-11 f#&) -

7R R E R B (I (2014) Bl A 2 E B A B R B IHA I ¢ ARAER
ISO/IEC 27001:2013(E) 7 il 7 Ak&& Ky Hos o » fE Bl By » 181 Hf » H 62-90 -

8. http://www.commoncriteriaportal .org/(2015-1-17 &%) -

9. Miller, J. F.(2013) Supply Chain Attack Framework and Attack Patterns, MITRE,
2013-12 -

10. TTE B & iR 22 i\ = (2015) e 2 5€ 755 1040120313 5704 - 2015-01-07 -

11. Moss,M.(2013)International Standards Efforts Help Address Challenges in
Todays Global Market Place(Presentation) >
http://buildsecurityin.us-cert.gov/(2015-02-11 f%72%) » 2013-11-03.

12.1S0(2014) Information technology - Security techniques - Information
security for supplier relationships - Part 1. Overview and concepts, 1SO/IEC
27036-1:2014-04-01.

13. The Open Group (2012) Open Trusted Technology Provider Standard
(O-TTPS) - Mitigating Tainted and Counterfeit Products (Snapshot), Figure 1,
Page 5, February 2012.

14. Dr. Gutau, W. and J. Noller (2012) Minimum Site Security Requirements for the
Smart Secure Device Supply Chain (Presentation), Sept. 2012, 13 ICCC, Paris.

15. NIST IR 7622, Table 1, Page 14, October 2012.

16. Fiona Pattinson and Andras Szakal (2013), Supply Chain Security for COTS:
The Bigger Picture. (For The Open Group), in Presentation of the 14th
International Common Criteria Conference (ICCC), Sept. 10~12, Orlando, FL.,
USA.

17. Tomlinson, A., & Yap, J. Y. (2013). Threat Model of a Scenario Based on
Trusted Platform Module 2.0 Specification. 39-45. Paper presented at Workshop
on Web Applications and Secure Hardware, London, United Kingdom.
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Working Group, in Presentation of the 14th International Common Criteria
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