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Edition 1.0:
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Guide to industrial control systems (ICS)
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logic controllers (PLC)
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requirements for IACS components

T Atk ks (BESS)— % 138 : 34



4.

4.1.

L R &

& &> gw) (authentication )

=R AR LS TR

4.2. &% 7% (authenticator )

4.4.

4.5.

P OUFEIL AL L 2 2 2 1 B blde i (745 (password )~ USB

LAk r 3o (token) BV R BB X0 (TS P A REZHREE

T # F 7= % 5% (battery management system, BMS )
FACERE BT A T AR RS DR R
Tim~EARANZETRETR S ERBAT S AT H L E R
T LR CERAETEFRA R

Uk i TR RS R R I K BT IR R BT o

%75 £ 12 (cipher suite)

- KFNhE XA F 5 L R AR A RBERTFLE L

~4| 7% ( message authentication code, MAC )11 % £ 42 #6775 %>

’
%&
NN

- T A kaE 2 & > i (b)4e o osecure sockets layer &
transport layer security, SSL & TLS) -

X FIEiBEE R ;Tg ( common vulnerabilities and exposure, CVE )
d 2 223 1. ‘i‘« MITRE Corporation #7 /& 2. National
Cybersecurity FFRDC 7§ 3& g 633 g @ 4 > 445 - F
ME DB P LA DRV 27— R el o

4.6. % F 33 4 33® 4L % v (common vulnerability scoring system,
F

CVSS)
R AE 2B LR 23&“:@ fFamm 2 ko d 2 RRTE
#HEXFH LA € § 4 % (national infrastructure advisory

council, NIAC ) » 3Ld % | Pﬁ MErEERY ) 2H%HE (forumof
incident response and security teams, FIRST ) % & -
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4.7.

4.8.

i #-2 (communication module )
—ﬁ?ﬁﬁﬁﬁﬁa;%ﬁQﬁgwﬁﬁﬁﬁﬁﬁ@iéjaWP
2P PR A I R e VR i LS

R A RE AR R 2 B R ap T
AN

%75 % 3 (cryptosystem )

A RmE 2 wE 2 RN ERIFE L REREFE S K
EEFF R RGP

4.9. 3% (decryption)

4.10.

4.11.

4.12. &

4.13.

i+ %% (digital signature)
TR LSRR ALAAREDE T E HTART k5

F P R B LR KR o 2 Jiﬁ]e-\ BT mEL -
'%%?%ﬁﬁ&ﬁﬁiﬁ@ﬁﬂNBTmGiﬁx?ﬁ&&%i
% % o
4c % (encryption)
Rh2 BERHAIEEE S EET TR AR #HL
TR R I

ic FE 24 %t (energy management system, EMS )

WRETA P A R AR R R AP R 2
TR Bk
gLt % 3t (energy storage system, ESS)
- BB E TS s R BT R SRR T 0 d

At /}EI? I % LB | 7 ER S gz g o



4.14.

4.15.

4.16.

4.17.

4.18.

4.19.

#Zit © ~ (energy storage unit, ESU)

R E SR N R AL BRSBTS
Theb oL E Ao N ALY BTSRRI AR R
A RELUZ PR ER A o

£ 4% ¢ 72 (key management)

%% 4% £ 4 (cryptographickey) 12 &8 @ § § #2945 £
IUEH TS >R BNEAR ) F 5 LA R ARG
IPIEE 1 O

4 # % 7 (message authentication code, MAC )

P RFEREAL AT DR E KR JH £
GRBETAAY KPR PR 2 MACe B3 012 et i
FAPRRE - PRI RHE MAC HE 2 Ha 74kt &
Zzd MAC & Fg 4 - FIPS PUB 140-2 Annex A 2 2 ISO/IEC
19772 i3 % 48 MAC &% & % -

% % 5t (operating system )

FAREG A BN DAL f TR ER S SRR
BMEhiva @ 'f?{i’ﬁ%ﬁi endim » 113 3% 4 2 s i
W E R LR 1 (T

il 775 (password)

LR FERE RIS ET LA F AP o

® * T4 (personally identifiable information )
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4.20. 7 # #&¥ % *t (power conversion system, PCS )
B LA PEE  VEREFILNLEE L DOEr R T
T RLREE .f»uii”“ﬁi'l:}ﬂl‘i&l—'—sb REIE AR IME T
TASEFESN

4.21. 2 2 (point of connection, POC)
GRS = g At Ao kL ’ﬁ
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422, BB R B (remote network access )
BT T S PR TT Ak R i o Aok A

BTN S i
4.23. £ i#32% (replay attack)
 EAF N TR - R
4.24. s LT A (sensitive data )
PET R G R F R R
AR I BAFA T ETH AP EEE C BEERET
M TRFREHFTA LTS E T TH -
4.25. 23 M ¢ @ (session management )
Fer Fad wpheE ¥ 0 PCS (50 57 B R Y H R
A B PCS2Z Fenpe@AIT & (75 0 @ FIRd- A m
BT 0 Blde D LRy Eg (session identifier, SSID ) g
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6.1. FMWFHEE > | 6121 | V | V |V
6.1.2. F 8B40
6.1.2.2 V|V
6.2.1. %% ke 6.2.1.1 \
6221 | V | V |V
6.2.2. ¥ A gl 6222 | V |V |V
62, wu « o) e 6.2.2.3 \Y%
wEE > 6231 | V | V |V
6.2.3. i (TR E L 6.2.3.2 \Y
6233 | V|V |V
) 6.2.4.1 \Y
6.24. HiEd L
6.2.4.2 V|V
6.3.1. R PEF 2 EFR| 6311 | V|V |V
6.3. FTHEEFE > & 6.3.1.2 V|V
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FAE2EE
FAL G FTAL2ER P %
1% 2% 3%
6.3.2.2 \Y%
) 6.3.3.1 \%
6.33. £ifE L
6.3.3.2 \Y%
‘ 6411 |V | V |V
6.4.1. SR LA 85 3
6.4.1.2 vV |V
6.4 THBHEE 2
6.4.2.1 V| V|V
6.42. ¥ i3 T2 feRid AR
6.42.2 vV |V
6511 | V. |V |V
6.5.1.2 \Y%
6.5.1. 2 pPiEp L 6.5.1.3 V |V
6.5.14 \%
6.5.1.5 \%
, 6.52. fxEF FHFEREHEGE | 6521 | V|V |V
6.5. & nE >
i 6.52.2 vV | V|V
6.53. TR EFHRE > 6.5.3.1 \Y%
6541 | V. | V |V
/ 6542 | V. | V |V
6.5.4. L AT % >
6.54.3 V| V|V
6.5.4.4 vV |V
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6.1.1.1. f5% & %% PCS
3 %)

6.1.2. F 133 44

6.12.1. ®* K10 F M A G 5B PCS# o FiliB & A FRIH4 & &

¥ FB~PCSo (1% ~2%3%)

6.12.2. PCS itz # BATEHiaks 5 1 Ml 4722 & & (tamper-
evident) ° (2 & ~ 3 %)

2L )4

6.2. u] ~ FH|BIILEL >
6.2.1. £ & 35

6.2.1.1. & 3 PCS 4% fifie B - 35/ o (3 &)

6.2.2. ¥ A Fru)

6.22.1. & * K rUif g et T3 B PCS % 0 3 i & 4 Gl e (1 s
2 B~ 3 )

6222 FApRPEELE 5 =% » PCS 4 pis » PCS J #7 P &% X A 4 2
BRALE RS RPN

6.2.2.3. & % ¥ 1 ih kBT
Bp A AT
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623. L FAHER

623.1. E Ao Fuart i T R bAFRENE ERREE G KR A
IR D B A F A o (1 2% 3 &)

6232, FE B (T4 BALEE A FEBEH] - (3 &)

6.233. FPCSH* PRUGFH/H - Fra =g~ wilR* FRY
FERUEFTH (1 2&~2%-3%)

6.2.4. FiEH 2

6.2.4.1. PCS 7 iivi— @u|g * ¥ &4 o (3 &)
6242 . PCS A kB 15 -k &d 20253 %)

6.3. TAGEHSE >

6.3.1. AT T2 EH 3k

6.3.1.1. PCS 7 it = & fpk g HF AL o (1 5 ~ 2 5 ~ 3 1)
6.3.1.2. #5733 PCS p 2 a¢t L7 #4E % ## & FIPS PUB 140-2 Annex

A~ NIST SP 800-140C g NIST SP 800-131A Rz 2 FF & &
AR 2R R ST IRE o (2 & S 3 &)

6.3.2. A4k B 4]

6.32.1. PCS 55 "> * % & FIPS PUB 140-2 Annex A 2. % /4§ 375 3
AP RS RTORAEE > XY LR R R A - (2
B~ 3 %)

6.3.2.2. PCS &4 * % & FIPS PUB 140-2 Annex A 2 #ici> & & & 2 &
WL EBR RAAR TR R LA - (3 %)
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633. b4k

6.3.3.1. & 5 PCS Jp4x* B W en& 4 il acp 274 /R ik & 4o
- (3 %)
63.3.2. £4FFd T 2P A2 BA 2 - (3 %)

6.4. FHBEE 2

6.4.1. 5o (L FH B ik

6.4.1.1. PCS B sfi 92 B2 ¥ 1 © = 585 Ap B g (L -
(1% ~2 5 ~3 %)

6.4.1.2. FUR TR Mete § 16 @4 > ¥ §48 & SR # & FIPSPUB 140-

2 Annex A ~ NIST SP 800-140C s% NISTSP800-131A R = ¢

BRI R R (23 8)

6.42. 7 1T 2 el

642.1. PCS /a3 v 28 Whiro B WdBEpits (1
CENLICUNEICS

6.422. PCS Ak b6 8 » W osrR St hz @ik
B3 )

6.5. iz >

6.5.1.% 2 ¥

6.51.1. PCS BE # % 2 pEsa o (15 ~2% 3 %)
6.5.12. PCSBEAEZ 2P 2L F 7 i o (3 %)

6.513. PCS 1% 2 PR E & B&gd 2z # i - 2% ~3 %)
6.514. PCS RV HELEhp H R FERF - (3 %)

15



6.5.1.5. PCS # 2 3 en® 2 F B> Bl L &2 B4 - (3

=)

6.5.2. % % 2HFRH

6.5.2.1. PCS 2 v % % et B IRis > # ot ¥ MR RIBTHL
Ao By L3S BEE IS TR CVE Y ¥ & e iB 33 HiFa &
58 CVSS B IR Az o 8Pt 7 Al B E E s
= & (High)t & o (1 2~ 25~ 3 %)

6522Pﬂﬁiﬁﬁwinuﬁgkﬁﬁm(hkxza~3&)

6.5.3. AT TR &

6.53.1. PCS it B4R TR B B & o i o (3 .%)

6.54. L #7,% %z 2>

6.541. PCS F AR AL cntiir WL 377 0 o (1 52 53 &)

6.542. % Hrir ML FTITEL prpF o PCS w4 T FE T o (1 5%~
2 B~ 3 )

6.543. FAELF L 37 PCS A k@Ml § 3
AL EE o R KRB R o (1 2 B
3 &)

6.544. FLER Y iR { 370 PCS & { 3T RIR B2 ¥ pit = &
PUME  HIEP LB X 2UERANE RBEE (2

B8 3 B

16



AR AL FAX 2R RIEP RS RET B A

FrEFR R %

% B %% | NISTIR 7628 | NIST SP 800-82 | IEC 62443-4-2
6.1.1.1 SG.CM-7 6.2.11 (Rev. 2) CR 7.7
6.1.2.1 - 6.2.7 (Rev. 2) CR 1.1
6.1.2.2 6.5.1.6 - EDR 3.11
6.2.1.1 SG.IA-2 ; CR 1.2
6.2.2.1 SG.AC-15 6.2.7 (Rev. 2) CR 1.1
6.2.2.2 SG.AC-8 6.2.7.1 (Rev. 2) CR 1.11
6.2.2.3 7.2.10.1 6.2.7.1 (Rev. 2) CR 3.8
6.2.3.1 SG.AC-21 | 6.2.7.1 (Rev.?2) CR 1.7
6.2.3.2 - - CR 1.5
6.2.3.3 SG.CM-10 - CR 1.5
6.2.4.1 SG.IA-2 6.2.7 (Rev. 2) CR 1.4
6.2.4.2 SG.AC-3 6.2.1.1 (Rev. 2) ;
6.3.1.1 - 6.2.16.1 (Rev. 2) CR 4.1
6.3.12 4122 6.2.16.1 (Rev. 2) CR 4.3
6.3.2.1 6.4.2.2 6.1.6 (Rev. 2) CR 3.4
6.3.2.2 6.4.2.2 6.1.6 (Rev. 2) CR 3.4
6.3.3.1 4123 - -
6.3.3.2 SG.SC-11 | 6.2.16.1 (Rev. 2) CR 4.3
6.4.1.1 - 6.2.16.1 (Rev. 2) CR 4.1
6.4.12 SG.SC-12 | 6.2.16.1 (Rev. 2) CR 4.3
6.4.2.1 SG.SC-10 - NDR 1.13
6.4.2.2 SG.SC-10 - NDR 1.13
6.5.1.1 SG.AU-3 6.2.3 (Rev. 2) CR 2.8
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P %%, | NISTIR 7628 | NIST SP 800-82 | IEC 62443-4-2
6.5.1.2 SG.IR-10 - -
6.5.1.3 SG.AU-4 - CR29
6.5.1.4 SG.AU-8 6.2.12 (Rev. 3) CR2.11
6.5.1.5 SG.IR-7 6.2.8 (Rev. 2) CR6.2
6.5.2.1 SG.RA-6 - -
6.5.2.2 SG.CM-7 - CR 7.7
6.5.3.1 SG.IR-10 - CR 7.3
6.5.4.1 SG.SA-7 - NDR 3.10
6.5.4.2 SG.CP-10 - CR74
6.54.3 SG.SA-7 - EDR 3.10
6.5.4.4 - - EDR 3.10
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B X 2UERIE RHERLET R L

Fr & riyg (TLS) PR & T2 AU E B *

H TLSvl.2

TLS ECDHE ECDSA WITH AES256 GCM SHA384
TLS ECDHE RSA WITH AES256 GCM_SHA384
TLS ECDHE ECDSA WITH CHACHA20 POLY1305
TLS ECDHE RSA WITH CHACHA20 POLY 1305
TLS ECDHE ECDSA WITH AES128 GCM SHA256
TLS ECDHE RSA WITH AES128 GCM SHA256
TLS ECDHE ECDSA WITH AES256 SHA384

TLS ECDHE RSA WITH AES256 SHA384

TLS ECDHE ECDSA WITH_AES128 SHA256

TLS ECDHE RSA WITH AES128 SHA256

B TLSvl.3

TLS AES 128 GCM_SHA256

TLS AES 256 GCM_SHA384

TLS CHACHA20 POLY1305 SHA256

TLS AES 128 CCM_SHA256

TLS AES 128 CCM_8 SHA256
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